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Table of contents - Pre requirements

« (Pre-requirement) Getting started

* (Pre-requirement)Be familiar with FactoryTalk Optix Studio

* (Pre-requirement) How to Create a simple HMI project in few steps using wizards
* (Pre-requirement) WebIDE

* (Pre-requirement)Project versions and components

* (Pre-requirements)FactoryTalk Optix Entitlements
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Table of contents - Basic topics

« (Base)Define communication drivers and tags
« (Base)Develop the userinterface

« (Base)Dynamic links

« (Base)Work with reusable objects

- (Base) Template Library

- (Base)Ul Objects Protection

« (Base)Animations

- (Base)Events

- (Base)DataStores

« (Base)Dataloggers and EventLoggers

» (Base)Represent databy Trends

- (Base)OPC-UA Client

- (Base)OPC-UA Server

« (Base)Transfer and Execute the project
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Table of contents - Basic topics

- (Base)Manage alarms

- (Base)Userecipes

« (Base)Configure Users and Groups

- (Base)Configure Reports

« (Base)Set Locale, Languages and Measurement System
« (Base)Develop using version control and collaboration
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Table of contents - Advanced topics

« (Advanced)Define client-server architectures via OPC-UA
« (Advanced)Domain authentication

« (Advanced)Define Ul Session and Session variables
« (Advanced)Work with NetLogic scripts

« (Advanced)Debugging NetLogic scripts

« (Advanced)Use Retentivity

« (Advanced) MOTT

« (Advanced)REST API

« (Advanced)Optix Runtime on Docker containers

« (Advanced)OPC-UA NodeSet

« (Advanced)OPC-UA custom behaviors

« (Advanced)Custom keyboards
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Table of contents - Appendix

Appendix:

See the light about OPC-UA Security

Appendix:

Generating OPC-UA certificates

Appendix:

Using OPC-UA certificates

Appendix:

Returning values from NetLogic methods

Appendix:

Connect to an External SQL Database via ODBC connector

Appendix:

Connect to an External InfluxDB instance

Appendix:

Additional resources
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Architecture

 FactoryTalk Optix Studio is the Integrated
Development Environment (IDE) used to design
and deploy HMl and I[IOT applications

* FactoryTalk Optix Application is the compiled
and "portable” application that combines the
Project code and the Runtime executable for the
Target (HMl or iPC)

* Runtime Tools is the set of tools that includes:

* Update Server: Software to allow the deployment of
applications from Studio to the target

 License Manager: Software to manage the Runtime
entitlements on the target device

Target system

FactoryTalk Optix Application Runtime Tools

License
Manager

Update
Server

Project

Runtime

Compile
and
Development PC Transfer

FactoryTalk Optix Studio

Project

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 11 6 Fac:toryTaIk

UUUUUUUUUUUUUUUUUU



FactoryTalk Optix key features
B

EXTENSIBILITY
options

Natively OPC UA

Libraries

Scripting

DESIGN
options

Object-oriented

Software As
A Service

Version Control

PUBLIC « Copyright ©2024 Rockwell Automation, Inc. 12
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FactoryTalk Optix Studio

e Available both

 On premise: as a setup on local PC

* As aservice: a could instance compatible with
any HTML5 browser

 All applications are cross-platform by
design, the user does not need to
choose or know which is the deployment ~ «*
target

https:/fwww...

@ Optix Studio
HTML5 FUNCTIONS <ooooooooooooooooooooooo>
BROWSER

FRAMEWORK @

p—
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FactoryTalk Optix Studio flavours

STANDARD PRO
Installed on local PC STANDARD capabilities plus...
Design and Deploy application Use the Version Control System
from your PC (both on project and libraries)

to enable multi-user collaboration
No screens, tags, alarms or other
Runtime features limitations Design application using
web-based Studio

FREE Annual subscription

per User

Cartr
PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 14 @ .r':_;:;.,;;a,}r\;’Talk
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FactoryTalk Optix Runtime - Feature tokens overview

» Every feature used by the Runtime has
a costin Tokens

 License size defines the number of
Tokens available

e
XS 5
S 8
M N XL
L 15
XL 21 UNL
UNL Unlimited

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 15 6 FactoryTaIk
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FactoryTalk Optix Runtime - Feature tokens example

SMALL HMI MEDIUM HMI
Native Ul 1 Native Ul 1
Web Ul (up to 1clients) 1 Web Ul (up to 3 clients) 2
Alarms + Alarms History 1 Alarms + Alarms History 1
Datalogger 1 Datalogger 1
Recipes 1 Retentivity 1
Ix Comm Driver (multiple stations) 2 Recipes 1
TOTAL 7 OPC UA Server(1client) 1
1x Comm Driver (multiple station) 2
TOTAL 10

L
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Ready to start with FactoryTalk Optix?

* Just needto create a «My Rockwell» account then...

e Optix Studio STANDARD can be downloaded for free from
https://compatibility.rockwellautomation.com/

« Optix Studio PRO is available as 90 Days Trial at
https://home.cloud.rockwellautomation.com

Cartr
PUBLIC  Copyright ®2024 Rockwell Automation, Inc. 19 @ r(j:"‘;LL}ﬁJ’TQIk
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Development environment: new project wizard

Choose between
» Default: project with default folders/resource structure (recommended)
 OptixPanel: project with Optix Panel's dedicated widgets (network, screen settings, etc)
* Blank: empty project, without folders/resources structure (only if xadvanced mode» is enabled)
Important: this selection does not limit in the
deployment capabilities or available features

Project configuration

- Name, Location |:. -
« Useversion control: allow the project versioning B Some
c & &)
and collaboration between developers(GIT) s | B
* Encrypt secrets: passwords are encrypted via a 2
private key stored in the FactoryTalk HUB domain o

7
[

« Default screensresolution(can be changed later)

e Y L
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Development environment: new project wizard

Choose between
» Default: project with default folders/resource structure (recommended)
 OptixPanel: project with Optix Panel's dedicated widgets (network, screen settings, etc)
* Blank: empty project, without folders/resources structure (only if xadvanced mode» is enabled)

Important: this selection does not limit in the

deployment capabilities or available features

1::|:|' e——
7" .5
Project configuration - = = =
i

 Name, Location
« Useversion control: allow the project versioning

and collaboration between developers(GIT) o — B
* Encryptsecrets: passwords are encrypted via a e
private key stored in the FactoryTalk HUB domain :;;:":1;:;-‘- |
« Default screensresolution(can be changed later) T

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 22 6 FactoryTaIk
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Development environment
1.  Wizards

2. Main Toolbar

Get started with wizerds and quick access to common

editors
e =

Corlapare 00 rapbeo e 1o
R

5. Project View panel
4. Types View panel

5. Properties panel

1 Carfupav & reops banaps ey ad groupm Bt 6
6. Eventspanel £ % &
L " L
L dgrry Sprmn
&= = =
R T i Phoveoon ceeiml mabkalfor e pryeck
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Main toolbar

* Collaboration: Save & Commit/Push/Pull/History

* Undo/Redo

 Global search

* Project Files

* Libraries (%Jser Prof i | e% Docunent s\ Rockwel | Aut omati on\ FactoryTal k Opti x\Li brari es)
* NetSolution

* Wizards

 Deploy options: Run the project within Emulator or transfer and run on a Target

 Studio Options

PUBLIC « Copyright ©2024 Rockwell Automation, Inc. 24 0 FactoryTaIk
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Main toolbar

 Global Search: helps finding elements
anywhere in the project

BR- s 00 90 OO0 S 4= s P
L]

* Supports RegEx (using POSIX syntax, e.g: «.*»  |[me= BRI | ropnm He +a 0

? i Ll ]
to search for any characters) TR S
i e : e darted with wirsrds and quick adceas to oommon
e Cansearchin NetlLogic, project tree and eosens i i o .
values S | gl
. . . ::: ' whil m
* Qutput isreturned in the a dedicated tab of the Peipisi i (R
IDE e b ' - = -
F oet.gs i e Pt - g
» Supports replacing text and values B w e Nl St i
Frpevrs
¥ Cpage b B miory
Lasy - S Y .-lua:.: = le—— I _ —
i 1] ] [ra Coripues 4 nes Selgrune e T P

sy b i Dyl brrn.

i ey PR b s by
B Mg Bl el lam
B Lirs el red s lebeshe e 4 iarma
5. ] I'h-.rr—--.r\.-nd-hllhr—-r.
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Project view

a The Project view shows, in a typical tree architecture,

Project view < > - 4+
Q sesrch.. v the project folders
~ B¢ NewHMIProjects . . .
b * Folder structure constitutes the foundation of a project
.,:! ode . . .
n:d'm and are organized by type and functionality
S * The Project view tree supports:
E:i: » Context commands with the mouse (right-click)
U5 Report * Multiple selections
= opcua
F:Comml]rivers C Drag&DrOp
r#NetLogic
b rQSECI..Irit}' ® COpy/PaSte
r@‘:.s stem .
) mrfanﬂaﬁm « Search and filter
b = Retentivity

* Detach
* Please, do not move or rename the default folders

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 26 0 FactoryTaIk
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Type view

* Collection of Native Types,
grouped in folders according to their purpose:

Type view
All

 Basic User Control: to develop the User Interface - 1o i

 Optix Types: all the objects to be added to the project folders .Mﬁ};m Model  Security
« Companion specifications: set of standard and custom types - - -
definition which are used to share information between b fiwes” tenenl

different manufacturers(PackML, DI, TMC, etc)
. . . ) B p=
* Object from Type view can be added into the el it et

project Tree by Drag&Drop b e
* Can be also the repository of Custom Types

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 27 6 FactoryTaIk
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Properties panel

* This pane shows properties of the selected node

Properties E g + &
* Project __ Name Myprojec
* Resource “®  Type Project folder
. Locales en-lS
L O bJ ECIE Translation Talfback locales en-LIS
. Branching enabled Falsa
i Dependlng On the type Of property, Meazurement systems map Default mapping 5
the editing can be done through: Authentication mode Mode! anly
Default user folder Users

* Direct editing by typing

~ Passward policy
* by Selecting the pencilicon Maximum password age 0
Enforce password history

e Drop-down menu
Minimum password age 0

e by Selecting the DynamicLinkicon & ikt o ot 8

* Can edit common properties of Multiple selections

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 28 6 FactoryTaIk
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Properties panel

* This pane shows properties of the selected node

Properties
8 PrOJeCt - Mame Screeni (type)
» Resource e tanel
* Objects Yebe
Enabled
. Opacity
* Depending on the type of property, Bt
the editing can be done through: it test visible
— Size and layout

* Direct editing by typing

Horizoental alignment

e by Selecting the pencilicon Vertical alignment
* Drop-down menu Wit
: S HEct
* by Selecting the DynamicLinkicon & LR
Tap margin

* Can edit common properties of Multiple selections

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 29 6 FactoryTaIk
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Properties panel

* This pane shows properties of the selected node

* Project
* Resource
* Objects

* Depending on the type of property,
the editing can be done through:

* Direct editing by typing
e by Selecting the pencilicon
e Drop-down menu

* by Selecting the DynamicLinkicon &

Properties

Hame SpinBoxl
gl Type Spin box
— SpinBox

Value
Minimum value
Maximum value
Increment
Input format
Editable
Show buttons
+ Appearance
4 Size and layout

4 Textand font

* Can edit common properties of Multiple selections

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Events panel

* Used to configure Commands or Methods to
be executed when events are triggered TS
by the selected object ¥ birkiabnin sne

 Different objects have different events i

Events

|T'_.I|:-r= to search.. Q,

b b Allases
- i Commands

b B Variable cammands

P B Core commands

b W Alarm commands

b U commancds

b ‘ ReCipe commands
~ a8 MyProject

- I L gers

= B Dataloggerd

B Log

PUBLIC « Copyright ©2024 Rockwell Automation, Inc. 31 0 FactoryTaIk
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Create a simple HMl project in few steps

1. Configure connected device

Get started with wizards and quick access to common editors

N =

Configure comrmunications to
devices

Configuwre o datd logger

| Z G

Configure a recpe Manage users and groups

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 33 0 FactoryTaIk
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Create a simple HMl project in few steps

1.

Configure connected device

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Create a simple HMl project in few steps

1. Configure connected device

Select Communcsfon Devices Tag corfiguration SUMmTIErY
Salnct orotoool
(&) conrmreer ) 050 U8 Chers
MNew statiom

Mame

RaEheimiar 1PS Gkon

Trpe
() CODESYS Sahon

[ MELZEC il Station

() reLser g seson

() Machus Station

() cmmom EthermistIF staton
() Cmip0b R Station

(%) R Ethertiet 1P Statizn

() S7TCP Smion

(") 57TIA PROFTNET station
() TranCaiT sistion

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 35 0 FactoryTaIk
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Create a simple HMl project in few steps

1.

e A Cai
Configure connected device
&

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Create a simple HMl project in few steps

! % Dashbowd

1. Configure connected device v
e : T Sizraler
i vl b

[«:ﬁ :';---li_-'-' W - 1]

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 37 0 FactoryTaIk
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Create a simple HMl project in few steps

1.

Configure connected device

o s
& £
Gt Cowwnimicytion Devoes Tag oorfgurstion CaNETEY
RAEtherMet _IPS@Eionl = oroerooe
il Onine
E- I Controber Tags Faldes
b [ e Malors Hobe Mok (5]
bR e Tt Tarkiinm TankiT
bR e Tai TarkdiT TanddiT
B o TexfaTeg i ERer et 1P Tig Boossan
| H gy Texilrcrm eriTeg A ExhesrHeC P Ting 33
] | I I Pregram:aar | ool TegePregram Fakde
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Create a simple HMl project in few steps

1. Configure connected device ==
Mew conmected device
H RAFferfint [Fhiston | (B8 Eherhet(F Svon)
I syndronized tags

S Mo synchronaed kaga

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 39 6 FactoryTaIk
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Create a simple HMl project in few steps

2. Configure a datalogger

PUBLIC « Copyright ®2024 Rockwell Automation, Inc.
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Let's begin building your user interface

NP

I want to configure
connected devices

A
-’

| want to configure a recipe

@ FactoryTalk
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I want to configure a data
logger

&

| want to manage users and
groups




Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger W

Sedect data logges Selec] database Selecl vanablas Bumrrary

—

Mo data loggers

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 41 e FaCIEOr\;’Talk
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Create a simple HMl project in few steps

2. Configure a datalogger

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Configure data Logger

Sedact data bogger Balect detabase Select varlables

New data logger

MEme

(ataloggen

Properties
Samipling mode
Peripdic
Sanriplineg peeeriod
Ce 00007, 00

Exif

2 @) FactoryTalk

by ROCKWELL AUTOMATION
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger @

Select data lagger Select dotabase Select variables Summary

Available data loggers

hawr riat ans
m =

Datalegger

Froperties
Sampling mads
Panodic
Samplng perod
OO0 G0 . D0

=i [hata lgger Datalogger] successfully created

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 43 @ FactoryTaIk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger ¢

Sedact data bogger Salect databaze Salect variabiles

F T Ty
|_ 4
i e, 2 _.."
(= = - |
% — .-"'.-
Mo databases

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. &4 e FaCIEOr\;’Talk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger €

Sedect data bpger Select databage Helect variables SUrTinary

Naw database

M
Embeddedbatabase
Type

(® Embedded
) OOBG conmecian

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 45 e FaCIEOr\;’Talk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger 2 &

Select data bgger Ealoct databage Ealecf variables Surnidrary
* Inmemory: data are putin RAM, content of
c c - . . EmbeddedDatabasel
the DB is lost if the application is restarted i
Properties
[ remary
False

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 48 e FaCtOryTalk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger ) &

Sadact dala lugge: Eolessl databacs Sedasl vanablag B i ary
Auailable databases
by Th804 Dy | |
Mame

2 EmbeddedDaiobese

Emheddediatabase
Type: Embedaed dafabaze
Properties

I ey

False

7 Datobese EmbeddedDaintas

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 47 @ FactoryTaIk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger & o

Select dala logper Smlect database Selert varinbles Summary

Salect variables
Type i search O o
= & TapkI
v [] s ValvelnStatus
v ] = WalvginZmd
v [_] w valveOinstatus
v [] » ValveOutCmd
¥ E‘ e ey
v [ e SetPoim
- g lank]
v [] m ValvelnSzaiws
¥ |:| wi WalvelnCmd
v |:| ug alveinSTals
¥ [_l wy WalvenCmd

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 48 @ FactoryTaIk
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Create a simple HMl project in few steps

Configure data Logger

2. Configure a datalogger & v o

Salect dala logper Swmlect database Selert varinbles Summary

Data logger
B Datalogger]

Database
& EmbeddedDaiabasel

Logged variables
w2 yadiables configured

= Daialogger Catal egert succesefully canfigured

| Conlnqure &mathat date ioage :m

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 49 e FactoryTaIk
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Create a simple HMl project in few steps

3. Configure
the user interface

Let’s begin building your user interface

N

| want to configure
connected devices

Configure my Ul displays
starting with main window

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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| want to configure a data
logger
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I want to manage users and
groups



Create a simple HMl project in few steps

3. Configure
the user interface

@ Conhgure LI Cuspimios

What screen resalution do yau want for your main windeasd

‘What newigation atyde do you wand?

Howe many parent pages would you like to create?

M 4

Howe many tabrs would you like fo create?

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 51 e FactoryTaIk
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Web IDE using FactoryTalk Hub

 Signinto
FactoryTalk Hub

* Click on the
FactoryTalk Optix tile

» Select which build
to launch on Web IDE
or continue with the
last used version

FoctotyTak Hub
L

- Rockwell
Automation

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Web IDE using FactoryTalk Hub

FactoryTak Hub

 Signinto
FactoryTalk Hub

]

* Click onthe
- .
actoryTalk Optix tile E‘E’j E@
@~ Qe
- Select which build
to launch on Web IDE m— e—
or continue with the Arena éi‘@

last used version

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Web IDE using FactoryTalk Hub

 Signinto
FactoryTalk Hub

* Click on the
FactoryTalk Optix tile

e Select which build
to launch on Web IDE
or continue with the
last used version o

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. B 6 FactoryTaIk
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Web IDE using FactoryTalk Hub

 Signinto
FactoryTalk Hub

dl W= Hl& g0 OO0 OB 4= 1P s
[ ] i =

= 1 HewnliPromn Lat’s begin bullding vour usar interface
* Click on the — F
FactoryTalk Optix tile e -

e Select which build G &%
to launch on Web IDE s g
or continue with the
last used version
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Project compatibility and backup
* Upgrade:

* Projects created with an old version of Studio can be opened with later versions

« Studio automatically updates the project and all its modules to the current version

* Downgrade:

* Projects created with newer versions of Studio cannot be opened with older versions

° Backups: %localappdata%\Rockwell Automation\FactoryTalk Optix\FTOptixStudio\Backups\

» Automatic: contain the last three backups, performed when saving the project
» Upgrade: performed when updating the project to make it compatible with a newer version

» Recovery: performed when a corrupt project is opened, and repair is attempted
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Project structure

» | MyProjeq

 Contents of the project folder e [

- .optix file: information on the project's elements s
3 Cuick acosss

- .optix.design file: information on accessory ;T o
elements only required at design time. i R
| patigneee
» Nodes folder: contains a YAML file for each node s

| BiyFrojectapdiccesgn

that describesits related information model

* ProjectFiles folder: containing all files used in the project,
including images, fonts and documents.

* NetSolution subfolder contains all files used
to create customized C# scripts

 PKl subfolder: Public Key Infrastructure folder,
used to manage security certificates for OPC-UA
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FactoryTalk Optix Entitlements

* | icenses are called «Entitlements»

 Entitlements are assigned to the user that
bought the license by accessing the
«Entitlements» menu of FactoryTalk Hub

 Entitlements have to be assignedto a
FactoryTalk Optix organization
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FactoryTalk Optix Entitlements

* | icenses are called «Entitlements»

 Entitlements are assigned to the user that
bought the license by accessing the
«Entitlements» menu of FactoryTalk Hub

 Entitlements have to be assignedto a
FactoryTalk Optix organization
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FactoryTalk Optix Entitlements

* | icenses are called «Entitlements»

 Entitlements are assigned to the user that
bought the license by accessing the |
«Entitlements» menu of FactoryTalk Hub FacoryTlkOpix S PRO (4 4

Cartasog

Allecate Entitlement

 Entitlements have to be assignedto a
FactoryTalk Optix organization

3 .hlhI:I.lllll'l“.I-lle

& 1aw
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FactoryTalk Optix Studio Entitlements

Pactomy Tolk Nt s

» Users of an organization can self-assign any T e e e
available Studio entitlement from FactoryTalk @) 0ptix | sveone | s | e s |t
Optix web page

' ' Entitlement
- Studio Entitlements can be released once they it

are not needed anymore and used by a different
user in the same organization either from
Fa CtoryTalk Opt|X StUd'O or the Web daStha rd There is an available FactoryTalk Optix Studio Pro entitlement in the current organization that can

be activated.

 Studio Entitlements can only be rehosted by the
user that has is using the license or by an
administrator of the organization

Coopight 2024 Rockwaf Automation ne Legal Nofice Privacy & Coukies Policy @ Mam""

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. B8 6 FactoryTaIk

by ROCKWELL AUTOMATION



FactoryTalk Optix Studio Entitlements

» Users of an organization can self-assign any
available Studio entitlement from FactoryTalk
Optix web page

Entitlements

e Studio Entitlements can be released once they
are not needed anymore and used by a different
user in the same organization either from
FactoryTalk Optix Studio or the web dashboard K igistions . #ia 9 =

« Studio Entitlements can only be rehosted by the i i
user that has is using the license or by an
administrator of the organization

SopAMgne £20724 Rockwed | Automation, Inc Legal Notice Frivacy & Cookss Palcy o m. domotion
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FactoryTalk Optix Studio Entitlements

» Users of an organization can self-assign any
available Studio entitlement from FactoryTalk o -
Optix web page <

e Studio Entitlements can be released once they —
are not needed anymore and used by a different ,
user in the same organization either from Jh"
FactoryTalk Optix Studio or the web dashboard

You are uming Factory Talk Optix Studio Pro

 Studio Entitlements can only be rehosted by the
user that has is using the license or by an
administrator of the organization
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FactoryTalk Optix Runtime Entitlements

 Embedded devices comes with a preinstalled

entitlements(size varies depending on the device)

« «Open» devices(like iPC) should be manually
activated using the License Manager whichis
installed with the Runtime Tools

* Runtime licenses can be upgraded by buying a
bigger size

* Runtime licenses upgrade on Embedded devices (like
OptixPanels) may be limited to specific sizes
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FactoryTalk Optix Entitlements

A dedicated tutorial is available
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Model’s variables

* What are the purposes of these Tags?

* as "internal variables" used only on the HMI project (such as _

parameters or global variables)

Q Search...

* as "bridge” between the Tag connected to the Comm Driver ~ 2% jeyHMIProjects
and the User Interface (such as using same Ul for different PLC » I
vendors) ~ I Model

Var \ariable1
* Under the "Model” node, it's possible var AndlogVariabie1
to define different types of tags: n* Objectt
1 Converters
. . > ! Alarms
 Variable: Standard Tag with desired data type % reo
ecipes

« Analog Variable: Tag with Engineering Unit
(used in combination with Measurement System)

 Object: Structured Tag(a.k.a. User Defined Type)
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Communication drivers
e Used to:

e« communicate witha PLC
exchanging Tag values

Modbus driver

MELSEC FX3U Driver

« import Tags from the PLC application
(if supported by the protocol)

STTCP driver v:
OMRON EtherNet/IP driver

MELSEC Q driver

57 TIA PROFINET driver \/

* To configure the communication,

OMRON Fins Driver

1. Add a Communication Driver object S— Y
that represents the communication
protocol. Some drivers(like Modbus) ..
have a choice between serial and eth. v

RA EtherNet/IP Driver

TwinCAT driver 7/

Micro Controller Driver 7/

2. Addone(or more)Station object
that represents PLC and configure communication parameters
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Communication drivers

« Some drivers also supports runtime import of PLC Tags
» A custom logic must be added to the project (NetLogic examples are available on GitHub)

* Only supported for:
* RA Ethernet/IP

* Twincat _ _
[FTOptix.NetLogic.ExportMethod]
q public static void ImportFromRAEthernetIP()
» Siemens S7 TCP {

Log.Info("RuntimeTagsImport.ImportFromRAEthernetIP", "Starting runtime tags import");
var station = Project.Current.Get<FTOptix.RAEtherNetIP.Station>("CommDrivers/RAEtherNet IPDriverl/RAEtherNet_ IPStationl");

// Call Browse method to retrieve data from PLC
station.Browse(out var plcItems, out var prototypes);

Log.Info("RuntimeTagsImport.ImportFromRAEthernetIP", "Fetched " + plcItems.Length + " tags structures from the PLC");
// Filter tag to import by tag name
var tagInstances = FilterTagsToImport(new List<string>() { "Controller Tags/Tankl/Level", "Controller Tags/Tank2/Level" }, plcItems);

Log.Info("RuntimeTagsImport.ImportFromRAEthernetIP", "Importing " + tagInstances.Length + " tags");
if (tagInstances.Length == @)

{
Log.Warning("RuntimeTagsImport.ImportFromRAEthernetIP", "No tags to import. Returning.");

return;

}

//Filter tag to import by prototypeId
// var tagInstances = GetTagsOfType("MachineParameter", plcItems);

station.Import(tagInstances, prototypes);
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Communication drivers

= orcua

¢ USed tO: W E= Modbus Driver

rNetLogic Copy
« communicate witha PLC b é.SENriw e
exchanging Tag values ES?SM Deete
b W Translations Rename
* import Tags from the PLC application b I Retentiity o Referancas
(if supported by the protocol) .
Model analysis
* To configure the communication,
1. Add a Communication Driver object
that represents the communication
protocol. Some drivers(like Modbus)
have a choice between serial and eth.

2. Addone(or more)Station object
that represents PLC and configure communication parameters
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=1 MELSEC FX 3L Driver

= STTCP driver

E OMROM EtherMet/IP driver
2 MELSEC Q driver

= 57 TIA PROFIMET driver
=1 OMR.ON Fins Driver

B CODESYS Driver

B TwinCAT driver

3 Serial port

2 RA EtherMet/IP Driver

E.I‘ Runtime Netlogic

Fy Design-time Netlogic
fm Folder
B Method invocation

All



Communication drivers

e Used to:
. . = opcua
¢ CommunlCate Wlth a PI_C TF:CummDri'uers
exch anging Tag values B RAEtherNet_IPDriver1 New ) [ RA Etheriet/IP Station
l‘# Metlogic Copy . .
« import Tags from the PLC application b I seaurity e E.Runtmewemc
. 3 Design-time Metl ogic
(if supported by the protocol) ¥5 system elete

b I Translations Rename fm Folder

b W= Retentivity

Show References
= Method invocation

Refactor [t

* To configure the communication,

Copy path to node

1.  Add a Communication Driver object
that represents the communication
protocol. Some drivers(like Modbus)
have a choice between serial and eth.

Model analysis [t

2. Addone(or more)Station object
that represents PLC and configure communication parameters

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. ‘78 6 FactoryTaIk
by ROCKWELL AUTOMATION



Communication drivers
e Used to:

e communicate witha PLC
exchanging Tag values

w = CommDrivers

« import Tags from the PLC application ~ 3 RAEtherNiet_IPDriver1
(if supported by the protocol) El s
-Tags
b [0 Types
. . . @Taglmpcrter
* To configure the communication, ¥ ook

o B o

1.  Add a Communication Driver object
that represents the communication
protocol. Some drivers(like Modbus)
have a choice between serial and eth.

2. Addone(or more)Station object
that represents PLC and configure communication parameters
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Add tags exchanged with plc: tag importer

* Tag Importer
 Offline: from an export file generated by PLC programming software

* Online: reading tags directly from an online PLC (if supported by the comm driver)

<4 - . sl -..I:*' i T " m k—-“q.-. [
1 E i S o [T —— -
- Remlnd! = F TS I e s - -.-_r...,,.
B8 e AR Loy — = s
. T g sietrory L | ) A S il .
* the number of tags exchanged with PLC o baan N T
s [N L b L] I S i
are not counted by the license manager i
AT
.
T )
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Add tags exchanged with plc: tag importer

e Tag Importer

 Offline: from an export file generated by PLC programming software

* Online: reading tags directly from an online PLC (if supported by the comm driver)

RacRind - o
 the number of tags exchanged with PLC g A il SR kot

2 T

L=

are not counted by the license manager b L] O ot soeaopreym

b ] I P o o Doy

FEEEE

F ] I reges cuosiry e

b ] W Frwamw ivealova
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Add tags exchanged with plc: manually

« for Communication Drivers not using symbolic names(i.e. Modbus TCP)
* tags can be created "manually”

* Right-click on the Tags node and select the "New Variable" command
* on the Properties panel, configure the tag

[T o | | e L L
| -

B orcua
w P Cowervers
= & Modhusinver)
= B Modberimdant

bl Ty Has b g Madhes g
e _ Copy l;:;b_sln.:l:.m:l taz
] H"!' Taounly Fate B Fo
5 svmem Shiw R fererces
b 9 TEisios SR, Fumime hetogic
- Coopey path ko node m
b W Rt 1y Decion-tma Mefloor
2 Fmdel anayze [
T veny
M Fokcer

. ¥ 3 r 1
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Tag rename

e Tags can be renamed

» Applies to Model's Tags

» Appliesto Tags exchanged with PLC
created manually and also imported!

* |f the Tagis referenced

by a resource that requires refactoring
(example: a datalogger), a popup

will appear automatically

* |f it has been imported,

the Tag will be marked as "Renamed"”

w 2% NewHMIProjects
» B2 u
« I Model
var AnalogVariablel
¥ obiect1
r.f_ Converters
" Alarms
.|§| Redpes
- P@ Loggers
E Dataloggerl I_E'g
w W2 DataStores

,ﬁ EmbeddedDatabasel
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Tag rename

e Tags can be renamed

» Applies to Model's Tags

» Appliesto Tags exchanged with PLC
created manually and also imported!

* |f the Tagis referenced
by a resource that requires refactoring
(example: a datalogger), a popup
will appear automatically

* |f it has been imported,
the Tag will be marked as "Renamed"”

B E~ Moo 00 DRE 4~ e B

= b HeaHMFyectE
Rename Variabla ! to Vanehle?

Trarn arw srfarences to fernade.

N S iamble L
w o HesAPoledR
W ChiectL
= B gcers
R Converiens
w [ Datalogger L
B e L
w i versbies o kg
&bl Visriabinl
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Hands-on session

* Create some Model tags

e Add the RA Ethernet/IP communication driver

* Import tags from FactoryTalk Logix Echo
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User interface (Ul)
* Default Style Sheet

* makes it possible to globally set some style properties
of all graphical objectsin the project

* Presentation Engine

* Native Presentation Engine it's the object
that create the user interface of the Application

 Web Presentation Engine, it's the object
that create the user interface for Web access

e Main Window

* This object is the root container of graphical objects

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Q Search...

<

+ 5% NewHMIProjects
~ B u
% DefaultStyleSheet

* MativePresentationEngine

# WebPresentationEngine
B MainWindow (type)
- E Soreens
m Screenl (type)

m Screen? (type)
- m Model

Var Yariahl=1
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Default style sheet

* Properties

» Global Style: style properties in common with all objects
(like radius)

« Control Styles: style properties for a specific type of
object (Button, Switch...)

* Multiple style sheets

* into the same project can be defined multiple style sheets
for example, to allow to switch between a light/dark
interface at Runtime

 Template Libraries

« contain some pre-defined and “ready to use” Style sheets
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Default style sheet

* Properties

» Global Style: style properties in common with all objects
(like radius)

« Control Styles: style properties for a specific type of
object (Button, Switch...)

* Multiple style sheets

* into the same project can be defined multiple style sheets
for example, to allow to switch between a light/dark
interface at Runtime

 Template Libraries

» contain some pre-defined and “ready to use” Style sheets
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Native presentation engine

* Properties

* Dynamic Variables polling time: used to refresh Tags used in Presentation Engine.
NOTE: this will also set the polling time used by comm drivers(for active tags)

o Start Window

» Starting User - R Ee +0
Fare  haby sFresentabonEngre
# Typs  Mabye presedaton sngns
) Drpriavic waiables poling time R
. Style Sheet B Defaitstpleshest Tent render fyps
* Habhvefr so=n abon Ergine= Enahla wirbual ko vbaad =
. B webersentatorEngie Logrivrdo
 Enable Virtual Keyboard B0 wariaeciow flyoe) = Star window GD i
= 17 emers Stargng usar G Aranymous
LA saeenl fiime) = Syie Feet 6D Jehukiveer!
L soreman2 fbyes) = Sesmon
= 5 madel
ar Yrable]
Var Ananglarabis]
W chiectl
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Web presentation engine

* Allow publishing the Ul through the integrated Web Server

* Properties:
« Start Window, Starting User, Style Sheet...
* Protocol: http/https

I[P Address: this will be the
|IP address used by Web Server
0.0.0.0 =listen on all addresses

 Port: define the listening port
* Hostname

e Maximum Number
of connections

* Allowed remote sources: external sources
that can be embedded (websites)

@ﬂnﬁx|
N @~ Meea a0 b
+ &

Projan aw 4 > =

m 1
3 ' ..._I .':--'
S e Bt

# Hame  ‘WebPresen izdonEngne

w % HewHMOIFTOjEcH
- iEu
B Defaultstrieshent
B ramesFressnmaerEngne

B victrresertabenenare

D Manvindaw (tme) =
w = soeens
) screent ftypel
[ screenz ftyps)
w I Wodel
Var Vriabiet
var Anaogiariable ]
B objectd
En comerters
B Alame

I
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Main window

 Define the window where all graphical objects are showed
« width/height: defines (manually) the size of the entire User Interface
* Full Screen: set the size of Ul equal to the current screen resolution hiding the title bar

« Always on Top: force the window to be always on top of other applications

« Caption: title of the window

Me @O OO0 DR E Ay b v B

E Prige i E 2 + B
* NOTE: : i — &
- Applicationis a N :
single-window application I R e L i %
W webiFresentationEngine Height il
I e
« Switching between a page ST 5 T s
to another will not close/open _pﬁ'ﬁmw =
a window, but will only ot atanas
change its content (containers) Sl

19 converters
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Screens

e Screens are the pages that are loaded to the running applications

= N B . Screenssizes are stretched to the parent
B - Doo /¥ container (PanelLoader or NavigationPanel)
- P u 1 .
B8, Defaultyiesheet « Background can be customized with StyleSheet
# MativePresentationEngine
# WebPresentationEngine
B0 MainWindow (type) Y
hd .E| Sreens
D Screenl (type) _ = cen
D Screen? (type) :o ' D = L\\"S
b I Model . III:; [E4 Runtime NetLogic
IZ‘ Converters Dilsete Fy Design-time MetLogic
.'% :J:;::S Rename [ Folder
Eﬁ ers Collapse all _ .
: - ;:gzsmres o References B Method invocation
.@ Reports Copy path to node Al '
. E e Model analysis b
Type view l
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Panels

* Panel is a Container that aggregates e create a new Panel:
graphical objects(i.e. widgets) .+ Right-click on the Page
* select New > Containers > Panel
et s L I | b
g i 4= o
S yrer— Qoo ¥ - » Panels are transparent only
= B @
Twmm « Can be used to group elements to trigger specific
..,"“"‘w"’““?m* behaviors on all child components (like visibility,
< i enablement, etc)
- —h
DSHIBIJ'M'PII Edi mil im0 sl
b '-"‘Hnd-el E F B comircls : Eﬁ-l
ik e i Qe
.fﬁhﬂﬂ- et [kain coayings F = Horpmil et
b= lagge Fomrara Or asrce b B vertosd wpout
b B Datnttores kv Datoioncal TEs b O] s v
[ —— Shire Tstances W Hathes recentation srgine [ Pared boader
= mRCHL Vel vezenistion ergne 08 v i penel
m; et : ;mﬁ»m C Drogeaars burion
Capy paih i roda ‘ Ul Segoan EE:!-:! -]
" Modal araiyEs [ o ? = acortm
e F E
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Navigation

* Navigation can take place using two different ways

1. Panel Loader

« Container to display panels or screens

ainwindow & 1O %% 2 § s B v

) . erlUS = 100% = IE _t_ E ﬁ*m "I Mame Panelloader] IE
 "Change panel" method allow Type Panel loader
to load a different panel | e [ [P ¢~ Panellioader
Panel Parell (type)
Panel alias node
2. Navigation Panel Eruer animation
9 . o Exip animatian Mne
» Container that automatically organizes A o — Appearance
Panels into navigable tabs. visible
Enabled Trese
* Just Drag&Drop ;{.w i
Screens into the object N ;
* Tabs can be hidden or disabled + Size and layout
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Navigation

* Navigation can take place using two different ways

1. Panel Loader

« Container to display panels or screens  mypetosearch..

« "Change panel" method allow
to load a different panel

2. Navigation Panel

» B Aliases
» B Panel Loaders
» B Commands
~ 28 MyProject
> b UI
~ 8 MainWindow (type)
~ [@ PanellLoader1

& Change panel

» Container that automatically organizes

Panels into navigable tabs.

 Just Drag&Drop
Screens into the object

 Tabs can be hidden or disabled

o |

Events

~ ¥ MouseClick event
~ Method
~ Input arguments
NewPanel
AliasNode
¥ MouseDown event

¥ MouseUp event

../PanelLoader1/ChangePanel

Panel2 (type)

mt

(]
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Navigation

* Navigation can take place using two different ways

1. Panel Loader

- Container to display panels or SCreens mainwindow o- 3O ®MWay 5|5 (4 . &

* "Change panel”" method allow ST 5= I T )| ol w:m: ::rga{?unﬁanelli -
to load a different panel . ) . " ype Wavigation pa
Pareit Paned Panet3 & ~ MNanfgation panel
-5 Panels *
2. Navigation Panel ) Banel i
¢ Panell ]
]

» Container that automatically organizes b Panel3
Panels into navigable tabs. [ ' " = Appearance

visible Trire
 Just Drag&Drop Enisiied s
Screens into the object Oparity 100
o } Rotati il
 Tabs can be hidden or disabled & 5 i a'm__
Tab position fop
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Responsive design

» This can be achieved by using Z@Sptixﬁ e HE e
the relative positioning of objects or e B ripe imege .
scaling them to be bigger or smaller i

oo m—

1. Alignment *: manage the reference o
+ Left/Right and Top/Bottom - N
° Center b e
» Stretch

2. Margins: manage the distance
from the reference

* Horizontal Layout and Vertical Layout can be used for structured layouts

*Remember: to set Alignment on objects and also on all its containers: Panel, Navigation Panel...

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 98 6 FactoryTaIk
by ROCKWELL AUTOMATION



Responsive design

* This can be achieved by using Z@(D)ptixiz . He -
the relative positioning of objects or ... oaiiiiisd] 1350 s A
scaling them to be bigger or smaller i

e

1. Alignment *: manage the reference o
+ Left/Right and Top/Bottom o "
sceniter b e
» Stretch

2. Margins: manage the distance
from the reference

* Horizontal Layout and Vertical Layout can be used for structured layouts

*Remember: to set Alignment on objects and also on all its containers: Panel, Navigation Panel...
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Responsive design

* This can be achieved by using y——— =
the relative positioning of objects or @) ovtix
scaling them to be bigger or smaller

1. Alignment *: manage the reference
e Left/Right and Top/Bottom

e Center
e Stretch

2. Margins: manage the distance
from the reference

* Horizontal Layout and Vertical Layout can be used for structured layouts

*Remember: to set Alignment on objects and also on all its containers: Panel, Navigation Panel...
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Horizontal Layout

« Automatically lay out content horizontally inside a container

I Screens
I, Model

I* Converters

%, Alarms

¥ Recipes

L Loppers:

% DataStones

I Reporis

I OPC-UA

FE MOTT

1% Commbrivers

= MetLogic
¥ BT Security

I System

b B Tradslaiine

Edit with LI editor
Mew

Cogy

Pasie

Delets

Renama

Cogy path to node
Show References
Show Instances
Relactar

Add custorm behavor

HodeSet

Base controds

Containers ¢ 3 Panal

i eft aligned
prawam g Content alignment Left anigned
Data contrals b E= Hofizonal layeut WF-EIF‘ False
Drawings b | Vertical loyout )
A} Mative presentation engine B Grid Layout Horizontal gap a
¢ Wab prezentation engine  [#] Soale fayout Vertical gap 0
B Style sheet Pane| loader
I Ul Session 10! Mavigation panel
Madel » Lo Dropdown buiton
, E Runitime KesLogic B Seroll view . . . o
(B Gengptimeetlogic. B Accandan e Content alignment: Where to place content inside the

& Method nwocsion container(Left aligned, Center aligned, Right aligned)

* Wrap: Start a new row when content exceeds the
horizontal bounds of the container

e Horizontal gap: How much horizontal space between
content

 Vertical gap: How much vertical space between content
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Horizontal Layout

= H MainWindow (type)

= = HorzontalLayoutl

[ Rectanglel

¥ [ Rectangle2
b [ Rectangle3
b O Rectangled
b [ RectangleS
b [ Rectanglef
b [ Rectangle?
} [ Rectangled
b 3 Rectangle9
b O Rectanglell
b O Rectanglel
b [ Rectangle12
b [ Rectangle13
b [ Rectanglel4
b O Rectanglels
b [ Rectanglelf
b [ Rectanglel?7
¥ [ Rectanglel8
b O Rectangle19
b O Rectangle20

=

o

o B % S0 ¥ &

¢ W1 @ &1

& &

all

& &l

£ 1 T T

— Horizontal Layout
Content alignment
Wrap
Horizontal gap
Vertical gap

— Appearance
Visible
Enabled
Oipacity
Rotation
Move target

= Size and layout
Horlzontal alignment
Vertical allgnment
Left margin
Top margin
Right margin

Bottom margin
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Left aligned
True

50

50

Troe

Trie

100

Mane

Stretch
Stretch
50
50
50
50



Vertical Layout

« Automatically lay out content vertically inside a container

7 Screens

. Model

I} Converters
¥ Alams

by Recipes
T Loggers
F: DataStores
¥ Reports

s OPC-LA
= MOTT

= CommDrivers
B, NatLogie
¥ Security
IS System

Edil with LA edilor
New

Copy

Pasle

Delets

Renarne

Copy palh 1o nosde
Show References

Show Instances

Refactor

Add custom behaviar

NodeSat

# Nalive presentation engine B Grid Layaul

# Web preseniation engine

B2 Style shaet

v I U Session

Madal

o [E Runtime NetLogic
[# Design-time MetLogic

B Method invocation

t 3 Panel
+ [ Screen
b = Harizontal layout Content alignment Top aligned
b verticsl layout Wrap Falze
Scale layoul Hﬂrﬂzﬂﬂtﬂ| gﬂp 1]
& Panel losder Ilp"Erl'lL".ﬂl- gap 0

101 Mavigation panel
i+ C{ Dropdown butlon

Seroll view

E Accordion

e Content alignment: Where to place content inside the
container(Left aligned, Center aligned, Right aligned)

* Wrap: Start a new column when content exceeds the
vertical bounds of the container

e Horizontal gap: How much horizontal space between
content

 Vertical gap: How much vertical space between content
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Vertical Layout

= H MainWindow (type) = — Horizontal Layout
~ ||' VerticalLayout1 : Content alignment Top aligned
¥ [ Rectanglel =
= Wrap True
b [ Rectangle? =
) 3 Rectangle3 B Horizontal gap 50
¢ [ Rectangled = Vertical gap 50
¥ [ Rectangle = Visible True
¥ [ Rectangle? =
= Enabled True

¢ [ Rectangles R
¥ I Rectangled B Opacity o0
¥ 3 Rectanglel0 B Rotation o
b [ Rectanglel1 E . . . Mave target Mane
¢} [ Rectangle12 = — Size and layout
¥ [ Rectangle13 = L ;
) 3 Rectangle14 B Haorizontal alignment Stretch
} [ Rectanglel5 &= Vertical alignment Stretch
b [ Rectanglel6 = . . . Left margin 50
¥ [ Rectanglel? = Top margin 50
b [ Rectanglel8 = ] h

= Fight margin =0
¥ [ Rectangle19 = B - —
¥ [ Rectangle20 i Bottom margin 50
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Grid Layout

« Automatically lay out content based on configured grid pattern

Edit with Ul editor
b

I Soreens
. Model
I Converlers
L Alarms
P Recipes
o Loggers
% DataStores
7 Reports
B CPC-UA
mMOTT
& CommbDrivens
T, Netlogic
. Seaurily
= Systen

Hew

Copy

Paste

Delete

Renamsa

Copy path 1o node
Show References
Show Instances
Refactor

Add custom behawior

NodeSet

Base conftrods
Containers
Contents
Data eontrols

Drawings

X Native presentation engine

£ Web presentation engine

B Style sheat

o B Ul Session

Model

. [B] Runtime MetLogic
B Design-time NetLogle

B Method invacation

b [ Panel
v [ screen
v = Haorizantal layout

v ' Vertical layout

B Grid Layout
Scale layout
[B] Pansl loader

I} Mavigation panel

+ Ly Dropdown bution

m Saralf view
& Accordion

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 105

— Grid Layout
Columns

Rows

Horizontal gap

Vertical gap

Iterns Horizontal Alignment

Items Vertical Alignment

 Vertical gap: Space between rows

Mc2fr3fr
M 2ir3ir
a

a

Stretch

Streich

* Columns: Specify column width in units of static pixels
or relative frame units (1fr = 1unit, 2fr = 2 frame units)

* Rows: Specify column width in units of static pixels or
relative frame units (1fr = 1unit, 2fr = 2 frame units)

* Horizontal gap: Space between columns

* [tems Horizontal Alignment: Column content alignment
* [tems Vertical Alignment: Row content alignment
@ FactoryTalk
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Grid Layout

 Grid Pattern Configuration

i ° —2 » Columns and Rows are arrays of values dictating content
e e s behaviour
e Column and Row array values can be static pixels or
dynamic at runtime using xfr notation
e Column and Row array values are separated by
- I semicolon
Callout Uit Value Description ° Example:
o Plusls 100 Fraad width of L00p
« 3x3grid
e = { 273 ol the remaning space ' '
P — = L o the remaiing epace * Column1=1/6 of Grid Layout Width
* Column2=1/3 of Grid Layout Width _ @id
* Column3=1/2 of Grid Layout Width B {Fr oS
* Row 1=1/6 of Grid Layout Height i HIrofEaf

* Row 2 =1/3 of Grid Layout Height
* Row 3=1/2 of Grid Layout Height
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Grid Layout | -

Name GridLayout1

* Grid Pattern Configuration = Type GridLayout =
— Grid Layout
« Add/ Delete Columns and Rows using the Edit (Pencil) Columns < 1fr2fi3fr
bUttOn Ri Ul » MainWindow » GridLayoutl » Columns
Yalue

0 1fr

q 1 2fr

'_ 2 3fr

|. Cancel | | Openintab |
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Grid Layout

Mame GridLayoutl
Type Grid Layvout

— Grid Layout
Columns 121 31
. Rows 1. 2fr; 31
Horizontal gap S0
~ B MainWindow (type) = Vertical gap 50
B GridLayout? ] lterns Harizontal Alignment Streteh
» R ngIeT B Items Vertical Alignment Stretch
— Appearance

» [ Rectangle2 @ —_— s

» [ Rectangle3 Y Enabled True

» [ Rectangled 3 Opacity 100

» [ Rectangle5 £ Rotation i
Maove target Neone

[ E

[ Rectangle6 Y e e

b [ Rectangle? i Haorizontal alignment Streteh

» [ Rectangle8 = Vertical alignment Stretch

} [ Rectangled = B -
Top margin a0
Right margin 50
Bottom margin 50
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ScalelLayout

* Objects can be adapted to the size
of the container using a ScaleLayout

 Scaling ratio can be set to:

« Fit: original ratio is maintained, empty bars can appear around
the element if the container's ratio is different from the
object’s ratio

» Stretch: objectis stretch to the container size, ratiois ignored,
graphics may get distorted
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Scale Layout

Adjust the Width and Height of the logo Scalo Layeut Width & Height

Fill Mode:

Reclangle Width & Helght

Fit

Adjuast the Widdth and Height of the loga

Seale Layout Width & Helght

Fill Mode: Fit

Rectangis Width & Haight

Fill Mode: Stretch

[250px]

Th Rockwell
Aulomation

[250px]

A Rockwel
Aulemeton

[xdogz]

xdosz

Width Haight
[100px] € 50 |3 bl 250 I
.l EEEEEENg
[ "~
; =() iode] = 2
Fill Mode: Stretch iy’ 2
u -
.. EEEEEEYN
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Scroll View

* Panand Zoom on content

» /Zoom supported with Ctrl+Mouse Scroll or Multi-touch pinch

ED MainWindow (typa)
I Screans

0. Model

! Converlers
K Alarms

I Recipes

Y Loggers

B DataStores
[ Reports

B OPC-UA
o MOTT
CommDirivers
%, Nellogie
% Sacurily

Systemn

Edit with Ul editar
Pl ]
Copy

Paste

Delate

Rengme

Copy path to node
Show References
Show Instances
Refacior U

Add custorm behavior

kodeSet b

Base conlrods
Contalners ]
Contenta '
Data contrals '
Drawings v
B Native presentation engine
£ Weh presentation engine
& Style sheet
B U Session
Mode| t
[ Runtirme NatLogse
[# Design-time NetLogic

= Method invocation

= Panel

L Screen

= Horizontal kayoul
II' vertical layout
B Grid Layout

[#] Scale layout

B Panel loader

IO Navigation panel
Ly Dropdown button
B Seroll view

& Accordion
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Scroll View

* Panand Zoom on content

I Screans
0. Model

I Converlors
K Alarms
i Recipes
T Loggers
B DataStores
" Reports
B OPC-UA
T MOTT
[ CommDrivers
% Netlogie
% Sacurily

T Bystem

B MainWindow (type)

Edit with Ul editar
e

Copy

Paste

Delate

Rengme

Copy path to node
Show References

Show [nstances

Refacior

Add custorm behavior

kodeSet

Base controls

Contalners b 3 Panel
Contents v CJ Screen
Data contrals v = Horizontal layoul
Drawings b I Vertical layout
&% Mative presentation engine 55 Grid Layout
£ Web presentation engine  [#] Scale layout
& Style sheet ] Panel lcader

. B Ul Session

hodel

,  [EF Runtime NetLogse

[# Design-time NetLogic

£ Method invocation

IO Mavigation panel

v Ly Dropdowon button

B Scroll view
& Accordion

— ScrollView
Enables 2aom Falze
Maximum zoom in 100
Mirimum 2oom oul 100
Scroll axes enabled Both

* Enableszoom: Turn on/ off zoom capabilities

e Maximum / Minimum zoom in/ out: Set zoom
boundaries as a percentage

» Scroll axes enabled: Control scroll directions available
(X Axis, Y Axis, Both)
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Scroll View + Horizontal Layout (Wrapped)

= H MainWindow (type)

= [H scrollview?

-

== HorizontalLayout
b [ Rectanglel
b [ Rectangle2
¥ [ Rectangle3
b [ Rectangled
¥ [ Rectangles
b [ Rectangle6
b [ Rectangle?
¥ [ Rectangle8
¥ [ Rectangled
b [ Rectanglell
b [ Rectanglel
¢ [ Rectanglel2
b [ Rectangleld
¥ [ Rectangleid
¥ [ Rectangle1s
b [ Rectanglelt
¥ [ Rectanglel7
¢ [ Rectanglei8
b [ Rectanglel®
b [ Rectangle2d

B

ol 3

&

all

2 & o = g

s1 g 5

s 2 &1

& 3

Marme  SorollFiew]

—  Sepalliss

Type Scroll view

Enables zoom False
Maximum zoom in 100
Minimum zoom out
Scroll axes enabled Both
= fAppearance
Yisible True
Enahled frug
Dpacity 100
Raotation 1]
ScrollBar style [hefault
— Siza and layout

i

Mame HorizontallLayout]

Type Horizontal layout

— Horizontal Layout

Content alignment

Left aligned

E

Horizenlad aligrnment Stretch

Wertical alignment Siretch

Left margin 0
Texp Fargin 0
Right miargin 0
Battom margin 0
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Wrap True
Harizontal gap 50
Vertical gap 50
Appearance
Wisible Trije
Enabled True
Opacity 100
Rotation o
Move target None
Size and layoul
Harizontal alignment Stretch
Vertical alignment Top
Height Auto
Left margin 50
Top margin a0
Right margin 50




Scroll View + Horizontal Layout (Wrapped)

= ] MainWindow (type) =

- E ScrollView]

- == HorizontalLayout1 =
¢ [ Rectanglel i
b 3 Rectangle? =
¥} [ Rectangle3 &
= EEEE
} [ Rectangles ®
b [ Rectangle6 ®
b [ Rectangle? ‘o
¥ [ Rectangle8 =
} [ Rectangled &
¥ O Rectanglel0 e
} [ Rectangle ®
} 3 Rectangle12 =
¢ [ Rectangle13 =
¥ [ Rectangleid =
¥ [ Rectanglel5 =
¥ [ Rectangle16 =
¥ [ Rectanglel7 B
} [ Rectangleig =
¥ 3 Rectangle19 &
b [ Rectangle20 =
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Dropdown button

* Present another container where clicked(i.e. Drop down menus or Faceplate-like functionality)

BN MainiWindow (1ype)

Edit vath LIl editor

F® Screens NP T— A i
Mew ¥ Base conbiols r
I Mol
Conpy Cantainars v [ Panel
I Corveriers
Paste Contents ¥ BJ Screen
i Alammns
: Dalete Data contrals b = Honzontal layout
y Recipes
Rename Drawings k i Vertical layout
b Loggers I
City ih to node Mative pressniation enging Grid Layaut
b DataStores Py Y ] i gine = ¥
% Repors Show References W Web presentation engine  [A Scale leyout
. 5 ghaet Panel loader
by OPC-UA Show Instances B Styla =]
 MATT Refactor v B Ul Session ICH Navigation panel
b Commibdvers Add custom behaviar Moded v Ll Dropdewn bution === L —
L Hﬂl.ﬂﬂl': NodeSat i E Runtime HHLD-g'H: E Serall view
P Security EF Design-time Meilogie [= Accordion
= Bystern B Method invacation
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Dropdown button

* Present another container where clicked(i.e. Drop down menus or Faceplate-like functionality)

TPV LAt e Panel: Panel to load on click
Panel o Faceplate (lvpe)

» Panel alias node: Aliases to pass to Panel

Panel alias node

Direction Vertical e Direction: Vertical or Horizontal
Animaticn None ) . .
o ,  Animation: None, Slide, Fade
Close on click inside False
Close on click outside True * Close onClick inside / outside: Close panel behavior
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Accordion

» Configurable Dropdown button with nesting capabilities

¢ acooechan
Edit with Ll esditor
Exmplie 1 Enairgla 3 Eaainghe 4

Mew b Base canirals b

= EBrrarrapn o Lropmsne ] e nelon 1
Capy Confainers b [ Panal . A : g

ot WD 2 - WO ORI 2

Paste Gontents ¢+ [ Screen PR
Delaie Deta controls b = Horizontal layous AT &
Rername Dremwings Fool' wertical bayout w Apmordon 5
Copy path 10 node # Mative presentation engine B Grid Layoul ¥ Apcoron b
Show References £ Web presentation engine Scale layoutl
Show Instances B Style sheet Panal koader
Refacion o By Ul Sesslon 0l Navigation panel
Aadd custom behevior Muodel b Ly Drapdawn butten

NodeSet ¢ [Bd Runtima Netlogic B Seroll view
E# Desigr-time NetLogic Bl Accordion

B Method Invocation
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Accordion

» Configurable Dropdown button with nesting capabilities

« [F Accordion

- E - Accordipnl A
T Label 5 Labell
- := Content Fa — Accordion
= || VerticalLayout1 Y Expanded False
T Labell Fe
0 LED1 = Button1
[y Button1 Fe
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DialogBox e e JELL [

Search... v
2 0o /&

- B¢ NewHMIProject1

* Popup displays in Optix are called I T

«DialogBOX» B, Def: New ) Base controls G
. - Copy Containers b [ Panel
* DialogBox must be a type Lnati Contents » O screen
. b B0 Mail — .
 DialogBoxes are transparent by - Delete Data controls » & Horzontallayout
Alara L1 SCr€  Rename Drawings b 11 Vertical layout
erau B Tem  Colapse al ¢ Native presentation engine [#] Scale layout
- [ Model  Show References i Web presentation engine  [&] Panel loader
. var Vari c th 1o nod B& Style sheet 101 Navigation panel
 Note: DialogBox does not open a new B Conver M‘ZE”’lpa m‘f’” © | Ursesson O3 Dropdown button >
. . oy . - el analysis ]
window on the device, itis a W Alarms B0 MainWindow B0 Window
container on the highest Z-level of I Recipes ¥ Screens © Dialog box [
the MainWindow ¥ Loggers Model & Scrol view
% Datastores 51 Runtime NetLogic Accordion 3
Vi) Reports [ Design-time NetLogic |
* The «Close» method is exposed by I= OPC-UA - Foder
the DialogBox itself LT
I NetLogic B Method invocation
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DialogBox

* Popup displays in Optix are called
«DialogBox»

» DialogBox must be a type

- T
- DialogBoxes are transparent by N i sail .
default S o T -
I TR s
i ) e
» Note: DialogBox does not open a new FE”TM s grreT— 00 |
window on the device, itis a ",.J' s
container on the highest Z-level of e " oo
the MainWindow ol e
T e s
i - e — ]

* The «Close» method is exposed by
the DialogBox itself
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DialogBox

* Popup displays in Optix are called
«DialogBox»

» DialogBox must be a type

- DialogBoxes are transparent by s s

default ~ ¥ MouseClick event + i
- Method /Root/Objects/Commands/UlICommands/OpenDialog & |
I

« Input arguments

* Note: DialogBox does not open a new Dialog @ DialogBox1 (type)
window on the device, itis a AllasNode
container on the highest Z-level of et +
¥ MouseUp event +|

the MainWindow

* The «Close» method is exposed by
the DialogBox itself
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DialogBox

* Popup displays in Optix are called
«DialogBox»

» DialogBox must be a type SIS onu  mwe  [ B +1
(= - % KT B
° - 31 kewtdE nncfﬂﬁ!‘tﬁ q Type. Buston Iﬁl
 DialogBoxes are transparent by 2yt i
default i e i
b ERETR S (14 = i Tt Fer
™. Soweem ! Teat ooy L1
* Note: DialogBox does not opena new == e 00000
window on the device, itis a i 2o
container on the highest Z-level of = - raborendl
the MainWindow o v - g o
I I
k& = = '
* The «Close» method is exposed by B el

the DialogBox itself
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Move Target

* Elements can be moved on the screen with the MoveTarget

property
 Self -> Dragging the object will move the object itself (and its children)

« Parent -> When selecting any of the parent objects, dragqging the
control will move the whole parent and all children (e.g: dragging the
title bar moves the whole DialogBox)
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MoveTarget: parent
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Hands-on session

* Create a simple HMI with two or three screens and a Navigation Panel

* Add a web presentation engine
and connect to the emulator using a browser

* Try to make the graphics responsive
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Dynamic links

* Dynamic Link is a connection between two nodes

* Property connected to a Variable
absolute link ="Variablel"

* Property connected to a Property of the same object

relative link ="../Enabled" o
Y, huue
* Property connected to a Property of another object = M

relative link ="../../Switch1/Checked"

e Can be created in different ways

« Manual selection using the dynamic link window

* Dragging the variable on a property

» Dragging the variable on the graphical object
in this case, Studio sets the dynamic link
on the most suitable property, based on heuristics.
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Dynamic links

* Dynamic Link is a connection between two nodes

* Property connected to a Variable
absolute link ="Variablel"

* Property connected to a Property of the same object

relative link ="../Enabled" o
Y, huue
* Property connected to a Property of another object = M

relative link ="../../Switch1/Checked"

e Can be created in different ways

« Manual selection using the dynamic link window

* Dragging the variable on a property

» Dragging the variable on the graphical object
in this case, Studio sets the dynamic link
on the most suitable property, based on heuristics.
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Dynamic links

* Dynamic Link is a connection between two nodes

* Property connected to a Variable
absolute link ="Variablel"

* Property connected to a Property of the same object

relative link ="../Enabled" o
Y, huue
* Property connected to a Property of another object = M

relative link ="../../Switch1/Checked"

e Can be created in different ways

« Manual selection using the dynamic link window

* Dragging the variable on a property

» Dragging the variable on the graphical object
in this case, Studio sets the dynamic link
on the most suitable property, based on heuristics.
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Dynamic links

* Dynamic Link is a connection between two nodes

* Property connected to a Variable T ~ A
absolute link ="Variable?" AT =

* Property connected to a Property of the same object S— g -
relative link ="../Enabled" e

* Property connected to a Property of another object e -
relative link ="../../Switch1/Checked" nimied o

* Can be created in different ways e .
« Manual selection using the dynamic link window :T.:m .
» Dragging the variable on a property ;:h:-: .

» Dragging the variable on the graphical object
in this case, Studio sets the dynamic link
on the most suitable property, based on heuristics.
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Dynamic links

* Dynamic Link is a connection between two nodes

* Property connected to a Variable
absolute link ="Variablel"

* Property connected to a Property of the same object
relative link ="../Enabled"

* Property connected to a Property of another object
relative link ="../../Switch1/Checked"

* Can be created in different ways
« Manual selection using the dynamic link window
* Dragging the variable on a property

» Dragging the variable on the graphical object
in this case, Studio sets the dynamic link
on the most suitable property, based on heuristics.
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Dynamic links indicators

* Dynamic links can be
« Valid: solid blue indicator, target variable is reachable

* Unknown: blue exclamation mark, the target variable is not
reachable at DesignTime (an Alias for example) but can be good at
Runtime

* Unresolved: the target variable does not exist, DynamicLink is most
likely broken
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Advanced dynamic links: indexing

« Variables can be indexed by using {0} placeholder

-, - Mame SpinBox1
/N e 308 ow “r | o
Type Spin box
— SpinBox
Minimum value Naf zaf
Maximum value Naf zaf
Increment I
o | O Input format el
0 < ##H#E 0 O Editable True
2 4 7 Show buttons True
I ! - Appearance
< 0 > Visible True
Enabled True
Dpacity 100

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 132 6 FactoryTaIk

by ROCKWELL AUTOMATION



Advanced dynamic links: indexing

« Variables can be indexed by using {0} placeholder

Mame SpinBox1

wy OO0 0O o 4) T

Type Spin box

— SpinBox
Value €1 .. /MewHMIProjectModel fVariable{0}
Minimum walue Nof set
Maximum value Nof set
Increment
O O 0 Input format g
0 < ###HE > O Editable True
o c i Show buttons True
— Appearance
4 0 d Visible True
Enabled True
Opadty i
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Advanced dynamic links: indexing

« Variables can be indexed by using {0} placeholder

Yok e 4

e | UL = Mamidindow & SpinBoel & Wakes

Fomatisd dran e ek #

{0} Cmamic lnk ﬂ
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Advanced dynamic links: indexing

« Variables can be indexed by using {0} placeholder

H R

= ey pmumy Low
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Advanced dynamic links: converters

« By[Advanced...]button on Dynamic Link window, . |
the value of a Property can be set through a Converter e i s+ s
» Engineering Unit converter: it's a linear conversion defined by . o o

Raw range (PLC)and Scaled range (HMI)

rrrrrrr

Linear converter: it's a linear conversion defined by equation Sl
y=mx+q

%
Key-Value converter :converts the value of the source variable
according to a table of key-value pairs.

*Key-Value converter table can be exported

String formatter: modify the format of a Numeric, Date/Time, String, SQOL Query to csv file and imported back, using a
Template Library script

Expression evaluator: performs arithmetic calculations with one or more input values

Conditional converter: writes two different values according to a boolean Condition DynamicLink
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Advanced dynamic links: converters e

Ve

« By [Advanced...]button on Dynamic Link window, _
the value of a Property can be set through a Converter e

=]

Engineering Unit converter: it's a linear conversion defined by
Raw range (PLC)and Scaled range (HMI)

Linear converter: it's a linear conversion defined by equation
y=mx+q

Sowrca Dymarsc bk 4

%
Key-Value converter :converts the value of the source variable
according to a table of key-value pairs.

*Key-Value converter table can be exported

String formatter: modify the format of a Numeric, Date/Time, String, SQOL Query to csv file and imported back, using a
Template Library script

Expression evaluator: performs arithmetic calculations with one or more input values

Conditional converter: writes two different values according to a boolean Condition DynamicLink
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Advanced dynamic links: reusable converters

 Converters can be reused

« Using copy/paste e

— SpinBox

1. Copy the converter from the property e
With "COmp/eX DynamiC Link" Minimum value

Maximum value

2. Pastetoanotherproperty

Increment

Triraat Frrrmat

* Creating a Converter asa Type
1. Create aConverterinto Converters node

Not sef

Not sef

Copy

Remave link

=

2. The Converter will be automatically listed on the Advanced Dynamic Link configuration
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Advanced dynamic links: reusable converters

e Converters can be reused
Properties E T
Mame SpinBox3
® USlng COPYIpaste i Type Spin box E
1.  Copy the converter from the property : i”"”ﬁ""‘
with "Complex Dynamic Link" o Eii:nd g
2. Pastetoanotherproperty =
Font family g Cepy
. Font size 1 : I-ii
* Creating a Converter asa Type Etweight. Aermar

1. Create aConverterinto Converters node
2. The Converter will be automatically listed on the Advanced Dynamic Link configuration
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Advanced dynamic links: reusable converters

 Converters can be reused

|
B
|
4

 Using copy/paste e
1.  Copy the converter from the property e '.I .,‘:.:
with "Complex Dynamic Link" I [ e ]
2. Pastetoanother property o

* Creating a Converter asa Type
1. Create aConverterinto Converters node
2. The Converter will be automatically listed on the Advanced Dynamic Link configuration
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Advanced dynamic links: reusable converters

 Converters can be reused

- Using copy/paste e -

1.  Copy the converter from the property t;,;::::h.,.:;,-
with "Complex Dynamic Link"

2. Pastetoanotherproperty

* Creating a Converter asa Type B
1. Create aConverterinto Converters node
2. The Converter will be automatically listed on the Advanced Dynamic Link configuration
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Show reference

- .;1. Model

var Yariable1

var Yariable2

var Yariable3

Copy

* Answer the question:

"who refers to this object ?"

Paste
' ot e Can be used mainly for Tags,
W5 Redoes but also, for other objects like
Y EE Loagers Show References
b I Datastores et  Datastore,
.E] Reports .
= orcua Copy path to node S SCI’IptS,
b F: CommDrivers Model analysis °
.E Metl ogic
b 'E',. Security
r@ System

b F Translations
b W= Retentivity
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Show reference

* Answer the question:

St Mt "who refers to this object ?"

P
= I padd
var Yariablel

VI rinhie] References of Vanabie? X

b e e Can be used mainly for Tags,

B s = B WP
7 Aeopes = % Laggun

b e - Bl but also, for other objects like

¥ 2 Cointhoes ~ [l Vrisbies iniag
ey et » Datastore,
b I Cormbrmers .
R » Scripts,
b B secaiy
e °
¥ B i
b BT Aptenieity
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Hands-on session

* Define an "indexed dynamic link"
to show the value of Variablel, Variable2, Variable3
using a SpinBox

* Use a Key-Value converter to change the background color of a rectangle
based on the value of a variable

* Use a Key-Value converter to change the string of a label

based on the value of a variable O

e Usea lLinear convert to show a scaled value
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Object-oriented programming (OOP) paradigm
* Elements of OOP:

» Class: as a core element, it's a collection of methods and variables
and generally, it isregarded as a type for instance.

» Object: as a basic element, it is regarded as an instance of a class Object
Class(Type) (Instance)

Motor Motor #1
» Capabilities of OOP: = J
* Encapsulation, Abstraction, Inheritance, Polymorphism —
Methods
* Object-Oriented Programming in Optix means Speed — Start
Acceleration Stop

* Native Types already seen > ‘j“_—

* Custom Types I
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Custom types: reusable tags

* Object-Oriented Programming paradigm can be applied to Model Tags
* "MyMotor(type)”=Class =Type
* “"MyMotorT’, “"MyMotor2” = Instances

Eﬂﬂ' 00 hm@ 4" Emulatorvb

o Comhe L [
2

Q Search... b Mame MyCustomObject (type)
ae Do/ ¥ R

 am MNewHMIProject Type Object
P U Variable 1 Int32 0
~ I Model Variable2 Int32 0
B MyCustomObject (type) Variable3 Int32 ]

B MyCustomObject1

B MyCustomObject?
t@ Converters
.‘. Alarms
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Custom types: reusable tags

* Object-Oriented Programming paradigm can be applied to Model Tags
* "MyMotor(type)”=Class =Type
* “"MyMotorT’, “"MyMotor2” = Instances

E[IH' o 0. Dm Ay v Ernulatorv’

Properti ¥
TP L =

q Search... b Mame MyCustomObjectl
Do/ ¥ W

- :: MewHMIProject Type MyCustomObject

p U Variable 1 o
- ._,1 Model Variable2 a
B MyCustomObiject (type) Variable3 i

! MyCustomObject1

B MyCustomObject?
I-z‘ Converters
.‘ Alarms
[

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 148 6 FactoryTaIk
by ROCKWELL AUTOMATION



Custom types: reusable tags example

: - &% Ua.ra
Q Search... w - -
oo/,

* Example: a Structured Tag .

into Model folder >
B

Mew b Object
IE! Conve a 2

-‘ Alarm: Copy var Variable

 Created as a brand new object Wireo P var Arclog variabe
Eﬁ Logge Delete var Node pointer
that becomes a new type

._-! Datas Rename

E|I; Runtime MNetlogic
.E Repor Show References

Hr Design-time MetLogic

= orc4
I ] F— Comm Copy path to node . Folder
* How to make your object a Type: e ,
b BT security B5 Method invocation
r@ System Al )

» Option 1: Drag&Drop into Types View panel

b F Translations

b r__: Retentivity Import from ModeSet

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Nam Display name
‘ Description
Typ we Variable
w Analog variable
w Node pointer
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 153

Properties A
Nam Display name
‘ T Description
P Variable
Speed. | Analog variable

w Node pointer
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Custom types: reusable tags example

* Example: a Structured Tag Properties
into Model folder gy oo Moerr
Type Object
Speed UInti16

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example |

* Example: a Structured Tag b

= I peda

into Model folder ] —

W asiea
I Ao
fpm Ligmers
7 Dwtestonss

* Created as a brand new object L

that becomes a new type E;T;

¥ P Trormistion

b 2 petentuty

* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder W, st HJoo, #

v B e

T

 Created as a brand new object § 0

that becomes a new type e L

IS Detxcores Farama
A e . * T aftaform HELarde o
* How to make your object a Type: Bt oo = >
B seasy Pandal anelpos "
» Option 1: Drag&Drop into Types View panel : :;;T

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

WL Search..

w B® NewHMIProject

- Py I u
* Created as a brand new object =

that becomes a new type W custonype (pe)

E Converters
ﬁ Alzrms

trj Redpes

* How to make your object a Type: ¥2 Loggers

h DataStores
= _

» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

 Created as a brand new object
that becomes a new type
* How to make your object a Type:

» Option 1: Drag&Drop into Types View panel

» Option 2: in "Advanced Mode",

Progect niew

CL S=arch.

- == MewHHIFroject
P B

|~ W

W MyCusteerType {bype)

EA comerters
hf Alsrrs
% redpes
E"‘: Lopg==
W= metastores
K7, reparts
T

b P CommDrkens
t' Hetingic

b B ety
I system

b I Trardsbors

b BT aetentity

Right click > Refactor > Transform instance to type
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Custom types: reusable tags example

e Example: a Structured Tag
into Model folder

b
+ B¢ NewHMIProject

* Created as a brand new object ' U
that becomes a new type ~ IR vode

& MyCustomType (type)
& MyCustom1

t@ Converters

.. Alarms

* How to make your object a Type: R
» Option 1: Drag&Drop into Types View panel

* Option 2: in "Advanced Mode",
Right click > Refactor > Transform instance to type
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Hands-on session

e Create a Motor Type variable into the Model folder with these elements

» Power (Float)
» Speed(Int16)

» Create J instances of the Motor Type
* Motor1, Motor2, Motor3...
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color

~ 11 MyProject
~ & LI
B DefaultStyleSheet

8 NatlvePresentatiocnEngine

» B MainWindow (type) =
=
b B Panels Copy
= Model Paste
Dalate
I Converters s i

W Alarms Show References
¢ I Recipes Copy peth 5 Hiode
| Loggers

b I CFataStores
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Properties B 2 o+
{5
Name Pane Display name B
T B Description .
& Pane
ik « Variable
— Appearance . Aralig vaiable
Enanien 4 Alias
O pacity Number animation
Rotation Sequential animation

: 45 Paralial arumation
Hit test visible i
— Size and layour

Horizontal alignment Left

Vertical alignment Top

Width 200
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Properties H 2 o+ u
Name Panell (type] =
Type Panel R
Background Color 00000000 @ :
— Appearance
Visible Trie
Enabled T
Opacity 100
Rotarion fl
Hit test visible False

= %ize and layout

Horizontal alignment Left
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color

~ 11 MyProject
~ I L]
B DefaultStyleSheet
8 NatlvePresentatiocnEngine

» B MainWindow (type) =

= In Templates

O Panell (type) Edit with UI editor
¢k In Panels Naw
W Model oy

. Paste
[

onverters Pt
I Alarms P——
¢ I Recipes Show References

W Loggers showr Instances

Base contrals
Containers
Contents
Data controls
Drawings
Templates
Parais

- - - - -

O Rectangie By
» EBipss
k| Image

£ Mative presentation engine B Advanced SVG Image

& Web presantation engine
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics

 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color
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= it MyProject

~ I Ul

B DefauliStyleSheet

& MativePresentationEngine
b & MainWindow (type) @
= Im Templates

= [ Panel_with_BG (type) =

O Background_rect

b I Panels
= Model

B Converters
B Alarms

+ I Recipes
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

Properties Mo o+ |
i
MName Background_rect =
* Reusable Type Rectangle R
Gl‘aphICS can be = Appearance
» Widgets o True
) Enabled Trie
. DlalogS O pacity 100
* Panels Retation
Border color soo0000 |
* Example: a customized Fil color f.fBackgrous
. Border thickness 1
Panel with a rectangle o
used to set the Hit test visible

background color
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Custom types: reusable graphics with a "local variable™

* Object-Oriented Programming paradigm can be also applied to Graphics
 "Panel_with_BG (type)” = Class = Type

 “Panell” = Instance

e Reusable
Graphics can be
* Widgets
 Dialogs

* Panels

* Example: a customized
Panel with a rectangle
used to set the
background color

r = MainWindow (type)

¢ s Templates

=

= |
i Model Copy Containers
Paste Contents
B Converters
Dielate Data controls
Bk Rename Drawings
* = Recipes Show References Templates + [3 Panel_with_BG s
s Loggers Copy peth to node Panels

I DataStores
i Reports
= OPC-UA

-

i CommbDrivers

i NetLogic
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

b &8 MainWindow (type) I
b B Screens
| wwidse T S -
} W Dialog Copy Containers ¢+ O Parel s
b i Model Paste Contarts b 7 Herizontal layout

Dalats Data controls v @ Vertical layout

I Converters
Renamea Drawings b Fanel loadar

| Alarms Show References Screens b Navigation panel
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

» B MainWindow (type) i
b b Screens

* Im Widger

O Panell (type]

¢ I Dialog Naw '] Besecontrok » ¥ Label [,
P Copy Containers v B Text box
= Reports Copy path to node £ Webh prassntation engine = Linear gauge
b OPC-UA Add custorm behavier 2% Style sheet @ Circular gauge
v I CommbDrivers B UT Session & Date and time
B2 MainWindow @ Duration
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

r B MainWindow (type) =
r be Screens
+ I Widger a8
o=
¢ I Dialog Maw ' Base controls » T Lzbel
Vo AR Copy Containers b @A Text box
W Reports Copy peth to node % Web presentation engine  # Linear gauge
b EPLA Add custom behavier % Styla cheet ® Circular gauge |
P I CommDrivers B UI Session & Date and time
2 MainWindow it Duration
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

r B MainWindow (type) =

¢ Is Screens

+ I Widger n

=

b I Dialog Naw ¥ Base controls k| T Label
e Copy Containers v B Text box

& Reports Copy path to node £ Web prasentation engine % Linear gauge |,
b OPC-UA Add custarm belavier ¥ Style sheet @ Circular gauge
¢ I CommDrivers & UI Session 2 Date and tima

& Main¥Window i Duration
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

» = MainWindow (type) = |
b ba Screens HEfgg
» I Widget w - &0
~ 3 Panell (type) =
T Label =
@ CircularGauge i
® LinearGauge! =
¢ bs Dialog o 100

b Modal
I Converters

 Alarms
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

¢ == MainWindow (type) [ L)
¥ s Screens SRR
= I Widget i 0

-~ O MyMotorWidget {type] &

T Label ]
@ CircularGauge! EY
= LinearGauge 3
¥ e Dialog o 100
¢ I Model

I Converters

 Alarms
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

+ = MainWindow (type) =
¥ Im Screens
= I Widget

-~ O MyMotorWidget {type] &

T Label ]
@ CircularGauge! EY
= LinearGauge 3
¥ e Dialog
¢ I Model

I Converters

 Alarms

PUBLIC -

o o
FRH
50
w0 e
0 > ", 70
0 ~
o
10
0 100
0 25 50 75
o o
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Properties

Name MyMotorWidg

Type Panel
— Appearance
Visible
Enabled
Opacity
Rotation
Hit test visible
— Size and layout
Horizontal alignment

Vertical alignment

Events

174 @ FactoryTalk
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o

Display name
Description

var Variable

var Analog variable

Tt var Node pointer
T8 Alias
10 Number animation

0  Sequential animation

Parallel animation

Left
Top



Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the motor

+ = MainWindow (type) &
F 8 Screens
= I Widget

~ O MyMotorWidget {type)

g &

T Labell

30

@ CircularGauge!

&

20 <

&

= LinearGauge =

+ W Dialog =
b I Modal

 Converters o | z!s

 Alarms

0

e, W

100

75 100
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Properties H v

Name MyMotorWidget (type)

Type Panel l__¢|
~ MotorAlias Nodeld
Kind MyMotor (type) )
— Appearance

Visible True

Enabled True

Opacity 100

Rotation 0

Hit test visible False
Events +

@ FactoryTalk
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the motor

¢ == MainWindow (type)

¥ Im Screens

= I Widget

~ O MyMotorWidget {type)

T Label
@ CircularGauge!
= LinearGauge

¥ e Dialog

¢ I Modal
I Converters

 Alarms

L™
]
Y

Ea

PUBLIC -

HHHHH
50
ul 40 O &0 u]
0 & LT
20 ~ 80
m] m]
0 90
0 100
0 u] u]
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Properties H Az + B
Name IndicatoreCircolarel

Type Circular gauge

— Value
Value 0
Minimum value 0
Maximum value 100

Value change behavior ...ue change on edit finished

— Gauge
Start angle -135
End angle 135
Editable True
Events +

@ FactoryTalk
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the

¢ == MainWindow (type) [
¥ I SCreens
= I Widget
~ O MyMotorWidget {type)
T Labell

g &

@ CircularGauge!

&

= LinearGauge

&

¥ e Dialog
b Modal
I Converters

 Alarms

PUBLIC -

motor

[m]

O

20 ~
m]

10 -

o]
m}

HtH

50
[m]

Properties H Az + B

IiEI¢

Name IndicatoreCircolarel

Type Circular gauge

o
— Value
w “Type to search... 0\‘
~ B Aliases

» [4 {Session}
» 4 {Window}
~ [4 {MotorAlias} (MyProject/Ul/Widget/MyMotorWidget/)
~ & MyMotor
var Acceleration

» b Types

Attribute «| [ cancel ' Advanced...
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the motor

¢ == MainWindow (type)

¥ Im Screens

= I Widget

~ O MyMotorWidget {type)

T Label
@ CircularGauge!
= LinearGauge

¥ e Dialog

¢ I Modal
I Converters

 Alarms

L
]
Y
Y

PUBLIC

H#HHAHH
50
O 40 ] &0 u]
0 70
0 - - &
O u]
10 - =90
0 100
O o u]
0 25 50 75 100

- Copyright ©®2024 Rockwell Automation, Inc. 178

Properties H Az + n
Name IndicatoreCircolarel

Type Circular gauge

— Value
Value {MotorAlias}/Speed @
Minimum value 0
Maximum value 100

Value change behavior ...ue change on edit finished

— Gauge
Start angle -135
End angle 135
Editable True
Events +

@ FactoryTalk
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the motor

¢ == MainWindow (type)

¥ Im Screens

= I Widget

~ O MyMotorWidget {type)

T Label
@ CircularGauge!
= LinearGauge

¥ e Dialog

¢ I Modal
I Converters

 Alarms

L
]
Y
Y

PUBLIC

H#HHAHH
50
0 e
0 70
0 - - &
10 - =90
0 100
O | a
o . |
o o |
0 25 50 75 100
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Properties H Az + n

Name Indicatorelinearel

= !

Type Linear gauge

— Value

Value {MotorAlias}/Acceleration @
Minimum value 0

Maximum value 100

Value change behavior ...ue change on edit finished

— Gauge
Orientation Horizontal
Editable True
Major tick count 5
Events +

@ FactoryTalk
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Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values

of different instances of the motor

(]
HHHAH HHERHH
50 50
I 60 40 |
o 70 0
20 < - &0 0 -
1 1
10 - ) 10 -
o 100 0
[i] 25 50 7 100 Q 25 50
S o B
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i 70

Properties
"

Name MyMotorWidget1

Type MyMotorWidget

MotorAlias
- 80
— Appearance
~ 90 Visible
1it0 Enabled
Opacity
?'5 e Rotation
Hit test visible

— Size and layout

@ FactoryTalk

Motor1

True
True
100
0

False

+

()



Custom types: reusable graphics with an alias

* Example: a motor widget that shows the values
of different instances of the motor

Properties H Z + 7§
Y : by

i
Name MyMotorWidget2
HHtH#H i =
- % Type MyMotorWidget
o ), 60 o 0, ®
o 7 30 70
& e MotorAlias Motor2 ®
20 < - a0 20 - = g0
) > = ol — Appearance
o ) 10 - ~ %0 Visible True
0 100 0 100 Enabled True
Opacity 100
0 25 50 'J':S 100 0 25 50 ?’.5 100 Rotation 0
$ O o

Hit test visible False

— Size and layout
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Custom types: show instances

* Answer the question: "where are the instances of this type?"

 Can be usedto find instances of
« Widgets, ~ I Widget I

O MyMoterWidget (type)

e Panels, Edit with UT aditor
r In Dialog Maw b
» Tags(Structure) ' hral el Copy
° "tyDEd" Alarm I Converters Fescs
Delate
o I Alarms
e Rename
W Recipes Show References
B Loggers Show Instances |
TF-'PE Wi H.E'Fﬂl:tﬂ'r '
Al Copy path to node
Add custom behavior
Liser Model Security
interface
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Custom types: show instances

* Answer the question: "where are the instances of this type?"

e Can be used to find instances of

° Widgetsl ~ I Widget
e Panels O MyMotorWidget (type) & & References of MyMotorWidget X
' » I Dialog
~ a8 Alias_e_Dialo
« Tags(Structure) N ase. g
° "typed" Alarm = Converters - B Screens
o I Alarms ~ O Screent
I Recipes 3@ MyMotorWidget2
W Loggers O MyMotorWidget1
~ I Dialog
Type view ~ & Dialog_Widget
& MyMotorWidget
All
0 ,
User Model Security
interface
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Hands-on session

» Create a widget called MotorWidget asa Type
with an Alias to be used with the Motor variables

* Add 3 instances of the MotorWidget into a new Panel

» Specify, at design time, the alias on each MotorWidget instance
associating to each Motor variable
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Reusable graphics: set aliases using indexing

* Alias variables can be indexed like simple variables
* Allow to easily change the alias of a widget

Froperties H g %+ W
Mame  Motorwidgetd
Type MyhlotorWidge
Motorslias
— Appearance
Visible Triig
Enabled Triie
Dpacity
Retation 0
Hit tastvisible

— Size and layout
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Reusable graphics: set aliases using indexing

* Alias variables can be indexed like simple variables
* Allow to easily change the alias of a widget

Froperties E g o+ W
Mame Moborwidgetl
Type:: MybotorWidge
Motordlias .. Model {Momor{o)
— Appearance
Visible
Enabled Mrure
Opacity
Rotation
HIt testwisible

— 5ize and layout

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 186 e FaCtOryTalk
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Reusable graphics: set aliases using indexing

* Alias variables can be indexed like simple variables
* Allow to easily change the alias of a widget

Properties

# + ¥ N : ¥
= » MainWindow * MotorWidget1 » MotorAlias X
Mame Motorwidger]

T':.I'I:IE' bkt _i_l_'

MotorAlias

Motoralias ./ ModelfMotor{d}

Formatted dynamic link
— Appearance

Visible Trise -« Made|/Mator{0} i

Enabled

Opacity 100 {0k DynamicLink

Rotation i - ainBox WMalu =
Hit test visible

— 5lze and layout
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Hands-on session

» Add just only one instance of the MotorWidget into a new Panel

» add also a Switch object in the Panel

 use the "indexing" method to define the Alias on the MotorWidget instance,
associating the index to the Switch value
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Reusable graphics: set aliases at runtime

 For Dialog and Panels,

the Alias at Runtime can be set on:

* Open Dialog command
e Change Panel command
* Navigation Panel properties

» Panel Loader properties

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 189

Events

¥ MouseClick event
~ ¥ MouseDown event
~ Method
~ Input arguments
Dialog
AliasNode

¥ MouseUp event

@ FactoryTalk

...JUICommands/OpenDialog

Dialog_with_Alias (type)

Motor1



Reusable graphics: set aliases at runtime

 For Dialog and Panels,

the Alias at Runtime can be set on:

* Open Dialog command
e Change Panel command
* Navigation Panel properties

» Panel Loader properties

PUBLIC » Copyright ®2024 Rockwell Automation, Inc. 190

Events

~ ¥ MouseClick event
~ Method
~ Input arguments
NewPanel
AliasNode
¥ MouseDown event

¥ MouseUp event

@ FactoryTalk

...[PanelLoader/ChangePanel

Screen1 (type)

Motor1

=

=



Reusable graphics: set aliases at runtime

 For Dialog and Panels,

the Alias at Runtime can be set on:

* Open Dialog command
e Change Panel command
* Navigation Panel properties

» Panel Loader properties

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Properties H z o+

Name MyNavigationPanel
Type Navigation panel

— Navigation panel

~ & Panels
~ Panel1
Title
Image path Browse
Panel Screen? (type)

Panel alias node Motor1
» Panel2

» Panel3
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Reusable graphics: set aliases at runtime

 For Dialog and Panels,

the Alias at Runtime can be set on: Properties

* Open Dialog command
e Change Panel command
* Navigation Panel properties

» Panel Loader properties

o

— Panel loader
Panel
Panel alias node
Enter animation
Exit animation
— Appearance
Visible
Enabled
Opacity

Rotation

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 192 e FaCtOryTalk
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HA:Z + &
G

Name PanelLoader

Type Panel loader

Screenl (type) @
Motor1 ®
None

None

True
True

100



Hands-on session

« Add 3 Dropdown buttons (it's under the "container” group) into a new Panel

* Configure each button, with the following properties:

* Panel = MotorWidget type
* Panel alias node = the Alias of a Motor variable

* NOTE: you "probably” need to add a background
to the MotorWidget type O
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Multiple aliases

e [f multiple aliases are used in
atype, t.he Aliases editor et L
panel will come out when EEEE o [ - B:wa

. . . T e Qoo ¥ = m;-:-“m.u.m'mmw R
configuring the Alias Node = R I
o T I S i
property of a container v 5 —
R g a i | N
loader o
"'r - K | :Ej::‘:“ -:
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Multiple aliases

e [f multiple aliases are used in
a type, the Aliases editor

B -
1 Propatdise § ®

panel will come out when s

= B RlrwH biiropr

configuring the Alias Node

B Culesiathat
B rin P e e
- [ P (T

property of a container
loader

I i
- [ Tuspdaba

b [0 tscboris mePure pit gt Hypal
B R
EF Convminm

M siem

W Racygat

[ - Lo

B QweoSbrns
N Bapeitn

| = aRTTY

P e [vnes

TwiE ritw
A
W
Lism Pl LEVERT ) Dabiblai
intnfaca
e i+ | i =
Frmm e,
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Template Library

i b [ GrescEimnnnls
. . . . r nuﬂ'
« Defaultlibraries cannot be modified Get started with =g ueiwiniaing
read-onl e
( Y) = afp e
» User can create unlimited libraries M| .-
Each library can have multiple subfolders _, BN
B o | R
Libraries can contain any kind of element e e
« Librariesare shared across projects
« Libraries canbe versioned with GIT
e Customlibraries are savedinthe
Documents folder
C:\Users\User\Documents\Rockwell

Automation\FactoryTalk Optix\Libraries '

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 197

@ FactoryTalk

by ROCKWELL AUTOMATION

FactoryTalk Optix contains a good EM
number of default libraries *i Q s
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Template Library

* New library: create a new local library e T
« Any new library can be versioned bi using the dedicated buttons ':-"l"'" +h'w.hr"’n‘?*
¥ GraghicElemanis i t}
* New remote library: pulls an existing library from a ::ﬂm e |
. v ! mry
remote GIT provider .
o o I SecondFakder
* New folder: create a subfolder in the selected library e
B Stlebhents
B vegets
» Version control history works for Template Library too 2 = e
(see the Version Control chapter) M e ‘ s \
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Template Library

Libera e x

Cirag mn phypsct oo paur ravses oeonbe m bbrarg

 Libraries are only compatible with the same version Of = & s s ve rrion o ey gt
Optix that was used to create them

» Libraries can be upgraded to a newer version if needed

 Libraries cannot be downgraded

Libraries o ox
(W8 B9 T TP YO TV O T BRI __-E

A Some bbessregure s nevr sron of Faclony kil Gpin Shudm

]
B Libmresoas Ied i prorvic oy versorn mend be cpgraded bl ors we Ltm
L= 4 |

o s Library B whavailabls
X This Bbea) raquines g resyer semon of Facion Tk Qphis Stadkg
L By G
B s
B sdethos
[ mrparnls H = E

Librery is umavailable
Urpracie ltrary [0 BRI vERi OB OSE CDMQN T
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-
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Template Library

« Add an element to the library: drag
and drop the element from the project
to the Template Library

« Additional dependencies or types are imported
automatically

* Each element can have a description

* Import an element from the library:
drag and drop the element from the
library to the project

« Additional dependencies or types are imported
automatically

* Resolving conflicts: when importing or
exporting any element, if the same type
already exist, conflict resolution is
prompt to the user
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Template Library

« Add an element to the library: drag , ki
and drop the element from the project S stias st mod ==

. e e v
to the Template Library T S P
0 Additiongl dependencies or types are imported e A R T R T e
automatically BT i
T Weda I P
+ Each element can have a description i |
I fsocm IR risd ey
 Import an element from the library: i L1
drag and drop the element from the s Mt
library to the project :if.',ﬂ..c., e

P Ry

« Additional dependencies or types are imported P g CRCRE - |
automatically TR E‘
- Resolving conflicts: when importing or “
exporting any element, if the same type
already exist, conflict resolution is S
prompt to the user e ’ .
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Template Library

« Add an element to the library: drag
and drop the element from the project
to the Template Library

« Additional dependencies or types are imported
automatically

* Each element can have a description

* Import an element from the library:
drag and drop the element from the
library to the project

« Additional dependencies or types are imported
automatically

* Resolving conflicts: when importing or
exporting any element, if the same type
already exist, conflict resolution is
prompt to the user
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Ul Objects Protection

« Ul Types can be protected to avoid accidental changes
* Does not encrypt the content of the YAML file or prevents element manipulation from YAML source file
» Does not encrypt the NetLogic in the Ul Object (if any)
» Used to avoid unauthorized changes of the children elements of an Ul Type (e.g: sharing the object with colleagues)

* Only works on Ul Types
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Animations

* Using Dynamic Links some basic animations Properties B + 0
. ° ° ° ° Dli-ph narme
can be defined as just linking a Variable to a property i il e 2

Type Rectangle

o o] ege . o« o war i bl.
« Visibility, Enabling, Resizing, Change color... vana
y g g g — Appearance we finalog variable
Visible = Node pointer
Enabled [ Alias
Qpacity Mumber animation
[ 1] ° (1] ° °
* For "eye-catching” Animations: & o Sequertial akirmation
. . . . . T Paralbel animation
 Number animation: single animation SRR —
_ ) ) _ _ _ Fill coler #235d9f =
e Sequential animation: container of animations ,
. Border thickness 1
executed in sequence
Corner radius 0
 Parallel animation: container of animations Hit tast visihle False
executed in parallel (at the same time) i
« Animation of Behavior: allow to animate a property linked to a Variable Horizontal alignment  Lefi
Vertical alignment Top
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Animations

- - - - . . Properties = AZ o+ W
* Using Dynamic Links some basic animations A ——

can be defined as just linking a Variable toa property U .. c.conge o
« Visibility, Enabling, Resizing, Change color... -

~ Rotate (Number)

From 0
To 360
" ° 1] ° ° . D i 2
* For "eye-catching” Animations: HEten i
Interpolation Linear
* Number animation: single animation i Target & . Boitior@iioadid
e Sequential animation: container of animations Running ® ...[Switch1/Checked
executed in sequence Loops 1
» Parallel animation: container of animations . AREShrace
executed in parallel (at the same time) Visible True
. . . . ) . Enabled True
« Animation of Behavior: allow to animate a property linked to a Variable iy .
paci
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Animations

* Using Dynamic Links some basic animations
can be defined as just linking a Variable to a property

« Visibility, Enabling, Resizing, Change color...

 For "eye-catching" Animations:

 Number animation: single animation

e Sequential animation: container of animations

executed in sequence

* Parallel animation: container of animations

executed in parallel (at the same time)

» Animation of Behavior: allow to animate a property linked to a Variable

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 208

@ FactoryTalk

Properties

Name Rectangle2

Type Rectangle

~ Fade (Sequential)
Running
Loops
b FadeOut (Mumber)
¥ Fadeln (Number)
— Appearance
Visible
Enabled
Opacity
Rotation
Border color

Fill color

S . fSwitch2/Checked

-1

True

True

100

0

#000000 ]
#235d0f =]



Animations

* Using Dynamic Links some basic animations
can be defined as just linking a Variable to a property

« Visibility, Enabling, Resizing, Change color...

 For "eye-catching" Animations:
 Number animation: single animation

e Sequential animation: container of animations
executed in sequence

* Parallel animation: container of animations
executed in parallel (at the same time)

» Animation of Behavior: allow to animate a property linked to a Variable
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Name Rectangled
Type Rectangle
~ Resize (Sequential)
Running
Loops
= Increase (Parallel)
Running
Loops
v Width (Number)
» Height (Number)
~ Decrease (Parallel)
Running
Loops
v Width (Number)
¢ Height (Number)

@ _.fSwitch4/Checked

1

True

True



Animations

* Using Dynamic Links some basic animations

can be defined as just linking a Variable to a property

« Visibility, Enabling, Resizing, Change color...

 For "eye-catching" Animations:
 Number animation: single animation

e Sequential animation: container of animations
executed in sequence

* Parallel animation: container of animations
executed in parallel (at the same time)

» Animation of Behavior: allow to animate a property linked to a Variable
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Properties

Name Rectangle5
Type Rectangle
— Appearance
Visible
Enabled
Opacity
~ Rotation @
~ AnimationOfBehavior
Duration
Interpolation
Border color
Fill color
Border thickness
Corner radius

Hit test visible

True
True
100

Angle

1000
Linear
#000000 i
#235d9f (]
1

0

False



Things to remember

* Animations are just an “overlay” added
before rendering to the variable

&

 The “real” value of the variable is left
untouched

O

LED left margin: 100
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Hands-on session

» Add a Panel Loader object and add one or more buttons
that call the method "Change Panel" to change the panel loaded

 Create a button object that calls the method "Open Dialog"
to open a Dialog Box

e Define a Transitioned Event that executes a method
like "Variable commands > Set Variable Value"
or "Core commands > Close"
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Commands, methods and events

e Commands/Methods can be executed on Events
triggered by objects

* Event Types:

« Native Event (Event View): like "MouseClick",
"MouseDown", "MouseUP" of a button

» Changed Event, Transitioned Event,
Range Transitioned Event (Property Panel): custom event

* Method Types:

» Global Methods or Commands: like "Change User",
or "Open Dialog"...

* Local Methods exposed by objects: like "Log" of Datalogger,
or "Refresh” of Datalogger viewer...
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Commands, methods and events

e Commands/Methods can be executed on Events
triggered by objects

e Event TypeS: Properties = a o+
- Native Event (Event View): like "MouseClick" -
"MouseDown", "MouseUP" of a button Hpe Yorgowe
Variable1 int3z
- New b Display name
« Changed Event, Transitioned Event, Delate Description
Range Transitioned Event (Property Panel): custom event Copy r Varlable
Show References w Analog variable
Comy path to noda = Node pointer
 Method Types: AuditSigning Signature
» Global Methods or Commands: like "Change User", z::;?mmn
or "Open Dialog"...
¥ Changed event
¥ Transitioned evant
* Local Methods exposed by objects: like "Log" of Datalogger, % Range transitioned event

or "Refresh” of Datalogger viewer...
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Commands, methods and events

e Commands/Methods can be executed on Events
triggered by objects

e Event TypeS: Properties = & + 8
» Native Event (Event View): like "MouseClick", S R s =
"MouseDown", "MouseUP" of a button HEE Text o8
— Appearance

Visikile Trug

« Changed Event, Transitioned Event, © Materialize with defaule

Range Transitioned Event (Property Panel): custom event

¥ Changed event
Huwﬂqw ittt - ¥ Transitioned event
e Method Ty pes: Border color #000000 B

= Size and layout

* Global Methods or Commands: like "Change User”, Horizontal alignment Left

or “Open Dialog"... Vertical alignment  Top
Width 110
 Local Methods exposed by objects: like "Log" of Datalogger, Height Auto

or "Refresh” of Datalogger viewer...
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Hands-on session

 Create a button object that calls the method "Open Dialog"
to open a Dialog Box

e Define a Transitioned Event that executes a method
like "Variable commands > Set Variable Value"
or "Core commands > Close”

e Define an event to display a ScreenSaver Screen after Idle Timeout

* HINT: add the UlSession object and assign Session in Presentation properties

e Unzip Image file ra_logo.svg or use any image </>

® (C:\Program Files\Rockwell Automation\FactoryTalk Optix\Studio\Help\en\downloads

J
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DataStores

o A DataStore is a database connection

* Types of DataStores

« EmbeddedDatabase: Records values of one or more variables at the same time
« ODBC database: SQL based ODBC connection (SQL Server, MySOL or any derivative)
« Remote InfluxDB Database: Remote PC Timeseries database connection (self-hosted)

» Local InfluxDB Connection: Local PC Timeseries database connection(similar to an EmbeddedDatabase)

~ 2 Loggers

1040
B8 DatalLogger1 = }
m New } 2 Embedded database

2 Embe

- Copy £ 0ODBC database
T Reports

i Rep Paste % Remote InfluxDB database
= OPC-UA
s Delete % Local InfluxDB database
= CommDr
_ Rename x4 Runtime NetLogic

r# NETLDQIC allamemn Al — “
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Working with Databases

Objects that can exchange data
with a datastore:

*Data grid, List box, Combo box and Trend objects

query a table to display data at runtime

*Data logger and Event logger objects
store data in a table

*Recipe object

stores data in a table and execute a query to display data at runtime
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Working with databases Design-Time

« Emulator will create a copy of the project at runtime
» C:\Users\<USER>\AppData\Local\Rockwell Automation\FactoryTalk Optix\Emulator\Projects

At Runtime the Embedded database is Locked. PKI 11/14/2024 1:37 PM File folder
e Path: \ApplicationFiles\<DB Name>.sqlite |[) 56dib3d98fa3e3addiacleldc260688d6,sqlite  11/14/2024 1:39 PM SOLITE File 8 KB
[4] AlarmsRetentivityStorage 11/14/2024 1:48 PM Data Base File 92 KB
e Canbe manipulated with SO Lite editors like || DB_Examplesqlite 11/14/2024 1:43 PM SQLITE File 3 KB
SOLite Browsers, Dbeaver and more. [3] SecurityRetentivityStorage 11/14/2024 1:48 PM Data Base File 02 KB

Name GenericTableExporter

~o Type NetlLogic -
CSVPath AbsoluteResourceUri ..ktop\Recipe_Export.CSV EBrowse
« Tables can be exported to CSV via script reldbelimiter e
» Table Nodeld ¢ Mike_Recipe
Query string & Complex Dynamic Link
WrapFields Boolean False
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Data Grid, List Box and Combo Box

Data Grid is a tabular view of data at Runtime
Connect to Database, Folder of objects, structure, Enumeration

* Model - DataStore or Folder or object
» |tem kind(optional)- Design time

.aa MName dg_Brands structure
e y .
Brands Type batagr  Query - SQLite syntax
n] T Brands : — Data grid
~ Model @ BikeStores * Autorefreshtime - how often datais
: Fiaro Item kind @ DB_Brands queried - can be triggered on demand
2 Fibites Kind
4 Pure Cycles
L I Mode class Any
L Strider Query SELECT * FROM brands 5 ITE LEEELIS
Auto refresh time 0000:00:30.000 [0z LiE
brand_id nt3z 0
brand_name String 0
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Data Grid - Columns

+ & Columns

w DataGridColumni

e« Text-{ltem}/ColumnName

B ran d S w Data item template
D 4 Brands B Text ¢ {ltem}/brand_id  Forembedded Database
Text color #000000 «  Browse into Aliases - {ltem}/
= e [ D « Setltem kind to Datastore - Tables - columns
2 e Width Auto
4 Fure Cycles -
5 S Visible True
p St Header alignment Left aligned ’ For ODBC Database
Content alignment Left « Browseinto Aliases - {Iltem}/
Order by & {item}/brand_id « Typeincolumnname or create a model object for
structure
|~ I Allases e Title-Column label
b [ {Session}
b [ {Window} * Query-S0QLite syntax
« [/ {ltem} (DB_BikeStores/Ul/Screens/Select_Bik . .
~ W DB_Brands * Orderby - At least one column in DataGrid

needs to be set

var brand_name
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Database Queries

* Query-SQLite syntax supports a « Whenusing the String formatter use placeholders
subset of statements such as: « {0:sqgl_identifier} To define a column name for example
e SELECT « {l:sql_literal} To define a number for example
« DELETE
Query
« UPDATE
- CREATE and DROP +. S stingfomatier o
« JOIN p—— - ST ——
SELECT * FROM products WHERE {0:sql_identifier} = {1:sql_literal}
L Many maore... & .. products WHERE {0:sqlidentifier} = {1:sqlliteral}
. {0} Dynamic link to 2]

+ & | sglidentifier_Column

. {1} Dynamic link o 2

+ & sglliteral_Selecteditem
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Database Queries

1.

2.

3.

There are 3 ways to Interact with a database

Loggers

. Data Logger or Event Logger can be set to “None” for OnDemand Writes or Periodic or OnChange

SOL Methods

. Use String Formatter to build query
Scripts

See FeaturesDemo2 for examples

» B Insertvalues
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~ 2 DataStores
- 2 EmbeddedDatabase

Events

~ ¥ MouseClick event

b B Tables w Method
& Add column ~ Input arguments
B Add table Query
B5 Backup
B Insert
& Query ~ ¥ MouseClick event

B Remove column - Method

B Remove table w Input arguments
B Rename column
B Rename table

B5 Restore

Value String

Arraylndex

@ FactoryTalk

by ROCKWELL AUTOMATION

VariableToModify & _../.././

..ataStores/EmbeddedDatabase/Query

DELETE FROM DataLogger

+

..ommands/VariableCommands/Set [

/DataGridQuery/Query@Nodeld

SELECT * FROM DatalLogger

0

a + +



Combo box and

Name ComboBox1

Type Combo box

— ComboBox

» Model (o]
Query
Mode
Display value path (4b)

Selected value path BaseDataType (0
b Selected item

Selected value BaseDataType &

Allow deselection

Heller n I

Electra
Haro
potr |
Pure Cycles
Ritchey
Strider
Sun Bicycles

Surlv

List box

BikeStores

SELECT * FROM brands
Normal
{Item}/brand_name

{Item}/brand_id

brand_id

False

The most flexible of objects

Similar to DataGrid but has additional functions

Model - Datastore or Folder or Object

Query - SQLite elect statement, use string formatter for
advanced select

Mode - Combo box - Normal, Search or Editable
Display Value Path - values to display
Selected Value Path - values to select

Selected [tem - Nodeld of selected (nodeld is the
unique ID reference)

Selected Value - value of selected
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Oueries limitations

» Support only for Standard SQL 2003 syntax

* No support for specific dialects like SQOL Server, MySQL or Flux

* List of supported clauses:

* SQL queries

* Influx database limitations
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https://www.rockwellautomation.com/en-us/docs/factorytalk-optix/1-5-0/contents-ditamap/creating-projects/database/sql-query.html
https://www.rockwellautomation.com/en-us/docs/factorytalk-optix/1-5-0/contents-ditamap/creating-projects/database/sql-query.html
https://www.rockwellautomation.com/en-us/docs/factorytalk-optix/1-5-0/contents-ditamap/creating-projects/database/create-an-influx-database/influx-database-limitations.html
https://www.rockwellautomation.com/en-us/docs/factorytalk-optix/1-5-0/contents-ditamap/creating-projects/database/create-an-influx-database/influx-database-limitations.html

Hands-on session

* Create a project with an EmbeddedDatabase and log some data
* Configure a DataGrid to show data from a DataBase

* Configure Combo box to filter by values

* Backup and Restore Embedded Database content
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Loggers

» Aloggeris an object that records data and stores them in a database

* Types of logger
- Data logger: Records values of one or more variables at the same time

* Event logger: Records the properties of one or more events

la Recipes
& Loggers
RN v 2 Embedded dotabese
= Reports Copy 2 0DBC database
Paste , _
W OPC-UA | a¢ Runtime MetlLogic
Delete
¢ I CommbDriver! o Design-time Netlagic
Famame
S et e Show Refarences = Folder
kB Securit ;
Iy Copy path to noda B Method imvecaton

¥ W Translations Al
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Loggers

» Aloggeris an object that records data and stores them in a database

* Types of logger
- Data logger: Records values of one or more variables at the same time

* Event logger: Records the properties of one or more events

I Recipes I
| Wlogges e  WOmaloger |
= I DataStores Copy R Event logger
2 EmbeddedDatabaset  Paste v Runtima Natlogic
B Reports Dulat =4 Diasign-tirma MNatlogic
Rename
e OPC-LA  Folder

Show Raferences

]
b CommbDrivars i b o s & Mathod i 6

¢ I MetlLogic Al
kB Security
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Data logger

» At every sampling event the Datalogger create

Loggers ' DataLogger1 c anew record into a table with the following structure:
= 52 My Projec
» i Madel hh:mm:ss value value value
:'flﬂm"’m hh:mm:ss value value value
e - Select Variables to record
VI8 Dt * Model tags, CommDrivers Tag, Objects properties...
B Repors
= CHPC-LIA
- I CommDrivers » Configure Datalogger properties

7 Medhusbrver « Sampling Mode: Periodic/Change in Value
= @ Modbusitation?
T « Sampling Period: dd:hh:mm:ss.fff
b [ =~ MedbusTag!
B H'"‘ ModbusTags
v B = ModbusTags o Store: DataStore used to save historical data

W Types

« Table name (optional)
I Netlogic
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Data logger

» At every sampling event the Datalogger create

Properties B +o a new record into a table with the following structure:
Mame Dataloggeri
E |_='::.: Date/Time | Variable1 Variable 2 _ Variable N
Type Datalogger
Sameling mode o hh:mm:ss value value value
sampling periad 0000001000 hh:mm:ss value value value

Y s o s » Select Variables to record

Log tmestamp.... Folse . . .
Log local time s » Model tags, CommDrivers Tag, Objects properties...
Table name
- & Yariables toion 4 » Configure Datalogger properties
ModbusTag? - Tags{ModbusTag? « Sampling Mode: Periodic/Change in Value
Mesntane Sttt « - Sampling Period: dd:hh:mm:ss.fff
MeodbusTag3 w) TagsMeodbusTagd ¢ .
i o « Table name (optional)

e Store: DataStore used to save historical data
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Data logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid
2. Drag&Drop the Datalogger to the Data grid object

» The object can be customized =
through Properties pane TR New
° Ouery B Converters :'::
e Alarms
e Columns format * Cetete
i Reclpes Rename
= Sorting b W Loggers Show References
b e DataStores Shaw Instamees
b Reports Refacior
e Export L Copy path ta node

. v I CommDrivers
» Datalogger can be exported using Add custom behavior

the script "Data Logger exporter” b Herlogic I
available into Template Library. This script can be associated with a button event
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§ Web presentation engine & Pie chart
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W UT Session
= ManWindow



Data logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid
2. Drag&Drop the Datalogger to the Data grid object

* The object can be customized ) “;‘:E's o )
i = reent (type -
through Properties pane - :

: Ouery b m Bodel

B Conwerters
* Columns format

b Alarms
« Sorting = Recipes
- B Loggers
B Datalogger]

= EXpOI’t b I DacsStores

» Data logger can be exported using
the script "Data Logger exporter” -
available into Template Library. This script can be associated with a button event
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Data logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid
2. Drag&Drop the Datalogger to the Data grid object

= I Pancls

* The object can be customized

i = O3 Screent (oype)
through Properties pane

¥ DaraGrdi
° Ouery b Model
B Cormseriers
* Columns format "
= Alarms
hd Sortlng I Recipes
= B Loggers

m rLl [aL lZ'}i:'r_:_:lflr 1

° Export ¢ I DataStores

» Data logger can be exported using
the script "Data Logger exporter”

available into Template Library. This script can be associated with a button event
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Hands-on session

 Define a new Datalogger with a periodic sampling of 5 seconds

* Configure a Grid to show the datalogger table stored on the database
e Add a button to manually trigger a new record

» Add a button to refresh the grid

* Add a switch to start/stop the sampling O
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Event logger

« At every event the Event Logger creates

st EHe anew record into the table with structure defined into
Mame E'.renthqger‘é Fﬁ "Event fie|dS tO |Ogu
Type Event logoer
Enabled True
P Client Source Oid New
- Time
aE UserID Node Value Value
- ] tﬂﬁflgurﬂtlﬂlﬁﬁ %
- EventConfiguration i hh:mm:ss Guest Variablel
Event source Tag ™ hh:mm:ss Admin Variable2 2 8
Listar subiressa LFLE
Event type AuditriceUpdaceEventTyms:

» Configure the Source and Event to log

Mon-interacthve 5., Eolke

+

& Event fields tolog

» Select Event fields to log

Database

* Define the Datastore
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Event logger

Loggers - EventLogger

- ¥ BasebventType

E = SourceMode
B - Time
= ¥ AuditEventType
[] = ActionTimeStamp
[ = ClientauditEntryld
¥ - ClientUserid
[ ] = Serverld
[] = Status
- ¥ AuditUpdateEventType
= ¥ AuditWriteUpdateEventTypse
[C] = Artributeld
[] = IndexRange
= MewValue
B = oldvalue

» At every event the Event Logger creates
& anew record into the table with structure defined into
"Event fields to log"

Time Client Source (0] ] New
UserID Node Value Value

hh:mm:ss Guest Variablel
hh:mm:ss Admin Variable2 2 8

» Configure the Source and Event to log
» Select Event fields to log
 Define the Datastore
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Event logger

« At every event the Event Logger creates

iniibie He a new record into the table with structure defined into
E Mame EwventLoggerd lizlﬁ "Event fle|dS tO |Ogu
Type Ewent logoer
Enabled TFLIE
g Client Source Old New
: Time
aE UserID Node Value Value
" Ve tﬂﬁflgur-ﬁtlﬂﬂf- +
= EventConfiguration1 i hh:mm:ss Guest Variablel
» Event source Tag @ hh:mm:ss Admin Variable2 2 8
Listern subires L FLIE
Event type AuditiricsUndaceEventTyns

» Configure the Source and Event to log

Mom-interactive 5., Solse

+

= & Event fields tolog

» Select Event fields to log
Time r=Ti TEventhrgumerntss Timi

Cliantlsarld Sisthg f fEventhrguments Cllenillae ® Deflne the DataStOl’e
SourceMode  Sving .J.EventArguments/SourceMode@BrowseMName &2

CHdValue [RlEF: FEwEr LA L T

Mewalue fme32 L Eventargu

Database
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Event logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid

2. Drag&Drop the Event Logger to the Data grid object

* The object can be customized
through Properties pane

* Query
e Columns format

e Sorting

= I Panels

Edit with UT editor

b Model
b Converters
& Alarms
i Reclpes
b B Loggers
b B DataStores
b Reports
I OPC-LIA
b I CommDrivers

F B Metlogic
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Event logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid
2. Drag&Drop the Event Logger to the Data grid object

* The object can be customized - = Panels
. - 3 Screent (type) it
through Properties pane I :
* Query ' = Model

b Converters

 Columns format

= Alarms

e Sorting = Recipes

v W DatsStores
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Event logger "viewer"

1. Adda"Data grid" object by New > Data controls > Data grid
2. Drag&Drop the Event Logger to the Data grid object

* The object can be customized e
. - [ Screend (type) s
through Properties pane ¢ DataGridt .
. Ouery b Modal

b Converters

 Columns format

= Alarms

e Sorting = Recipes
- W Loggers

v W DatsStores
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Hands-on session

* Configure an Event Logger to trace changes made to variables
» Add a Grid to show the Event Logger table

 Add a button to refresh the Grid
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Real-time Trends

* Trend widget is available
under the "Data Controls” group

* Real-time Trend = data showed
in the Trend window, will be purged on the exit

e To configure a Trend as a Real-time one,
just link a Pen with a Variable

01 40

| =204

04 -0

* Optionally, a Y-Axis for each Pen can be configured
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M iSin W iCos M iRamp

100 -
0 .
-50 /
-100 - : ] .
15:29:00 15:29:10 15:29:20
Properties H g+ B
Mame Trendl
=
Type Trend
= = Peng 4
= |Zan =i =
Thickness b
= WAxE
Aol Scakng Falga
Interactive True
kdinimaum valee 100
bl anirrum value i
Ciolor 000011 [
Enabled True



Historical Trends

e Historical Trends =when the Trend window is loaded,

a query is executed to retrieve historical data

e To configure a Trend as an Historical one:
» a Datal.oggeris needed to save historical data

* Pens should be associated to
Datal.ogger > Variables to Log > {name} > Last Value
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OPC-UA Client: basic configuration

I» DataStores

I Reports
New » & OPC UA server
» W CommbDrivers Copy 8 OPC UA client N
} I Netlogic Paste =# Runtime NetLogic
Delete )

= T

 Fvents: If notinterested toread OPC-UA Server Events,
set to None

« Synchronize Node IDs on start: In case node id of
OPC-UA Server changes

« Server Endpoint URL: URL of OPC-UA Server to connect to

Froperties B +

Marrre  QPCLAC et

#

= Cllent

Type OPC UA client

Evenls Al
synchronize the Mode [Ds onstart Folse

— Server Connection

server endpaoint LIRL opcigmdfocahos:59 100
Nerify server [dentity Triss
Requested publizhing intarval D000 00, D00

& Runtime configurations
— Security

* Requested publishing interval: defines the rate that the OPC-UA Server returns
data change notifications to the OPC UA client
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OPC-UA Client: tag importer

 Like any other Tag Importer

I Reports
c c ~ Im OPC-UA
 Allow to import/synchronize tags .
# OPCUAClient1 New I ga OPC UA tag importer
exposed by an OPC-UA Server : N
» B CommbDrivers Copy e# Runtime NetLogic
» B Netlogic Page a# Design-time NetLogic
Delete
OPC-UA » OPCUACHent1 » OPCUATagImporter  Tvpe toseanh Q e~ 11 C
BLL IresT HIKEL Them CataType Stans
[ ] * Demes Mew
] * DeviceSer Mew
[ » DeviceTopelogy Mew
L] MetworkSet Mew
peie | ignore | (NN
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Hands-on session
e Launch the OPC UA Server(UaAnsiCServer)

* Add the OPC UA Client node to the project and configure the server endpoint
* Openthe OPC UA tag importer and import the folder "Demo > BoilerDemo”

e Into the Ul:
e attach the variable "FillLevel" to a Text box
e attach the variable "Temperature”to a Text box

» add a button that calls the method "Fill"
setting the argument "SetPoint" as variable

* add a button that calls the method "Heat"
setting the argument "SetPoint" as variable
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OPC-UA Client: security configuration

» Verify serveridentity

if True, accept only CA-issued certificates p—
if False, accept Self-signed certificates e Tl
* Minimum message security mode o
Security Profile: none, Sign, Sign+Encrypt v -
* Minimum security policy — Client
Events Al
* Cllent Certlflcate Flle S.yn-:hrnmze the Nodde [Ds onvslart  Folse
"der" file storedin "..\ProjectFiles\PKI\Own\Client" — Server Connection
. . . server endpoint URL epcfep/focalhest: 59100
* Client Private key file Jerify server identit
".pem" f||e Stored |n ! ...\Pr‘ojectFiLes \PKI\Own\CL‘i.ent" Requested publishing interval (T TEER IR E R
& Runtime configurations
: . . — Security
* Runtime, will NOT automatically generate Nl mmessage semdtemode . Aiome
a self-signed certificate for the Client Minimum security policy
so it's necessary to create one manually SRR SRcL e
Client private key file
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OPC-UA Client: connection using certificates

e Connectionto a 3rd part OPC-UA Server

— Server Connection
Server endpoint URL opc.lop/ASPCES . asem intra: 48020
1.  Configure OPC-UA Client Settings: Vit serierideitiy.  Falee
. Requested publishing in.. COGO00:00.000
« Server endpoint URL FAEREE PR L
&= Runtime configurations +
*Set "Verify server identity" to False —Secunty

Minimum message secl... Signature and cryptography

if OPC-UA Server uses a self-signed certificate Mifimum seaurity policy. Basic2565Ha256

Client certificate file ~Own\Chent\unigohmi_cert.der Growse

» Set Security Profile and Security Policy

Client private key file OwrmClienDunigohml_cert.pem  Srows

*Import self-signed Client Certificate file

= fm OPC-LIA

and Client Private Key file

. =5 T * @ QPC UA tag importer
I Commibnwers cbw n=n .
B MNelLogie Pacta L ;as:ftn:‘wﬁﬂ::.wlr
2. Importtags adding the object b Users Delete R
. [CP— & Method invocation
OPC UA tag importer Type view Show Referances
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OPC-UA Client: connection using certificates

» OPC-UA Client sends his certificate to the Server,
but in this case, the Server automatically set the certificate into the Rejected folder so
"BadSecurityChecksFailed' is triggered

Code limestamp 1+ Category ¥ Object Message

@ 43 2021-11-29 08:54:31.967 TaskConsumer Exception caught: Connection failed with error BadSecurityChecksFailed
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OPC-UA Client: connection using certificates

* In this case,

2 UakreC Server

we need to go to the
OPC-UA Server and
manually move

the Client certificate
from Rejected

to Trusted folder

 After this operation,
the Client will be able to
connect to Server to Browse
tag for import and
exchange data.

C—~ ~F .
PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 258 @ f’z_j;.,;;._i,}r'[,-’Tﬁik
1y ROCKWELL AUTOMATION



by ROCKWELL AUTOMATION

@ FactoryTalk

® " o
tpeoe® R
e ® »
'.... c-.ep
. ® . "
.... Jloco .
e .«
.. II'
. * a ® e
oo ** ~ o O
. ®
e ® ® .-._-uoo
‘I
e+ * PRI N X}
-
. =
-o;-avl'l..
L

l:aoa'.....‘

L]

»

O‘PC-—UA Server

L]

Xpose data

dsS

@ FactoryTalk

259

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

by ROCKWELL AUTOMATION



OPC-UA Server: basic configuration
Endpoint URL

» protocol, IP/hostname, port used by Server

Nodes to publish
* by default, the entire project will be published

Sampling Interval

» Defines a“best effort” cyclic rate that the Server
uses to sample the item from its source.
i.e. the Communication Driver tag polling rate

Multiple connections

» Allow multiple OPC-UA Clients to connect
then OPC-UA Server cost 2 tokens instead of 1

» Security settings
e See: Appendix: See the light about OPC-UA Security

e See: Appendix: Using OPC-UA certificates
e See: Appendix: Generating OPC-UA certificates
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» DataStores

I Reports
| morcur TR RO

B CommDrivers Copy £ OPC UA dlient

& Netlogic Paste »# Runtime NetLogic
Properties n Wk

Mame OPCUASerar]
Type OPC LIA Server
= SEPET
Endpoint LIRL oo trosdorolhos S8 A0
& Modes to publish
tampling interval OOOCHO0- O 100
Multiple connectian Fialse
= SECLTITY
Minimum message securty mode  Mone
Minimum secwrity policy fane
Server certificate file

server privane key file
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OPC-UA Server: Nodes to publish

» Specific users can be limited to specific nodes of the

Mami OPCLUASEn
2

project Tepe CIPC LA serees

— RV

Eredgoing LAL MEE e E YT I Er
= ™ nodes o pulslsh
* Conhguisboni

* When configuring a set of nodes to publish, a user entry B e

v & fcdo
must be provided(can be any project user or “Anonymous”) L R S
b bsal I | =
* Multiple nodes can be assigned to multiple users ST s
w B L
b sl Pipstelil 53 L
e Currently no way to set a node in “read-only” mode e
= 5 Mo
¥ FMcdal Fretulel . G
o -
* If no entryis created in the Nodes to publish collection, fin S

b Losd Pndeld G Liper

then the whole project is exposed via OPC-UA i e

Wi paimber o subsciption ge.

ook 4+ o 4 oo+ o+ o=+ o+ = R

Lien ricdw paty i Ploded da
Sarnpding Hberssl DOR0000 10
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Hands-on session
* Add the OPC UA Server node to the project

* Configure the OPC UA Server to expose the entire project
e Launch the Emulator
* Launch the OPC UA Client «UA Expert» and connect to the Emulator

* Browse some variables or call a method exposed O
like the "Log" method of a Datalogger
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Execute the project with emulator

* Allow the execution
of the project from Studio. MR- Moo OC DB @ 4| B emior

 Emulator folder: %localappdata%\Rockwell Automation\FactoryTalk Optix\Emulator\

* Emulator output is useful to check license token in use by the Runtime

.n o8N Vi b b &

Code  Timestamp \{ Category Y Object Message
® 2022-09-27 18:19;56.572  FTOptixRuntime Starting project MyProject
@ 2022-09-27 18:19:56.572  FTOptixRuntime FTOptixRuntime is currently using 3 license token(s) <« Component: Native pr s) 4 Component: Retentivity storage consu...
® 2022-09-27 18:19;56.572  FTOptixRuntime No license tokens found < FTOptixRuntime will be closed in: 120 minutes

FactoryTalk Optix Studio Output  E=nlNEIGIEe Nl o
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Transfer the project to local target

1. Target must have "Runtime Tools" installed and "Update Server" running

 Optix Panel: Runtime Tools are already installed in production
and Update the Server running as a service

* iPC: Runtime Tools must be installed manually.

Update Server will be installed as Service and set

License

to automatically startup when Windows starts

Runtime Update Server
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Transfer the project to local target

1. Target must have "Runtime Tools" installed and "Update Server" running

 Optix Panel: Runtime Tools are already installed in production
and Update the Server running as a service

* iPC: Runtime Tools must be installed manually.
Update Server will be installed as Service and set to automatically startup when Windows

starts
» On OptixPanels, the UpdateServeris o — 10 »
autorne}tlcally upgraded by FactoryTalk Optix |0, % 5% 52 s anw
Studio if needed (downgrade not supported) e | o T
* OniPC, the UpdateServer can be upgraded B Sl ks S s e
= Faciony Tk DRegroaficy Loecal Resd & Risrmir ¥ Auinmaiic Locad Seryice
or downgraded by the user as needed i R o e
. . S Faciory Talk Lins Inistance(2 Serve Rurwing  Auimmatic Lol Syswem
» FactoryTalk Optix version must be same or B iy et B e
newer version than the UpdateServer B D e g ————u——
version (no backward compatibility) D s s ===+ — —— =

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 276 o FactoryTaIk
by ROCKWELL AUTOMATION




Run the project as Windows service

e Configure the RuntimeTools in Service mode during setup

* Only available on Windows IPCs
* Project cannot contain a NativePresentationEngine

 WebPresentationEngine is allowed but not strictly needed

« Useful when the application does not have any Ul (data gateway) or when

the user interface should only be accessed remotely
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Transfer the project to local target

2. Configure Target device in Studio

e Name,
e |P Address,

 Username,

« for Optix Panels, it's the same admin user

that access the System Manage

« for iPC, it's a Windows user
with rights to access OS folders

 Destination Path: optional

3. Transfer from Studio to
 set the Active path
* click the Play button

v Ereslatar = e

I ﬂq._,,,.. Mol O DA
: e EL it it adindi’ B
= [ Lo \
= 1P dodrem® ()
= |
= o
r = ‘-ur-m
=
= Ciertinatian Path ()
- ] |
=] Argumares {{]
o |
N?E Demizad settirge
e [ Ererypt projact. 4
(N | [C] wansher saumce project (T
T t ‘m ] vansfer appiication liee 5 [
a rg e - Tansher opivnbed propsc ﬁ:l
LN |
Fm

“ ey II
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Transfer the project to remote target (FactoryTalk Remote Access)

e |f you are signed in FactoryTalk Hub

and you have also access to a e —
FactoryTalk Remote Accessdomain | &= gl Lk -
1) Froeri oot e Skt M {1}
= I Loy
e P e ()
* FactoryTalk Optix Studio, lists the L — 5
devices available through FactoryTalk 2 e
Remote Access = )
=1 o
-im ottt
. i [ Erervpt et {0
* Then you will be able to: i S s s 5
: [[] Famster appbcation fins w0 [
* activate a VPN connection to the device — B v pimied e D
and transfer the project T
 open the FTRA screen mirroring feature - |

(VNC-like)
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Execute the project on target

4. Applicationislaunched by Studio after download

« HMI: Application is also set to be executed
automatically at HMI startup

* iPC: Applicationis also set to be automatically executed
at Windows startup by using the shortcut of

%localappdata%\Rockwell Automation\FactoryTalk
Optix\Application\FTOptixRuntime.exe

into:

shell:startup
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Deployment options

* Project can be encrypted with a

hardware-based key W—
« All YAML files will be fully encrypted using a B "‘E S -
o . - Ervscri o o (i i} Harmw® {1}
unique and hardware-based encryption key e Ry
 Once project is encrypted, it cannot be moved to : P 2
a different PC or Panel(as the encryption is ; i
hardware based) = e
= Dantnatian Path )
* Projectis encrypted and decrypted using the . ]
UpdateServer = epemmpi £
* Encryption is only supported when deploying the - B 7SI S
project from FactoryTalk Optix Studio i : ﬁ‘"’“’“‘""‘"' L -
* Project can be decrypted and uploaded (if source files : : ] it L
are transferred) only by using the Update Server ' B vontes sptmied pajest @
'
= -
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Deployment options

* Project can be encrypted with a
hardware-based key

» All YAML files will be fully encrypted using a
unique and hardware-based encryption key

* Once projectis encrypted, it cannot be moved to
a different PC or Panel(as the encryption s
hardware based)

* Projectis encrypted and decrypted using the
UpdateServer

* Encryption is only supported when deploying the
project from FactoryTalk Optix Studio

* Project can be decrypted and uploaded (if source files
are transferred) only by using the Update Server
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Deployment options

e Source code of the application can be
dep|oyed to the device .|

ow  Ewwlbar = [

. . | Camich (] 3
« This allows the project to be uploaded fromthe "‘EI ahdan T -
. . = Frosgi e (e iwwf Harmw® {1}
target device if needed = i
a iP Addram® (5}
o
a
- Lhpmame o ':-_':l
a sammn
[ Dantnatian Path )
L= |
(=] Srqurans {{]
= ]
'- Dewnicad seiirrge

rm Erveryprt piojuct {1}

* || Wt sainee prapsce (0

*m ' E'i'mr.‘-u'lmluuliunlln l:::l [::"

r: B vunster ciimized peojers (D)

N

_—
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Deployment options

» Source code of the project can be
transferred to the target device

e All YAML files, resources and NetSolution will be
transferred to the target device

* If the project sources were transferred to the

device, the project can be uploaded later from the
device using the dedicated menu in the welcome
screen of FactoryTalk Optix IDE
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Deployment options

» Application files on the target device

can be overwritten W—
« When a project is uploaded from a device, the .l ”‘Eh - piniln i
files in the ApplicationDir can be uploaded too, = Bt
this includes: retentivity, users, database, etc. = P kb (D)
* Once the files were uploaded, they can be ; i
transferred to the same or a different device o s
= Deertination Parh {1}
L= |
o arqumartn ()
- . Dvnicad mifirge
' [ Ererypt projact. 4
:: U‘mp’am-ﬂtﬁw

D Fanfer application fies 5]
- e

Tansher opimbed prapsc IEI

“ ey |
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Deployment options

* Optimize the project before

dep|oyment P ——

ow  Ewwlbar = [

* In some cases, a lot of tags were importedinthe i s Bl

. . . . . . = Emalator fctiveg Mar® (]}
application even if not used in the application e Ry
* The optimization process will move all imported = —
tags from the YAML file to a dedicated binary = G
repository where tags are retrieved only if = e
n o (=] Ciertination Path {1}
eeded — ;
 This can significantly improve startup time and = o i
memory usage = i
i Ererypt projuct. {0
e Cannot be used if the OPC/UA server is exposing ' i HW'MMW "
the PLC tags 2 SR =TT T
n : _ B vonster optimized peagect ()
'

“ ey |
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Additional parameters

A specific path on the remote device

can be specified e
* Only for Windows-based devices ' 4 ‘1@&“ — Mes C @8 M
* The user being selected for deployment must "-:w
have write access to such path = b B
» Additional startup arguments can be . e
added =] Drtinatian Path {1}
| =
* Only used for debugging if requested by SW o seguenarts ]
support or R&D team, should be always blank =
. e
' 5 || wsnster sy pragsc ()
B |:|'Irmr.‘--|pp|.u|un|m LEH]
,: B8 vonster optimized prajea (D)
'

“ ey |
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Transfer project to target manually

@Optix | D:\Progetti Optix\NewHMIProject2

» Application can be transferred manually IPl s % 6|0 ¢ |68 e
Projec Save » i
- "Export FactoryTalk Optix Application" : exports the B e
(semi) compiled Application into a folder that needs to be "
manually transferred and executed on Target e | TenmEemorn) Getsk
. . . E converters Project to file...
* No encryption can be enabled if exporting the ——
application from this menu 05 Recies
Export FTOptix Application X

Please select the platform and the location where to export the FactoryTalk Optix
Application:

Platform HMI Model
Platform

Optix Panel Optix Panel Standard or Compact

Windows (on x64 CPU) iPC Windows nconeces ok .
Ubuntu 22.04 x86 &64-bit

Ubuntu (on x64 CPU) iPC Linux with Ubuntu 22

OptixPanel / Embedded Edge Compute
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Alarms

« Alarm functional module is used to define
alarm events connected to Tags/Variables
and manage them at runtime

e Active Alarms

* just define alarms

» drag&drop Alarm Grid widget from Template Library to Ul

* History of Alarms
e add a new datastore (Embedded database or ODBC)

» drag&drop Alarm Event Logger object from Template Library, into Loggers node

» drag&drop History Alarm Grid widget from Template Library to Ul

OPC/UA Alarms
specifications
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Alarm types

e Types of alarms:

Froperties L+
* Digital: "two-state" alarm, typically used to monitor Boolean tags NaTe Digtalilait
A -
Type Digital alarm
* [ evel: analarm that activates when the monitored variable Input variable i
exceed the range "Low - High" Normal state value 0
Enablad True
» Deviation: alarms that activate when the monitored variable Pl Keknowetoe:— fHix
exceed the range defined by a Setpoint A auon driié:
and Low/High deviation limit i
SEverity ]

» Rate of Change: like Level Alarm but evaluated with specific
polling time (i.e. to filter spurious spikes)

 Exclusive/Non-Exclusive (when all four limits are used)
» Exclusive: exceeding High and High-high limits, only High-high alarms will be shown

* Non-Exclusive: exceeding High and High-high limits, both alarms will be shown
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Alarm types

e Types of alarms:

Froperties L+ + K
* Digital: "two-state" alarm, typically used to monitor Boolean tags e ey e
#
Type Exclusive level alarm
* [ evel: analarm that activates when the monitored variable Input variable i
exceed the range "Low - High" High-high fimit i
High limnit 1
 Deviation: alarms that activate when the monitored variable ko Jest :
exceed the range defined by a Setpoint R 4
Enabled True

and Low/High deviation limit
Auto acknowledge Frlce

. . L. Auto confirm Firlse
» Rate of Change: like Level Alarm but evaluated with specific Kilhain
polling time (i.e. to filter spurious spikes) i

 Exclusive/Non-Exclusive (when all four limits are used)
» Exclusive: exceeding High and High-high limits, only High-high level will be shown

* Non-Exclusive: exceeding High and High-high limits, both levels will be shown
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Alarm types

e Types of alarms:

 Digital: "two-state" alarm, typically used to monitor Boolean tags

Froperties L+ + K

Wame ExclusiveDeviationAlarm1
#

Type Exclusive deviation alarm

* Level: analarm that activates when the monitored variable It ket A
exceed the range "Low - High" Set paint value i
High-high limit ]
» Deviation: alarms that activate when the monitored variable gl Kot 0
exceed the range defined by a Setpoint Low fimit n
and Low/High deviation limit Low-low limit 0

Enabled True

Auto acknowledge Falze

» Rate of Change: like Level Alarm but evaluated with specific
polling time (i.e. to filter spurious spikes)

Auto canfirm False
Meszage

Severity ]
 Exclusive/Non-Exclusive (when all four limits are used)
» Exclusive: exceeding High and High-high limits, only High-high level will be shown

* Non-Exclusive: exceeding High and High-high limits, both levels will be shown
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Alarm types

e Types of alarms:

Froperties B L+ + &

* Digital: "two-state" alarm, typically used to monitor Boolean tags NaiTie ExchusiveRaEOKhangeAlarm

Type Exclusive rate of change alarm

* [ evel: analarm that activates when the monitored variable Input variable 0
exceed the range "Low - High" Palling time 0000:00:00.000
High-high limit ]
» Deviation: alarms that activate when the monitored variable bagl it 2
exceed the range defined by a Setpoint ket 4
. o nc 2 o Low-low limit 1
and Low/High deviation limit
Enabled True

Auto acknowledge Falze

» Rate of Change: like Level Alarm but evaluated with specific
polling time (i.e. to filter spurious spikes)

Auto canfirm False
Meszage

Severity ]

 Exclusive/Non-Exclusive (when all four limits are used)
» Exclusive: exceeding High and High-high limits, only High-high level will be shown

* Non-Exclusive: exceeding High and High-high limits, both levels will be shown
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Alarm definition

e How to define alarms

1.  Choose the alarm type

2. Configure Input Variable and properties

* For Tags where every bit
bring alarm information

1. Select the single tag
2. Select the bit index

e Import/Export

Project view < > b= + W
Type to search... Q
~ 2t MyProject
» b UL
» I Model
I Converters
New 4 Digital alarm
s Recipes Copy #4 Exclusive level alarm
= Loggers Paste #4 Exclusive deviation alarm
& DataStor! Delete 4 Exclusive rate of change alarm
Rename #¢ Non-exclusive level alarm
I Reports
Show References #¢ Non-exclusive deviation alarm
e 4o Non-exclusive rate of change alarm
Copy path to node
» B CommDr
Model analysis » s# Runtime Netlogic
ol I =# Design-time NetlLogic

Carrity

 Alarms Definition can be imported/exported to CSV file using a Template Library script (customizable as

needed)

* The path of the CSV file can be set to the current project fodler using the %PROJECTDIR% placeholder
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Alarm definition

e How to define alarms

1.  Choose the alarm type

2. Configure Input Variable and properties

* For Tags where every bit
bring alarm information

1. Select the single tag
2. Select the bit index

e Import/Export

Gt started with wizards and quick
BCCESS 10 CoMmman edidors

CoprBpuay cormemarec siions
o v

Coniigue B dai bigos

[EP

e Tl Ao p el o 11 5 BT

« Alarms Definition can be imported/exported to CSV file using a Template Library script (customizable as

needed)

* The path of the CSV file can be set to the current project fodler using the %PROJECTDIR% placeholder
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Alarm definition

e How to define alarms

1.  Choose the alarm type

2. Configure Input Variable and properties

* For Tags where every bit
bring alarm information

1. Select the single tag
2. Select the bit index

e Import/Export

b B Aeained slme

W CommComitaber

W TP CS el mioler
- B Howd MIPogest 3

v, CREie. s g

- e s

Mo Digitatikew

&,

T Dl ks

Gel started with wizards and quick v e I

Alagimid b DRonabakanm o Wpal variabea

Al

« Alarms Definition can be imported/exported to CSV file using a Template Library script (customizable as

needed)

* The path of the CSV file can be set to the current project fodler using the %PROJECTDIR% placeholder
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Alarm definition

 How to define alarms
1.  Choose the alarm type

2. Configure Input Variable and properties

* For Tags where every bit
bring alarm information

1. Select the single tag
2. Select the bit index

e Import/Export

BEnc B waraad Abyms o Digiskibymi = ingutvsohe

0, Saers
W CommTanimaler &rirbuie (@
B PSR ChereConirolied -
= 3% YewiBFEc1S
U
= P Niocwl
e 9 Erig bt

Ml indea . (1

¥ T Sufsenication

[ —TTEEEEE [T

« Alarms Definition can be imported/exported to CSV file using a Template Library script (customizable as

needed)

* The path of the CSV file can be set to the current project fodler using the %PROJECTDIR% placeholder
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Show alarms
 Available Widgets

Time=stamp Marne Source Wariable tlegmape

ACLive Acked Corfirmed Seyerity

A i ntO Te m p | at e I_i b ra ry Febo 10, 2022, 344204 PM DigitalAlarm 1.0 Mo buisTagl Adarmion Tagl bt 0
* Alarm Grid,
 Alarm Banner,
Acknowledge Acknowledge All Lorfirm Confirm Al

* Alarm lcon

e customizable
e columns,

e buttons,

» the "Query" parameter allow to filter alarms of Alarm Grid

« Support Messages in different languages

» Supports different messages per each threshold of analog alarms
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aam Name AlarmsDataGrid _
AN E‘a
- Type Data grid

— Data grid

» Model Localized alarms @

» Selected item

Allow deselection False
~ & Columns +
» Timestamp (]



Show alarms history

* Torecord alarms history

some additional resources are needed

1. Datastoreresource(if not already present)

2. Alarm event logger(from Template Library)
just drag&drop and configure datastore to be used

 Available Widgets

» Alarm History grid
« Alarm History grid with filter

* Export

» Alarm History can be exported

with script "Alarms History Exporter”

available in Template Library

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

18w Loggers
B DataStores
New } £ Embedded database

& Reports Copy € ODBC database s
I OPC-UA
Paste =# Runtime NetlLogic
} W CommbDrive; Delete »# Design-time NetLogic
- . Rename
etl naic
g Libraries H
b I Modal Drdg an oot omin wour caneas oF 1900 o Ehrary
ke Comverters L
i B GraphicElermenis
b B Alarms .
B i
b Recipas B Scripes
= I Loggers
Compossnis - H

e DavaStores

& Reporis
i QPC-LA

b B Commilrivers
s Netlogic

b Securiy

300 @ FactoryTalk
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DESCRIPTION
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dlarmaBvert_ogger to & sore of your project



Hands-on session

* Define some digital alarms configuring the input variables

e Add the Alarm Grid widget to see alarms
at runtime with the emulator

* Add the Alarm Event Logger to log historical alarm events

» Add the Alarm History Grid widget to see historical
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Recipes

* Allows defining a group of values/set points
stored in database archives(embedded or ODBC)

e in Studio

« configure the Recipe Schema
by defining datastore and selecting Tags

e in Runtime

« User can create several recipes, by defining values manually
or by reading values directly from PLC

» User can store the recipe in the database for future use

» User can retrieve the recipe from the database
and transferto the PLC

&=

Recipel

A 4

Variablel= 5
Variablez= 8§
Variable3= 9

o

Recipe2

v

Variablel= 2
Variable2= 4
Variable3= &

e

Recipe3

A 4

Variablel= 0
Variable2= 8
Variable3= 4

Ul

Recipe Editor

|
Edit Model
— Recipe Schema
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Configure arecipe schema

» Steps to configure Recipes

1.  AddaRecipe Schema by
Recipes > New > Recipe Schema

2. Select the Datastore
(if not available add a new one)

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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~ 1% MyProject
s U
¢ I Model
i Converters

B Alarms

= Loggers

¢ I DataStores
B Reports
i OPC-UA

¢ I CommbDrives

* I Netlogic

@ FactoryTalk

Maw

Copy

Paste

Delate

Rename

Show References

Copy path to node

B Reope schema &

e Runtime Metlogic
=« Design-time NetLogic

s Folder
& Mathod invocation

All



Configure arecipe schema

» Steps to configure Recipes

Properties H 2 0+ 0
1.  AddaRecipe Schema by 5] Name RecipeSchemal =
) . : .
Recipes > New > Recipe Schema Type Recipe schema
Store
2. Select the Datastore Table name
(if not available add a new one) Target node
Timeout R E ST

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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Configure arecipe schema

» Steps to configure Recipes

Properties H 2 o+ 0
1. Adda Recipe Schema by A Name RecipeSchemal B
. . : T
Recipes > New > Recipe Schema Type Recipe schema
Store Embeddedlatabase
2. Select the Datastore Table name
(if not available add a new one) Target node
Tirmeout OO0G00: 30000

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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Configure arecipe schema

» Steps to configure Recipes

1.  AddaRecipe Schema by
Recipes > New > Recipe Schema

2. Select the Datastore
(if not available add a new one)

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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Mame Recipeschemal L:I
E Type Recipe schema =
Store EmbeddedDatabase
Table name
Type to search Q

= i CommDrivers
= & ModbusDriver1
» @ ModbusStation
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Configure arecipe schema

» Steps to configure Recipes

Properties H 2 0+ 0
1.  AddaRecipe Schema by 5] Name RecipeSchemal =
. . : T
Recipes > New > Recipe Schema Type Recipe schema
Store EmbeddedDatabase
2. Select the Datastore Table name
(if not available add a new one) Target node T
Timeout OO0GN00: 30000

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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Configure arecipe schema

» Steps to configure Recipes

Recipes > RecipeSchema Q - C
1.  AddaRecipe Schema by

. . v ModbusTag1
Recipes > New > Recipe Schema

ws ModbusTag2

ws ModbusTag3
2. Select the Datastore

(if not available add a new one)

3. Configure the Target Node
This is the project folder containing Variables
that will be used in the Recipe Schema
Example: Tags, Models...

4. Select which Variables add to the Schema
then confirm with "Apply"
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Recipe editor widget

» Stepsto configure the Recipe Editor widget

~ I Panels
1.  Drag&drop the widget from Template Library S Bt
2. Into Property pane, » O RecipesEditor]
select the recipe schema = Medel

| Converters

3.  Right-click on the "RecipeEditorUISetup”
and select "Execute Setup”

B Alarms
* Im Reclpes
@ RecipeSchemal
» Widget: i
» Save: save/create the recipe into the database et
I Reports
* Delete: delete the recipe from the database e

* Load: read Tag values and load them into recipe values

* Apply: write recipe values into Tags

* Import/Export

* Recipes can be exported/imported
through script available into Template Library
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Recipe editor widget

» Stepsto configure the Recipe Editor widget
1.  Drag&drop the widget from Template Library

2. Into Property pane,
select the recipe schema

3.  Right-click on the "RecipeEditorUISetup”
and select "Execute Setup”

» Widget:
» Save: save/create the recipe into the database
* Delete: delete the recipe from the database
* Load: read Tag values and load them into recipe values

* Apply: write recipe values into Tags
* Import/Export

* Recipes can be exported/imported
through script available into Template Library

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Mame. ReclpesEditer

Type Fanel

b Recipetchema Nodeld Recipefchema

= Appearance
Visible True
Enabled True
Cpacity 16k
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Recipe editor widget

» Stepsto configure the Recipe Editor widget
1.  Drag&drop the widget from Template Library

2. Into Property pane,
select the recipe schema

3.  Right-click on the "RecipeEditorUISetup”
and select "Execute Setup”

» Widget:
» Save: save/create the recipe into the database
* Delete: delete the recipe from the database
* Load: read Tag values and load them into recipe values

* Apply: write recipe values into Tags

* Import/Export

* Recipes can be exported/imported
through script available into Template Library
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= [ RecipesEditor] =
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¢ H Scrollview
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L ApplyButton
L LoadBution

b 8 RecpesComboBoo
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Recipe editor widget

» Stepsto configure the Recipe Editor widget
1.  Drag&drop the widget from Template Library

2. Into Property pane,
select the recipe schema

3.  Right-click on the "RecipeEditorUISetup”
and select "Execute Setup”

» Widget:
» Save: save/create the recipe into the database
* Delete: delete the recipe from the database
* Load: read Tag values and load them into recipe values

* Apply: write recipe values into Tags
* Import/Export

* Recipes can be exported/imported
through script available into Template Library
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Recipe editor widget

» Stepsto configure the Recipe Editor widget
1.  Drag&drop the widget from Template Library

2. Into Property pane,
select the recipe schema

3.  Right-click on the "RecipeEditorUISetup”
and select "Execute Setup”

» Widget:
» Save: save/create the recipe into the database
* Delete: delete the recipe from the database
* Load: read Tag values and load them into recipe values

* Apply: write recipe values into Tags
* Import/Export

» Recipes can be exported/imported
through script available into Template Library
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Recipe editor widget

» Stepsto configure the Recipe Editor widget

L | FTidptaRumtime - O »

1.  Drag&drop the widget from Template Library
rocipa] Eava Digliote Load Aggly

2. Into Property pane,
select the recipe schema et

3.  Right-click on the "RecipeEditorUISetup”

Pliod b Tagd 4 14 &
and select "Execute Setup” . .
PodbuasTag2 ¢ 25 | 4
. PlodbusTagd i 3 |k 10
* Widget:

» Save: save/create the recipe into the database

* Delete: delete the recipe from the database

* Load: read Tag values and load them into recipe values

« Apply: write recipe values into Tags X ﬁ

* Import/Export

Editor

* Recipes can be exported/imported
through script available into Template Library
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Hands-on session

* Create arecipe schema using tags coming from the communication driver
» Add the recipe widget to the project
e Execute the Recipe widget "setup”

» Play with the widget at runtime with Emulator O
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Users and groups

 Allow defining a level of Security

for commands/Ul objects s Commbrivers
I» NetlLogic
. . ~ [ Security
* Project Properties o e e
» Authentication Mode: Model = Project's users, OUSEF_
Local =iPC Local users, © Admin
Domain = Active Directory users T ".Gr;’”"s
» Default User Folder s Admine
 Password PO|ICy » I Translations

» I» Retentivity

* Presentation Engine properties

* Login Window: on Web Presentation Engine only, allow to specify a Window
that should contain a Login Form to be prompted at startup.

 Starting user: "Anonymous"it's the user logged in at the startup (it's not visible in the Users folder)
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Users and groups

 Allow defining a level of Security
for commands/Ul objects

 Authentication

+ Project Properties _—
Default user folder
« Authentication Mode: Model = Project's users, Default domain name
Local =iPC Local users, Pomein server address s
. . . CA certificate file Browse
Domain = Active Directory users S
Maximum password age i
e Default User Folder o force pmsonerd oty ;
° Password PO“Cy Minimum password age a
Minimum password length 8

PUSEIFY [ —

* Presentation Engine properties

* Login Window: on Web Presentation Engine only, allow to specify a Window
that should contain a Login Form to be prompted at startup.

 Starting user: "Anonymous"it's the user logged in at the startup (it's not visible in the Users folder)
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Users and groups

* Allow defining a level of Security P"”:m Mmﬁmmamﬂg_ﬂea Rl

for commands/Ul objects W e inpisasasias
Dynamic variables polling ime  0000.00.00. 100
. . Tenl render type Awto
* Project Properties
» Authentication Mode: Model =Project's users, Start window MainWindow (type) @
Local =iPC Local users, Starting user Ananymous =
Domain = Active Directory users Style sheet DefaultStyleSheet €

Seszion

LoginWindow

e Default User Folder

Enable virtual keyboard False

« Password Policy

* Presentation Engine properties

* Login Window: on Web Presentation Engine only, allow to specify a Window
that should contain a Login Form to be prompted at startup.

 Starting user: "Anonymous"it's the user logged in at the startup (it's not visible in the Users folder)
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Create users and groups

* User/Group Creation: &= NetLogic
- I8 Securty

» Users and Groups can be created manually, m_
Maw ¢ B User

by the right click on Users or Groups folders (except for W Groups  Copy

Local/Domain users) TR o e« Runtime NetLogic
o ~; —— «# Dasign-time Netlogic
° i . b etentivit
User properties: e R
i 2ssvord Show References & Method invocation
* Localelds: a combination of Regional Settings, Language Copy path ta noda Al

and Measurement System

Languages: Translation table column to be used (overrides
the default language of the Localeld)

Measurement system: International System, British imperial
or US Customary (overrides the default Measurement system
of the Localeld)

Domain: Domain name used in case of authentication mode:
Domain only, Domain and Local, or Any (it is
automatically populated after a successful login)- blank by
default
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Create users and groups

» User/Group Creation:

» Users and Groups can be created manually,
by the right click on Users or Groups folders (except for

Local/Domain users)

» User properties:

k= Hetlogic
- I8 Securty

b Groups Copy
b bm Translatic  pacta
b I Retentivit  Deleta

Ranamea

Password Show References
Localelds: a combination of Regional Settings, Language Copy path ta noda

and Measurement System
Languages: Translation table column to be used (overrides i i

the default language of the Localeld) Mame User
Measurement system: International System, British imperial TR User

or US Customary (overrides the default Measurement system Password
of the Localeld) Localelds

: : : L L
Domain: Domain name used in case of authentication mode: ot

Domain only, Domain and Local, or Any (it is ME&E'_JremEﬂtsmem

automatically populated after a successful login)- blank by HORam

default

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 322 6 FactoryTaIk

by ROCKWELL AUTOMATION

O U

ow Runtime Metlogic
=# [esign-time Netlogic

I Folder
& Method invocation

All

B+ + 8



Assign users to groups (and viceversa)

e Assignment must be done W CommDrivers
through the wizard = NetLogic
‘manage users and groups” e

~ Im Users
O User

* The wizard allows assigning users to groups BT

but also groups to users ~ W Groups
& Users
& Admins

» M Translations

» I» Retentivity
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Assign users to groups (and viceversa)

e Assignment must be done b— —— — =

throughthe leal’d ol W~ ¥ B Emulator ~
Project view ¢ == Configure connected device

manage users and groups em— 8 configure data logging

< Configura racipes

= ot MewHMIPre
@ Manage users and groups

* The wizard allows assigning users to groups
0
but also groups to users &R

| want to manage users and
groups
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Users can belang 1o multiple, single of no groups

Users Groups
* The wizard allows assigning users to groups g*‘: - E'T e

but also groups to users
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Lisers can belong to multiple, single or no groups.

Users Groups
* The wizard allows assigning users to groups N EIT de
but also groups to users
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Assign users to groups

Select or clear group assignments

] Admins
* The wizard allows assigning users to groups [ users
but also groups to users
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Assign users to groups

Select or clear group assignments

L] Admins

* The wizard allows assigning users to groups 5 Users
but also groups to users
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Users can belong to multiple, single of no groups.

Users Groups
» The wizard allows assigning users to groups 2k _ g g
but also groups to users []e Admin 6 User
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Assign users to groups (and viceversa)

* Assignment must be done
through the wizard
"manage users and groups"’

Manage Users and Groups

Lsers can belong to multiple, single or noe groups,

Users Groups
* The wizard allows assigning users to groups *D*‘-LUSH - Dﬁ.;;.u_m
but also groups to users B0 ] tome
4% Admins B User
& Users iy Adrun
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Define security into Ul

* [t's possible to make an object
* "Visible/Invisible"
* "Enabled/Disabled"

* just linking a Group to the needed property
{Session} > Session > Groups > ...

* [n this example "Button2" will be "Enabled”
only for users of group "Admins”
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Properties H Z + u
rl Name Button2 I_:‘
d Type Button +)
— Appearance
Visible True
Type to search... Q
~ I Aliases
~ [4 {Session}
~ B Session
» wr User (Pointer)
» B MeasurementUnits
~ B Groups
@ Users
» & ChangeUser
Attribute - [ cancel ‘ Advanced...
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Manage user access at runtime

* Login options

* using the widget "Login Form" of Template Library.
Widget comes as a folder that contains the "LoginForm"
to be placed in a Panel or called by a Dropdown button

* using the method "Aliases > {Session} > Session > Login"
or "Aliases > {Session} > Session > Change User"

* using the method "Commands > Core Commands > Change User"

* Logout options
* using the method "Aliases > {Session} > Session > Logout"

* using an UISession object and use the |dleTimeoutEvent = g
to call the method "Ul Session > Logout” or "Ul Session > Change User" o

 using the script "Idle Timeout" available in Template Library,
place into the MainWindow and associate a "Logout”" command
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Manage user access at runtime

* Login options Events
= F MouseClick event

* using the widget "Login Form" of Template Library. _ _
= Methaod {Session}/Login

Widget comes as a folder that contains the "LoginForm"

. - :
to be placed in a Panel or called by a Dropdown button nput arguments

Username adrin
* using the method "Aliases > {Session} > Session > Login" Password admin
or "Aliases >{Session} > Session > Change User" ¥ MouseDown event

« using the method "Commands > Core Commands > Change User" X Mty e

* Logout options

* using the method "Aliases > {Session} > Session > Logout" —

- using an UlSession object and use the IdleTimeoutEvent Sl s ="

to call the method "Ul Session > Logout” or "Ul Session > Change User"

 using the script "Idle Timeout" available in Template Library,
place into the MainWindow and associate a "Logout”" command
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Manage user access at runtime

* Login options Events 4
: . . : - ¥ MouseClick ev 4
 using the widget "Login Form" of Template Library. cuseblckever
. . " X " = Method ~/CoreCommands/Changelser @
Widget comes as a folder that contains the "LoginForm
. = Input arguments
to be placed in a Panel or called by a Dropdown button !
Username admin
* using the method "Aliases > {Session} > Session > Login" Password admin
or "Aliases >{Session} > Session > Change User" ¥ MouseDown event -
F Mouselp event +

* using the method "Commands > Core Commands > Change User"

* Logout options
* using the method "Aliases > {Session} > Session > Logout"

* using an UISession object and use the |dleTimeoutEvent = g
to call the method "Ul Session > Logout” or "Ul Session > Change User" o

 using the script "Idle Timeout" available in Template Library,
place into the MainWindow and associate a "Logout”" command
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Edit users at runtime

* using the widget "User Editor" of Template Library

» Widget, comes as a folder that contains the "UserEditorOverview
to be placed in a Panel

* [tisrequired tolink Users and Groups folder to the widget

E i
Fame s Er
addmin
Password ﬂ
Locae; n admins
== - oy
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Hands-on session

* Create a couple of different users, and groups and make "user - group” association

 Define security at some Ul objects (Visibility/Enabling)

* Add the Login form to a Panel

e Optional: call the Login form from a dropdown button
paying attention to the background... O

* Try at runtime with different users
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Reports

* Design and generate reports in PDF format
e Data coming from F TOptixApplication and/or from a database

 Components:

B Loggers

I DataStores

» StyleSheet
I e,

W OPC-UA Copy »# Runtime NetLogic
* Header m CommbDrivers | | 2%¢ =» Design-time Netlogic
Dalete
| = NetLogic — = Folder
 Sections b W Security Show References & At rating

¢ B Translations

* Footer B Retentivity

Copy path to node all
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Reports

* Design and generate reports in PDF format
* Data coming from F TOptixApplication and/or from a database

 Components:
B Loggers

& DataStores

» StyleSheet

= I Reports

e StyleSheertl
» Header

= @ Repaorts] 5
" Header [
» Sections B Sections &
LI Footer B
* Footer W OPC-UA
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Report properties

 Allow setting the report’s global layout properties,
which apply to all pages of the final PDF document

Page size,

Page orientation,

Style sheet used,

Page margins

Projectview < » = 4

Type tosearch.. Q

i Recipes

t I Loggers
¢ I DataStores

- I Beparts

B Seylesheer

™ Header E

B Sections )

& Footer 5]
I OPC-UA

= CommDrivers
B Netlogic

b Gecurity
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Mame Reportsi

Type Reports E
Paqe size Lt
Fage orientation Porori
SryleSheer Soylethee
Left margin T
Tep margin ITIFTT
Right margin

ITITI

|
]
]

Bottom margin a 1l



Report header and footer

* Header/Footer is content that appears at the top/bottom of a report page

* Properties:

Project view 1+ = K Properties n sz 0+ §
* Visible Type tesearch... Q, Mare Headar
:F‘I T P i ﬁ
I Reclpes ype Pane
1 b I Logoers — Appearance
* Height 99
b I DataSiores Yisibla Trug
— Slze and layout
= I Reparms Yol
& StyleSheet Height mn mim
= B Raportsi Y
f Hesder )
B Sectons LY
w Fooler 1]
I DC-UA

B CommDrivers
I Merlogic
b Security
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Report sections

= Loggers
i DataStores
= I Reports
B SryleSheer!

= B Reports] [
M Header [
Edit with UT editor
Ll Footer Maw Iy ¢ 3 Panel saction
w OPC-LIA Copy & Data grid section
Paste = Page break
B CommbDrivers o
ow References
I NetLogic o Runtime Netl ogie
Copy path to node os [esign-time NetLogic

b I Security

v i Translations E Methed Invocation

= Retentivity

* Panel: container of graphical objects as
Label, Rectangle, Panel, Image.
Can be used to show variable values.

» DataGrid: container of dataread from
a database in table format.

Can be used to show historical data
collected by a Datalogger or Alarms.

» Page break: placeholder that forces the report
to continue to another page.
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Report sections example

¢ I Data5Stores
= W Beports
& StyleSheetl
+ @ Reports]
 Header
= B Sections
0 PanelSection
= PageBreak
¥ DataGridSectiont
0 PanelSection2
L Footer

B OPC-UA

] @ g1 @ & & §

=1

Header
p
Panel Section 1

: ioloiolo

Paa' ioioiolo

ioloiolo
g J
— Page Break T—

L Footer p

page 1
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Panel Section 2
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L J
L Footer y
page N




Generate report at runtime

e Report resource expose method "Generate PDF"

* Can be called for example

on Mouse Click event Events 3
= ¥ MouseClick event
:Ir;.','._'-:l.;- search... {1:
L == r-."l_-,.'F:l.lJl_'El
- Qutput Path: the path of the PDF file Tt R
= B Heporis]
F B Sections
* Locale Id (optional): language to be used e
inside report
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Generate report at runtime

e Report resource expose method "Generate PDF"

* Can be called for example
on Mouse Click event
* Properties:
e Qutput Path: the path of the PDF file

* Locale Id(optional): language to be used
inside report

PUBLIC « Copyright ®2024 Rockwell Automation, Inc.

Events

~ ¥ MouseClick event
= Method
+ Input arguments
OutputPath
Localela
¥ MouseDown event

¥ MouselUp event

xs @) FactoryTalk

... [GeneratePdf

Atest pdf  Bra



Output Path

Shortcut

Description

AAPPLICATIONDIR®

wUSBNG |
where N is a number associated with the USE device.

A directory that contains files transferred at runtime (images,
documents, and so on).
Example: C:\Users\UserName\Documents\Rockwell

Automation\FactoryTalk Optix \ProjectName

A directory that contains objects used at runtime, including these
objects:

* Embedded database

* Retentivity storage

s Exported files

A path to a specific USB device connected to the target device.

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 346 6 FactoryTaIk

by ROCKWELL AUTOMATION



Hands-on session

* Define a report that includes a Datagrid
to show values from a datalogger table

 Add a button that calls the "Generate PDF" method
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Localization

 a Locale is a set of User Interface settings based on country

locale | ___enUS | T

Regional Settings mm/dd/yyyy ... 10.5 dd/mm/yyyy ... 10,5
Language/Translations Hello Ciao
Measurement System 5 °C

* Locale, Language and Measurement System are related to the Session
» A sessionis a Runtime context in which a user executes operations

« Examples: a session of Native Presentation Engine can look different
from a session of Web Presentation Engine.
A session of User1can look different from a session of User2
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Locale

* Changing Locale will set altogether:
* Regional Settings
e Language

* Measurement System

* How to change the Locale at Runtime
* Method

« Command > Variable commands > Set variable value
 Variable to Modify

« Aliases > {Session} > Session > ActualLocalelds
* Value

* Select the Locale ISO code

L ocale

[

N/

\_

mm/dd/yyyy
Language
hello
Measurement
System
°F

* Language and Measurement System can be set independently from Locale
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Locale

* Changing Locale will set altogether:
* Regional Settings
e Language

* Measurement System

 How to change the Locale at Runtime
* Method

« Command > Variable commands > Set variable value
 Variable to Modify

« Aliases > {Session} > Session > ActualLocalelds
* Value

» Select the Locale ISO code

Events

= ¥ MouseClick event
= Method

= Input arguments

WariableCommands/Set

VariableToModify {Session}/Actuallocalelds

"».".EllL.lE Locais
Arraylndex
¥ MouseDown event

¥ Mousellp event

d en-Us

]

* Language and Measurement System can be set independently from Locale
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Languages - Translations

e The translation editor makes it possible to translate strings
used in multilingual projects

* Translation Table

_ Translation Table Remove translations

3 Addlocale| View Translation References
* shows the translation of e Q |
. . . Ke t enUs @
strings (Keys) in different = Model e e
|a n g ua g es ( I_O Ca | ES) # Converters Acknowledge Acknowledge
s Alarms Acknowledge All Acknowledge All
» I Recipes

Active Active

* Translation Key References

» I DataStores

Confirm Confirm
C ShOWS a” Str|ngS * Reports Confirm All Confirm All
. s OPC-UA Confirmed Confirmed
Of the prOJeCt that » s CommDrivers Delete Delete
can be synched with the e Failed Failed
Translation Table ' Secury Load Load

~ I Translations
Message Message

(to become a key) N N

I Retentivi
Y RecipeApply Recipe applied
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Languages - Translations

e The translation editor makes it possible to translate strings
used in multilingual projects

* Translation Table

« shows the translation of :ypj:wh + o |raeneyReterences
strings (Keys) in different  Model il e
languages(Locales) " Converters Acknowledge Acknowledge

= Alarms Acknowledge All Acknowledge All
b 1% Recipes Active Active
* Translation Key References ™" oy oy

* shows all StringS :::_):; Confirm All Confirm All
of the project that G B e S
can be synched with the = Netogic Label1
Translation Table i Label2

~ I Translations
Label3

(to become a key) » -

I Retentivi
v Message Message
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e View Translation Table

Path

MyProject/UI/Panels/Screen2/...
MyProject/UI/Panels/Screen2/...
MyProject/UI/Panels/Screen2/...
MyProject/UI/Panels/Screen2/...
MyProject/Ul/Panels/Screen1/...
MyProject/Ul/Panels/Screen2/...
MyProject/Ul/Panels/Screen2/...
MyProject/Ul/Panels/Screen2/...
MyProject/UI/Panels/Screen1/...
MyProject/UI/Panels/Screen3/...
MyProject/UI/Panels/Screen3/...
MyProject/UI/Panels/Screen3/...
MyProject/UI/Panels/Screen1/...
MyProject/UI/Panels/Screen2/...

Synchronized

Afd0d0O’s Qg



Translation table

d Remove Tran8|ations Translation Table Hetniows rarsiativns | | Addbacste | Viea Translation References
ey en-U15 &
« to remove one or more rhed ' phd
keys from the table Acknowbedge Acknowledge
Acknowdedge Al Ackmowladge All
ALTive ALl
* Add locale e s
1. Click to add a new language S i
Canfiern All Canfirrn All
2. Select thelanguage in a standard Confirmed Canfirmed
Language-Country ISO code Delete Delete
3. Confirm adding the new language
to the Project properties * Import/Export
» Translation Table can be exported and imported back
e \View Translation Reference using the "Translation Importer Exporter” script

. available in Template Library
» switch to Key Reference table
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Translation table

* Remove Translations Transiation Table venae wanstsuors | [RRTRRY View Tea
Key +| el @ Select the new beals..,
* toremove one or more rhed ncbid L -
keys from the table Adtnonledge Aekitbicig =
Acknowdedge &l Arcknowledge All ol L
AL Tive BCTiE i
* Add locale - o
1. Click to add a new language S i
Canfirrn All Ceonfirem ALl
2. Select thelanguage in a standard Confirmed Confirmed
Language-Country ISO code Delete Delete
3. Confirm adding the new language
to the Project properties * Import/Export
» Translation Table can be exported and imported back
e \View Translation Reference using the "Translation Importer Exporter” script

. available in Template Library
» switch to Key Reference table

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 355 0 FactoryTaIk
by ROCKWELL AUTOMATION



Translation table

e Remove Translations

* toremove one or more
keys from the table

 Add locale

1.  Click to add a new language

2. Select the language in a standard
Language-Country ISO code

3. Confirm adding the new language
to the Project properties

 \View Translation Reference

» switch to Key Reference table

Translation Table Rasrisavs Ir Ensnons | | sadd locals gy Transishg
Ry T+ en-ls B [T @

Acked

MNew locales added X

Acknowledge

fkmamdenige A The fallowing locale has been added: it-IT

AlTive Do you want toackd this lecale alse to the following locale-aware olyject?
Apphy Project: MyProject

Confirm

Canfiern all

Conflirmed T

Delete Delere

e Import/Export

» Translation Table can be exported and imported back
using the "Translation Importer Exporter” script
available in Template Library
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Translation key references

* Key Reference table

Translatlon Key References

. . SIFing T Koy
* shows all strings of the project i A
Acknowledga Acknowledge
Arckn nwlodgq- Al .Arknm-.'lndgc- AR
o T . " Artive Artive
 Setting "Synchronized" to true i i
Confirm Canflrm
o o Confirm All Conflrm Al
- creates a key into Translation Table N .
with the same text ki e
Labelt
e copy the key text into the default o
abe
language (en-US) - i
Message Message
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MyProject /LI Panals/Sereang/.
MyProject /LIy Panels/Screand),
MyPraject/ L1 Panels/Soreand/..
MyProject/Ul{Panels/Screenz/. .
MhBroject /UL Panels/Serean ),
MyProject/ UL Panels/Screend).
by Broject /U1 Panels/ Screani
MyPraject/ Ul Panals/Soreand),
MyPraject/ U1 Panels/Scresn .
MyPraject/ Ul Panels/Screens)
My Propect/ UL Panels/Sereendy,
Ay Brofect [UIY Panels/Scresny.
bbyProject/ LI Panals Screand ..,
MyProject /UL Panals/Screen,

Eynehranized
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Translation key references

* Key Reference table

Translatlon Key References

. . SIFing T Koy
* shows all strings of the project i A
Acknowledge Acknowledge
Arckn nwlodgq- Al .Arknm-.'lndgc- AR
o T . " Artive Artive
 Setting "Synchronized" to true i i
Confirm Conflrm
. . Confirm All Confirm All
- creates a key into Translation Table N .
with the same text ki e
Labelt Labeli
e copy the key text into the default o
abe
language (en-US) - i
Message Message
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MyProject /LI Panals/Sereang/.
MyProject /LIy Panels/Screand),
MyPraject/ L1 Panels/Soreand/..
MyProject/Ul{Panels/Screenz/. .
MhBroject /UL Panels/Serean ),
MyProject/ UL Panels/Screend).
by Broject /U1 Panels/ Screani
MyPraject/ Ul Panals/Soreand),
MyPraject/ U1 Panels/Scresn .
MyPraject/ Ul Panels/Screens)
My Propect/ UL Panels/Sereendy,
Ay Brofect [UIY Panels/Scresny.
bbyProject/ LI Panals Screand ..,
MyProject /UL Panals/Screen,

Eynehranized
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Translation usage

Fropertles B+ + ¢

* Two ways to set the "starting” language: g "ome NebrPrsenmenghe

Dynamic variables polling tme 00000:06:00. 100

Type Mative presentation engine

1. Language or Locale Id

of the "Starting user ek
2. Firstlanguage listed Logniloeow
inthe "Locales" project propert Start window Mainivindow (type) 6
p J p p y Starting uzer AnonyTnous s
Etyla sheet BefaultStylaSheat &b

* How to change the language at Runtime

 Method
e Command > Variable commands > Set variable value

 Variable to Modify

* Aliases > {Session} > Session > ActualLanguages

 Value
» Select the language ISO code
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Translation usage

Fropertles B+ + ¢

* Two ways to set the "starting” language: g "ome NebrPrsenmenghe

Dynamic variables polling tme 00000:06:00. 100

Type Mative presentation engine

1. Language or Locale Id

of the "Starting user” z
exl render Type Alita
2. Firstlanguage listed Loginisicw
in the "Locales" project propert Start window MainWindow {type) 6>
p J p p y Starting uzer Uger i
Etyla sheet BefaultStylaSheat &b

* How to change the language at Runtime

 Method
e Command > Variable commands > Set variable value

 Variable to Modify

* Aliases > {Session} > Session > ActualLanguages

 Value
» Select the language ISO code
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Translation usage

* Two ways to set the "starting” language:

1. Language or Locale Id
of the "Starting user”

2. Firstlanguage listed
inthe "Locales" project property

How to change the language at Runtime
* Method

e Command > Variable commands > Set variable value
 Variable to Modify

* Aliases > {Session} > Session > ActualLanguages

* Value

» Select the language ISO code

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Properties

(&)

Password

Mame User]

Type LUser

Localalds [i-1T
Languages
Measurement gystem

Domain
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Translation usage

Properties B+ + ¢
Mame MyProject

* Two ways to set the "starting” language:

L L3
L]

1.  Language or Locale Id TR Hiolect foider
T c T Loczles i-IT; en-LUIs
Of t h € Sta rt In g user Translation fallback locales an-Us
2. Firstlanguage listed Sranching enaid
in the ..Locales.. pFOJeCt property MEEELH-EMEIH'[ ayelama map  Defawl mappng =
Authentcation mode Mode! only
Diefault wser falder llsers -]

* How to change the language at Runtime
* Method
* Command > Variable commands > Set variable value
 Variable to Modify
* Aliases > {Session} > Session > ActualLanguages
* Value
» Select the language ISO code
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Translation usage

* Two ways to set the "starting” language:

1. Language or Locale Id
of the "Starting user”

2. Firstlanguage listed
inthe "Locales" project property

* How to change the language at Runtime
* Method

e Command > Variable commands > Set variable value
 Variable to Modify

* Aliases > {Session} > Session > ActualLanguages

 Value
» Select the language ISO code

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Properties B +¢

i Mame MyProject
. Type Progect folder
Loczles i-IT; en-LJs

Translation fallback locales an-Us

Branching enablad False
Measurement aystams map  Jefaull mapping
Authenbcation mode Model only
Detautt user folder sers

Events

~ ¥ MouseClick event
= Method .[VariableCommands/Set
= Input arguments
VanableToModify {Sessionl/Actuallanguages
Value Loceleld endlS
Arrayindex 0
¥ MouseDown event

¥ MouselUp event
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Hands-on session

* Use some strings to label objects around the project

* Import strings into the Translation Table using the Key Reference Table
then edit the translation manually

* Change the language at Runtime with the Emulator

* Optionally
* try to export the Translation table,

* modify with an external editor,
e import back in Optix Studio
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Measurement system

* Choose between:
* International System of Units(Sl)
« US Customary measurement system

* British Imperial units

* is enough to set the Unit of Measure
on the Variable, then at Runtime,
the conversion will be automatically applied
depending on the Measurement System chosen

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Localize an Analog Variable

1. Define anew Analog Variable with
Engineering Unit into the Model folder

2. Addan Analog Variable to the object

3. Intothe object's Analog Variable
set an Advanced Dynamic Link using
"Binding mode between Source and
Parent engineering unit”

4. Link the object's value to the object's
Analog Variable

* Unit of measure can be defined directly
withina Comm.Driver Tag as well

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.
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Marne Temperature
var

Type Analog variable

* Temperature Fioat 0
= EURange
Loww limit H
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Localize an Analog Variable

1. Define anew Analog Variable with
Engineering Unit into the Model folder Q EUInformation Editor x

2. Addan Analog Variable to the object Speed: yard per hour [yd/h]

i ' i Speed: yard per minute [yd/min)
3. Intothe object's Analog Variable peed: yard per minute [yd/min

set an Advanced Dynamic Link using
"Binding mode between Source and

Speed: yard per second [yd/s]
Surface tension: newton per meter [N/m]

Temperature: degree Celsius [°C] 1,

Parent engineering Unit" Temperature: degree Fahrenheit [*F]
4. Link the object’s value to the object’s Temperature: degree Rankine [*R] !
Analog Variab|e Temperature: kelvin [K]

Thermal conductance: watt per kelvin [W/K]

* Unit of measure can be defined directly [ conce |
withina Comm.Driver Tag as well
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Localize an Analog Variable

1. Define a new Analog Variable with |
Engineering Unit into the Model folder ﬂ Properties B+ + »

Marne Temperature

2. Addan Analog Variable to the object var |
Type Analog variable
3. Intothe object's Analog Variable v Temperature  Floar 0
set an Advanced Dynamic Link using - EURange
"Binding mode between Source and Low limit 0
Parent engineering unit” High limit 0

Constrain Falze

4. Link the object's value to the object's
Analog Variable

* Unit of measure can be defined directly
withina Comm.Driver Tag as well
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Localize an Analog Variable
1. Define anew Analog Variable with
Engineering Unit into the Model folder 9
2. Addan Analog Variable to the object

3. Intothe object's Analog Variable - e
set an Advanced Dynamic Link using
"Binding mode between Source and
Parent engineering unit” ; s

4. Link the object's value to the object's
Analog Variable

* Unit of measure can be defined directly
withina Comm.Driver Tag as well
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Display and localize the Engineering Unit

1.

Add alabel to the screen and create a
DynamicLink from the Analog Variable to
the Text property of the label

Open the DynamicLink popup, expand the
Analog Variable and select Engineering
Unit > Display Name

Reopen the DynamicLink popup, move to the
Advanced tab and localize the Engineering
Unit

PUBLIC « Copyright ®2024 Rockwell Automation, Inc.
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Display and localize the Engineering Unit

1.

Add a label to the screen and create

a

DynamicLink from the Analog Variable to

the Text property of the label

Open the DynamicLink popup, expand the
Analog Variable and select Engineering

Unit > Display Name

Reopen the DynamicLink popup, move to the

Advanced tab and localize the Engineeri
Unit
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Display and localize the Engineering Unit

1. Addalabel to the screenand create a
DynamicLink from the Analog Variable to
the Text property of the label

2. Openthe DynamicLink popup, expand the a
Analog Variable and select Engineering )
Unit > Display Name ot T ——

. w amvirdoe ¢ Lsbel @ T

3. Reopenthe DynamicLink popup, move to the
Advanced tab and localize the Engineering
Unit o PR = -

L=li i Do

deckl chyraas gl o .Em.u
iy B,
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Test the conversion

3 NewHMIProject11 —

1. Addtwo buttons to change the
Measurement System

2. Execute the runtime and check the 122 °F
conversion _
€3 NewHMIProject1l _
50 o
USA [a
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Set a measurement system

* How to change the Measurement System at Runtime

 Method
e Command > Variable commands > Set variable value

 Variable To Modify
* Aliases > {Session} > Session > ActualMeasurementSystem

Evenrs

= § MouseClick event

°
Va l ue = Method -JCommandsVariableCommandsfSet

 Select one of the available - Input arguments
Measurement SySt ems VariableToModify {Session}fActualMeasurementSystem
MeasurementSystem  International system of units
Arraylndex 0
¥ MouseDown event

¥ Mouselp event
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Hands-on session

e« Set one or more Units of Measure to one or more variables

e Add a button to change
the Measurement System (or the Locale)

* Check the conversion is applied
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Version control and Collaboration

* Version Control
» used for keeping track of incrementally-different versions
» work also locally (offline)

* Collaboration
e distributed version control

e form of version control in which the full history,
is mirrored on every developer's computer

e enables automatic management of merges,
» does not rely on a single location for backups
* Gitisadistributed version control system

* GitHub is an Internet hosting service using Git
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Version control and Collaboration

* Version Control
» used for keeping track of incrementally-different versions
» work also locally (offline)

* Collaboration
e distributed version control

e form of version control in which the full history,
is mirrored on every developer's computer

e enables automatic management of merges,

» does not rely on a single location for backups
* Gitisadistributed version control system

* GitHub is an Internet hosting service using Git
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Version control: save and commit locally

* Save and Commit

allow saving the project o] n MO O bl 4+ [ Emulator +
keeping track of changes =g |

Save As...
Save and Commit...

 Works "Local"
Export b

* |deal for those who work alone
with no colleagues that collaborate on the project

« No more needs to make zip files named v1, v2...

* The history button show differences,
and allow restoring a previous version
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Version control: save and commit locally

* Save and Commit

allow saving the project o] n & &0 90 bRl 4+ @ emulator -
keeping track of changes |

Save
Save As...
. Works "Local" Save and Commit... Save and commit... x
Export ' Commit message
¥1 - Just some Ul elements
* |deal for those who work alone '
with no colleagues that collaborate on the project B -

« No more needs to make zip files named v1, v2...

* The history button show differences,
and allow restoring a previous version
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Version control: save and commit locally

* Save and Commit

allow saving the project o] n & &0 90 bRl 4+ @ emulator -
keeping track of changes |

Save
Save As...
» Works "L ocal' Caio it Cotamit.. Save and commit... X
Export ' Commit message
V2 - adjustments to Ul elements
* |deal for those who work alone '
with no colleagues that collaborate on the project B -

« No more needs to make zip files named v1, v2...

* The history button show differences,
and allow restoring a previous version
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Version control: save and commit locally

e Save and Commit, View history
aIIow' Saving the prOJECt (92, dustmentsto Ul clomerts  oes 01 [ A
keeping track of changes

~ Ul

—) V1 - Just some Ul elements
] 9 09:24- {m |
Thu Sep 22 09:24:35 2022 +0200 by LucBeg

~ B MainWindow (type)
~ 4» SpinBox1
n n wr LeftMargin
* Works "Local .
var TopMargin

~ 4» SpinBox2

~ war Value
* |[deal for those who work alone S Dy
with no colleagues that collaborate on the project b 0 SpinBexa

« No more needs to make zip files named v1, v2...

* The history button show differences,
and allow restoring a previous version

PUBLIC - Copyright ©2024 Rockwell Automation, Inc. 384 6 FactoryTaIk

by ROCKWELL AUTOMATION

Filterby: 11

130 » 260 o)

78 » 80 %

{Nodeld:ns=81;g=ee385914-.. %



Version control: save and commit locally

° Save and Commit, View history Fiherby: l 1
allow saving the project
keeping track of changes

I:’ v2 - adjustments to Ul elements )

~ 5% MyProject
Thu Sep 22 09:33:47 2022 +0200 by LucBeg

war BranchingEnabled 0

v1 - Just some Ul elements
o

Thu Sep 22 09:24:35 2022 +0200 by LucBeg » & PasswordPolicy

wr Locales {en-Us}
n 1 war LocaleFallbackList {en-US}
* Works "Local -

» b Model

» Converters

* Ideal for those who work alone s Alarms
with no colleagues that collaborate on the project ™ Recipes

» Loggers
Ia DataStores

« No more needs to make zip files named v1, v2... = Reports

I OPC-UA

®@ ® @ ® ® @ @ ® @ @ ® 6 @ ® @

s CommbDrivers

¢ The hIStory bUtton ShOW dlffe renCeS, A Commits that occurred after a restored version will be removed permanently.
and allow restoring a previous version
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GIT workflow vs. Optix workflow

GIT Workflow Optix Workflow

LOCAL

1

* Optix «hides» the GIT commands to improve the user experience
» User does not need to know anything about GIT commands and workflow
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Collaboration tips

 Always configure/verify the GitHub
access from Studio options

* General Git-related tips

* Repository name MUST have the same
name of Optix project

* Some git providers does not allow non-
alphanumerical characters

* You can set the repository to be Private,
then share with colleagues
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Sharing libraries using Version Control

 a Custom Library can be shared exaclty the ! Libraries X
Same aS the prOJectS Dirag an obpect onto your canyas or nto a library.
Tvpa losearch.. Q +
¢ IR GraphicElements Mew Borary
c . . New remote Hbrary
* a Shared Library is useful when the company & Misc
has built his own graphical or widget library M Eorpls
in the way all projects reuse the same f:f*“‘*
basic components i i " l=
= Alarm Bannes l
* Libraries does not offer back compatibility, (3 Atarm Grid
once somebody from the collaborators w Alarm History Grid
upgrades a library, everybody must upgrade R N A e
the IDE to use it (same as projects)
=3 Adarm lcon
DESCRIPTION .
Alarm banner that displays actve alarms at runteme, When multiple alarms are

s
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Hands-on session

In case of fire m
'O' 1. git COmmlt

 Explore the version history ﬁ 2. git push

e Execute some Save and commit

3. leave building

* Try torestore to a previous state
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Define client-server architectures via OPC-UA

* Thanks to the Full-featured OPC-UA architecture of FactoryTalk Optix
It's possible to define client-server architectures

—
* Clients will have access to: il <“-E__
» Variables Client i
* Methods — i
 Alarms and Historical Alarms HMI <=

« Datalogger and Eventlogger Client

* Recipes
* Client: HMI project with OPC-UA Client (Full OPC-UA Client = 3 tokens)

 Server: HMI project with OPC-UA Server(1client=1token, 2 o more clients =3 tokens)
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Configure the server

+ On the HMI project, Priece < v =
. . Type to search... Q Name OPCUAServer
that is going to act as a Server, ET— R e 0PCUA semer
add the OPCUAServer node Ul — Server
» s Model Endpoint URL opc.tep://localhost:59100
I» Converters & Nodes to publish
. larms ampling interva :00:00.
» Endpoint can be manually changed A mnemens e
ecipes ultiple connection alse
» In Loggers — Security
» I DataStores Minimum message sec.. None
° Also NOdeS to pUb||Sh I» Reports Minimum security policy None
can be manually defined ey sServercertficate fle
Server private key file
» I CommbDrivers — Information
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Configure the client

° On the HMl prOJeCt, Project view < >

+ ¥

that is going to act as a Client, .
add the OPCUACIlient node U
= Model

= Converters

b Alarms

« Server endpoint must be the © Recipes
one defined into the Server project s Loggers

= DataStores
Im Reports
~ Im OPC-UA

* Events property should be set to "All"
to be able to attach to Methods,
Alarms, Loggers...

la CommbDrivers
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Properties

Name OPCUACIient1
Type OPC UAclient
— Client
Events
Synchronize the Node IDs on start
— Server Connection
Server endpoint URL
Verify server identity
Requested publishing interval
& Runtime configurations
— Security
Minimum message security mode

Minimum security policy

All

False

opc.tep://localhost:59100
True

0000:00:00.000

None

None



Configure the client

» Using the OPCUA Tag importer,
it's possible to import not only variables
but also objects!

* For example, select the entire folders
Model, Alarms, Loggers and DataStores

* Elements like Alarms, Datalogger
and AlarmsEventLogger can be used
as they were part of the Client project
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C@® Online

~ [ ® BoilerDemo

[[] wr BranchingEnabled
[[] wr Locales
[[] wr LocaleFallbackList
» Owmul
v %4 = Model
[C] m Converters
’ i Alarms
» [C] m Recipes
» [ m Loggers
v %4 B DataStores

[C] m Reports

v [[] ® PasswordPolicy
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Project folder
Variable
Variable
Variable
Folder
Folder
Folder
Folder
Folder
Folder
Folder

Folder

Password policy

Type to search... Q C
Boolean
String[0]
String[0]
Apply



Configure the client

» Using the OPCUA Tag importer,
it's possible to import not only variables
but also objects!

* For example, select the entire folders
Model, Alarms, Loggers and DataStores

* Elements like Alarms, Datalogger
and AlarmsEventLogger can be used
as they were part of the Client project

= I Panels

Edit with UT editer

b

¥

I Model

b Converters

ke Alarms

i Reclpes

= Loggers

i DataStores

& Reports

i OPC-UA

& CommDrivers

i Metlogic
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Cortainers

Cortents

Dafa controds | 9 Combo box
Drawings v | @ List box
Templates i F Datagrid [
Farels # Trend

| K Native presentation engine & XY chart

§ Web presentation engine & Pie chart

B Style sheat ils Histogram chart
W UT Session
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Configure the client

» Using the OPCUA Tag importer,
it's possible to import not only variables

but also objects! w Loggers
s DataStores
= Reporis
* For example, select the entire folders - I OPC-UA
Model, Alarms, Loggers and DataStores - B OFCUAGlent}

& OPCUATagimporter =

= W Objects
« Elements like Alarms, Datalogger '““ﬂﬂfm
kB Moded
and AlarmsEventLogger can be used < aall
as they were part of the Client project « M Loggers
M Datalogger B

B AlarmsEveniLogger rg
b I DataStores

e CammDrivers
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Configure the client

» Using the OPCUA Tag importer,
it's possible to import not only variables
but also objects!

* For example, select the entire folders
Model, Alarms, Loggers and DataStores

* Elements like Alarms, Datalogger
and AlarmsEventLogger can be used
as they were part of the Client project
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Hands-on session

* Use the BoilerDemo project as Server
* Create a new project that acts as a Client

* Try to visualize and manage the Server's Alarms,
Alarm History and Datalogger from the Client project
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Domain authentication

* Login can be forwarded to external services
 Active Directory
« LDAP with SSL (no LDAPS)

* Oauth 2.0 (only with PKCE and JWKD endpoint) = Authentication
Buthentisticn mode
* Need to configure the authentication server Default user Folder
. Default domain name
propertles Domman server addness
° Type C& certifecate file
* Address

e Certificates
e Tokens (for Oauth 2.0)

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 400 6 FactoryTaIk
by ROCKWELL AUTOMATION



Domain authentication

* Login can be forwarded to external services

- Aifherkicotion

 Active Directory

Audherrhoation miods

® I_DAP W|th SSI_ (nO LDAPS) Drafauitt ucer tokder A Lhar
» Oauth 2.0 (only with PKCE and JWKD endpoint) Daimain
. o . Authonzation path
* Need to configure the authentication server Foker et
. TWES path
properties Client B
Redirect LR
) Type Additicinal soopes
« Address Heme cleim
Group clairm
 Certificates toadience

e Tokens (for OAuth 2.0)
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Domain authentication

* No need to create local users

 |f the authentication is validated by the server, alocal useris
automatically added to the project

* Loginis always validated by the authentication server
* No password caching can be done
« Cannot login if the authentication server is unreachable

» FactoryTalk Optix groups are automatically mapped to
the authentication server groups
* Designer must have the list of groups in advance

 When logging to the authentication server, the list of groups
where the users belongs is returned, a mapping to the Optix user
with the same name is performed automatically

* Forexample, if “user1”is part of the “operators” group on the
authentication server, all controls linked to the local “operators”
group will be accessible

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 402
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Domain authentication

* If the designer does not have a list of the groups from
the authentication server, roles can be used

« All Ul controls are tied to the Roles defined in the FactoryTalk m
Optlx application dd new gmup

| administrain

o Al mnEIame

» Groups can be created at runtime, then each group can be Assaclsked rales
assigned to one or more roles during after deploying the project Rt

Falad

 Full example is available in the GitHub organization

* Optix_Sample_AssignRolesToGroupsAtRuntime: How to assiciate
Active Directory groups to FactoryTalk Optix roles at runtime

Resmyores group |
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https://github.com/FactoryTalk-Optix/Optix_Sample_AssignRolesToGroupsAtRuntime
https://github.com/FactoryTalk-Optix/Optix_Sample_AssignRolesToGroupsAtRuntime
https://github.com/FactoryTalk-Optix/Optix_Sample_AssignRolesToGroupsAtRuntime
https://github.com/FactoryTalk-Optix/Optix_Sample_AssignRolesToGroupsAtRuntime
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Ul Session

-~ 5e i ;
s% MyProject Properties H 2z o+ W
| meseconwos
Mame UISession! (ype)
= Model Copy Containers ) Bk
Type Ul Session
I Converters Paste Contents ' _
Delete Data controls 3 Inactivity imeout duration  2000:00:00, 000
la Alarms
Rename Drawings ’ Inactivity timeout active False
I Recipes . . .
Show References A Native presentation engine Localelds
= Loggers % Web presentation engine
Copy path to node P g Languages
I» DataStores Model analvei , B Style sheet
€l analysis S — Measurement system
» Reports Sessio
= MainWi
 OPC-UA MainWindow
Evenis *
. .. . ¥ TdieTimeoutEvent +
* Ul Session allows defining a custom Session ¥ UsercessionEvent .

to be used on Native or Web presentation engine

 Allow customizing: Inactivity Timeout, Locale, Language and Measurement System
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Session variables vs others

e Model/Comm. Driver variables

Properties H a7
* belongs to the Project context
Mame UISesslonl (type)

 display the same value regardless of sessions or panels Type UISession

Inactvity tmeout duratl... COO0:HEOR 000

° Pane| Va riab|es Inactvity Umeout active  False

Localelds
* belongs to the Panel context

Languares
» different sessions show different values, Measurement system

but when you change the panel the value is lost

e Session variables

* belongs to the Session context

e different sessions show different values,
but when you change the panel the value is retained
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Session variables vs others

e Model/Comm. Driver variables
* belongs to the Project context

 display the same value regardless of sessions or panels

e Panel variables
* belongs to the Panel context

 different sessions show different values,
but when you change the panel the value is lost

e Session variables

* belongs to the Session context

e different sessions show different values,
but when you change the panel the value is retained
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Properties H a7
Mame UlSessic Display name
Description
Type LI Sessi
v \fariable

Inactivity imeout @ ., s rsing varisbla

Inachivity Umeoul @ w Node poinber

Localelds O Allas
Languages
Measurement system
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Session variables vs others

e Model/Comm. Driver variables

Properties H a7
* belongs to the Project context

Mame UISesslonl (type)

 display the same value regardless of sessions or panels Type Ul Session

Imactvity timeout duratl... OO0 000

° Pane| Va riab|es Inactivity Umeout active  False
Localelds
* belongs to the Panel context .
nguages
o different sessions show different values, Measurement system
but when you change the panel the value is lost Session Variablel 1031 0

e Session variables
* belongs to the Session context

e different sessions show different values,
but when you change the panel the value is retained
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Session variables example

( Project ~\
(— Session1 —\ (— Session?2 _\
~ Panell |\ A Panel2 |~ ~ Panell |\ (A Panel2 |
varl 1 varl 1l varl 1 varlT 11
var2 2 var2 1 var2 3 var2 4
vard 7 vard 7 var§ 8 vard§ 8
\ J \_ J \ J \ J
\\ J L ))

* Examples of different Ul Sessions

« Examplel: one Session active on Native Presentation Engine,
and another Session on the Web Presentation Engine

* Example2: two browsers connected to the same Web Presentation Engine

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 409 0 FactoryTaIk
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varl=Model variable
var2 = Panel variable

var3 = Session variable
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NET
 What is .NET?

« .NET is a free, open-source development platform

« What is .NET Standard?

« .NET Standard is an API specification that lets you develop class libraries
for multiple implementations of .NET

« What are .NET Framework, Mono and .NET Core?

* They are formally known as implementations of .NET Standard

Optix 15 )

OptixT4_ >

£ 8

« NET Framework is the original implementation of .NET (runs only on Windows)

* Mono is used when a small runtime is required (formerly used by UNIQO)

* .NET Core is the latest implementation and runs on any platform (used by OPTIX)

« What is C#?

* it's one of the programming languages supported by .NET

 What .NET version does Optix support?

* Depends onthe FT Optix version, check requirements in the Install Guide

« Additional packages or libraries must be compatible with the specific .NET version (NuGet packages for example)
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Version
NET8LTS
NET7
.NETG6.0LTS
.NET5.0
NET 3.1 LTS
.NET 3.0
.NET 2.2
NET 2.1 LTS
.NET 2.0
NET 1.1
.NET 1.0

Start Date
Nov 14, 2023
Nov 8, 2022
Nov 8, 2021
Nov 10, 2020
Dec 3, 2019
Sep 23,2019
Dec 4, 2018
May 30, 2018
Aug 14, 2017
Nov 16, 2016
Jun 27,2016

End Date
2026

May 14, 2024
Nov 12, 2024
May 10, 2022
Dec 13, 2022
Mar 3, 2020
Dec 23, 2019
Aug 21, 2021
Oct 1, 2018
Jun 27,2019
Jun 27,2019



NetLogic

* [t's an object that contains C# code _
compatible with the .NET version used by e e Y T R

the current release of FactoryTalk Optix wssoow
Shiey FRRLITE [HE e
» Supported NetLogic Editors: T ——y -
 Microsoft Visual Studio Code (Download) ::m“ I;,:m :

* C# Extension needs to be installed

 Microsoft Visual Studio 2022 (no previous versions)

B CommDrivers

* Types Of Netl—ogic W b =# Runtime NetLogic

i i » I Securi Copy e# Design-time NetLogic
* Runtime: to be executed at Runtime BRI

b Im Translations Paste » Folder

» Design-time: to be executed in IDE .
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https://code.visualstudio.com/

Design-time NetLogic

 Where can be placed? e, — _ |
PURLLC Cla55 D‘EEIEF‘TIWHE"ELDEJ.-TI ' EESEH’ETLDEI:

. [
Anywhere! [ExportMethad]

But usually stay in NetLogic folder :wt-lic woid Method1()

e When is the method executed? |

}

ff Imsert code to be executed by the method

 When the "exported method"
is executed/called from Studio

I CommbDrivers

 Notes on [ExportMethod]: - m Netlogic
» Allow exposing the method outside the script ute Methodt
4 Security o ]
* Must be used before every method ) W Translations " i NET code ecfor (extema)
that need to be exposed -

* Exported methods, must be «public»

» Methods must be void, output are passed as
arguments using the «out» modifier
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Design-time NetLogic: create simple variables

[ExportMethod]

public void CreateSimpleVariables()

{
var myFolder = Project.Current.Get<Folder>("Model/Variables");
if (myFolder!=null)
{

myFolder.Delete(); ——» pglete the folder(ifany)

}

myFolder = InformationModel.Make<Folder>("Variables");
for (int i=1; i<=3; i++)

{
var myVar = InformationModel.MakeVariable("Variable" + i, OpcUa.DataTypes.UInt16);
myFolder.Add(myVar);

}

Project.Current.Get("Model").Add(myFolder);

}

TIP: Optix uses some custom APIs to create and manage TIP: When creating multiple elements under the same
project elements of any kind. parent folder, a best practice is to create the container,
Do not use the var myVar = new IUAVariable(); add the element and finally add the container to the
syntax from plain C# as it will not work, it will only create project. This will avoid executing multiple calls to the
an useless blank class FactoryTalk Optix information model

AN J

T
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Design-time NetLogic: create simple variables APIs overview

[ExportMethod] » Map this C# method to an equivalent OPCUA method
"pubTic" void CreateSimplevariables()

{

var myFolder = Project.Current.Get<Folder>("Model/Variables");
if (myFolder!=null)

L S
: myFolder.Delete(); :——» peletethe folder(if any) From the root of the current project

} EEEEEEEEEEEEEEEEEEEEEEEEEEN "

myFolder = InformationModel.Make<Folder>("Variables");

for (int i=1; 1<=3;1++) Create an object of type “Folder” called “Variables”
Elements
areinC# {
code only :VaJ;_WVaJ;__:__Inf_qr‘mat_ionModel MakeVariable("Variable" + i, OpcUa.DataTypes.UInt16);

‘myFolder.Add(myVar) ;:

JLmrreneessssesseeneenneea Create a new variable called “VariableX" of type UINT16

: Project.Current.Get("Model").Add(myFolder);

} LSS E NS NN NN NN NI NN NN NN NI RSN NS NSNS NN NN EEEEEEEEER

The Optix class to create project elements

Add the variable to the folder
Add the folder containing all the variables

from the C# code to the project

| P T
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Retrieve the element of type “Folder” at the path “Model/Variables”



Design-time NetLogic: create Motor Type and instances

[ExportMethod]

public void CreateMotorType()

{
// Create an UAObject and call it MotorType
var motorType = InformationModel.MakeObjectType("MotorType");
// Create some properties for the motor object
var speed = InformationModel.MakeVariable("Speed", OpcUa.DataTypes.UIntl6);
var running = InformationModel.MakeVariable("Running", OpcUa.DataTypes.Boolean);
// Attach the properties of the motor to the motor object
motorType.Add(speed);
motorType.Add(running);
// Attach the motor type (with the child properties) to the project
Project.Current.Get("Model").Add(motorType);

}
[ExportMethod]
public void CreateMotorInstances()
{
// Create a new folder
var motorInstancesFolder = InformationModel.Make<Folder>("MotorInstances");
// Create some motors and add them to the new folder
for (int 1 = 1; i <= 3; i++)
{
var motorType = Project.Current.Get("Model/MotorType");
var motorInstance = InformationModel.MakeObject("Motor" + i, motorType.Nodeld);
motorInstancesFolder.Add(motorInstance);
}
// Attach the folder (with the motors) to the current project
Project.Current.Get("Model").Add(motorInstancesFolder);
}

| P
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Design-time NetLogic: create widget instances

~ Ia Ul
o
& Defaultstyleshest o &
§ MativePresentationEngine
[ExportMethod] B MainWindow (type) e .
public void CreateMotorWidgetInstances() - I Widgets o
{ _ A
// NOTE: the "MotorWidget" type with "MotorAlias" alias, ~ O MotorWidget (type)
// must be already available at UI/Widgets @ speed 5
01 o
for (int i = 1; i <= 3; i++) & running =
{
var motorWidgetType = Project.Current.Get("UI/Widgets/MotorWidget");
var motorWidgetInstance = InformationModel.MakeObject("MotorWidget" + i, motorWidgetType.Nodeld);
motorWidgetInstance.SetAlias("MotorAlias"”, Project.Current.Get("Model/MotorInstances/Motor" + i));
((Panel)motorWidgetInstance).LeftMargin = ((Panel)motorWidgetInstance).Width + 50) * (i - 1);
Project.Current.Get("UI/MainWindow").Add(motorWidgetInstance);
}
) 4 A

contain the margin properties

\

Cast to Panel is needed as the MakeObject would
return a generic OPC-UA Object which does not

J
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Design-time NetLogic: script parameters

» Variables added to the NetLogic object
behaves like script parameters

* Value of these variables can be read
using LogicObject.GetVariable("{variable}").Value

[ExportMethod]

public void ReadParameters()

{
string varName = LogicObject.GetVariable("Variable Name").Value;
string folderName = LogicObject.GetVariable("Folder_Name").Value;
Log.Info(LogicObject.BrowseName, "Variable Name = " + varName);
Log.Info(LogicObject.BrowseName, "Folder Name = " + folderName);
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Properties H AF + W
Mame DesignTimeMetlogicl
wa =
Type Metlogic
Variable Mame String  MyWariable
Folder_ Mame ) MyFolder
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Access node path

* Using Log.Node (IUANode); astringisreturned containingthe project pathto
such node

var myNode = Project.Current.Get(“Model/Variablel”);
var nodePath = Log.Node(myNode); // returns /Objects/Model/Variablel
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NetLogic don'ts !

1. NetLogic class name must be the
same of the NetlLogic object name

*Don't change the name
from the source code!

*Rename it from Studio instead!

2. NetlLogic objects are also browsable
from the NetSolution

*Don't delete a NetLogic
from the solution!

e Remove it from Studio instead!
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Cast vs Type parameter

* Use of a "type parameter”
» Type parameter can be used with "generic methods" that allows using different types

» A generic method can be called either without an argument or by specifying the type of argument within angle
brackets

* Returns null if MyFolder is not an instance of Folder

var myfolder = Project.Current.Get<Folder>("Model\MyFolder");
* Use of a "cast”

e a castis an explicit conversion

» To perform a cast, specify the type that you are casting to in parentheses in front of the value or variable to be
converted.

 Throws InvalidCastException if M\yFolder cannot be assigned to Folder type

var myfolder = (Folder)Project.Current.Get("Model\MyFolder");
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Copy path to node

» Can be useful when using absolute addressing

= 2% MyProjact

U With Project.cCurrent.Get
- Im Model
= I MyFolder o .
il [ * Provides the absolute path of the node to clipboard
e MyWariable2 Paste
we MyVarlable3 Delats "MyProject/Model/MyFolder/MyVariablel™

Renams
I Converters

Show References

W Alarms — . Project.Current.GetVariable("Model/MyFolder/MyVariablel");
s Recipes

W Loggers Enprpamm[gude

& Datastores

* NOTE: remember to remove the project name
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NetLogic(s) FAQ

» Canladd ActiveX controls to my FactoryTalk Optix application?
* No, you can't add ActiveX to FactoryTalk Optix, this is due to safety concerns(deprecated technology)
* | have my custom WPF application, can | embedd it into FactoryTalk Optix?
* No, graphics can only come from FactoryTalk Optix Ul, there’s no chance to embed other applications
* |f the custom application exposes a HTML interface, the WebBrowser object can be used
» Can | use any NuGet package in my FactoryTalk Optix application?
* Yes, if they are compatible with the .NET version used in FactoryTalk Optix

* Yes, if they are cross-platform capable (compiler target must be AnyCPU)

* Exceptions are:
* Windows Forms (WPF and derivates are not cross-platform and cannot be used)

* Microsoft.SOL (customers should use ODBC connectorinstead) - Limitation was removed in Optix 1.6.X
* Any limitations in a DesignTime script?
» Thereis no way to access value of PLC tags(CommDriver only exist at Runtime)

* Thereis noway tointeract with ODBC connectors, EmbeddedDatabase or InfluxDB using Optix modules
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Hands-on session

* Write one or more Design-Time script

» See what happens if multiple variables are created with the same name

PUBLIC - Copyright ®2024 Rockwell Automat ion, Inc. 424 e FaCtOryTalk
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Runtime Netlogic

 Where can it be placed?

 into the NetLogic folder
* into the Main Window

* into a Panel

* into a graphical object (like a Button)

* When are the methods executed?

« Start: automatically executed when the node
that contain the NetLogic is created/opened

« Stop: automatically executed when the node
that contain the NetLogic is destroyed/closed

» Exported Method: executed when called by an Event

publilc

¢ lags Runatimedietioglc] o BaseletLagic
public averride vald Start()
I

do awocutod when the legic is started

I
pullc oversloe vold Stopf]
! code exocwtod when the legic iz stoppod
[ExporcHathiod |
punlic woid Auttonl Mothad()

o exelited by tl

!

& 1 hand
Q

Type to search...
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Runtime NetLogic:

» Every session of the
Runtime will create an
instance of the Ul
type that was
designed(session)

Elements of a session
can only interact with
elements from the
same session or
global scope

Elementsfrom a
global scope cannot
interact with
elements of a specific
session

scope

FactoryTalk Optix
Runtime

Ul

Mative Presentation
Engine

Web Presentation

10\

'/T*dative Presentation Engine Session

Fage1 [instance)

p Cramagsicl

Labet

e

Bunign

Fapl

A

' \Web Presentation Engine S5ession1 )

-\-\"\.

@ FactoryTalk
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Engine Page (Instance) [
A i Web Presentation Engine Session 2 3
Screens = | ) £
- 1 | B
;'__F__ FPagel linstance) |
Pagel(Type) BE-------aail - e — = . e -
~iL - L  Web Presentation Engine Session ...
b SR s B
+  Page X (Type) = - s. —— FPagel |instance)
s ol
T ™ Dartagricl Layhad Imnaga
Model ] Buttan Paral
5 L
Wariablel i
- VanablaX

b




Runtime NetlLogic: scope

» Button1 of Panell
cannot access
to method exposed by
RuntimeNetLogic2
because is related
to Panel2 (different type
and different scope).

* Panel2 and therefore
RuntimeNetLogic2
do not exists when
Buttonlis loaded

* Dynamic links from a
global scope (model
variables or PLC tags)
cannot point to objects
from a session scope

~ 2% MyProject I

~ I Ul ¥ MouseClick event

B DefaultStyleSheet

lvpe o searc
& NativePresentationEngine
= 38 Myfroje
= MainWindow (type) = () - U
~ 2 Panels = b Fanals
~ @ Panel1 (type) Y = & Panell {type
: o000 = O ButtonPanall
~ Ly ButtonPanel1 = Ol Buttonl CI
o0 ~ oF Fuintireeher] gl
+# RuntimeNetlLogicl = & Exampled
~ @ Panel2 (type) E * [l Marlogic
~ L) ButtonPanel2 e ~ uf funimetelogic3
=# RuntimeNetlLogic2 = 5 Bxamgple3
k= Model
~ [ Netlogic
% RuntimeNetLogic3 =
» B Security

@ FactoryTalk
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Runtime NetLogic: usage of "owner"

public class ChangeText : BaseNetlLogic

{ - 5% MyProject
[ExportMethod] S
public void ChangeTextRelativePath()
{ & DefaultStyleSheet
i LIOLIIE AU RUTIE ) #& MativePresentationEngine
Owner.GetVariable("Text").Value = "Text changed using Owner";
) = 23 MalnWindow (type) =
» B TextBox1 Ce
[ExportMethod] e =
public void ChangeTextAbsolutePath() EhangeTRRL -
{

// NOT WORKING AT RUNTIME!
Project.Current.Get<TextBox>("UI/MainWindow/TextBox1").Text = "Text changed using Project.Current";

}
}
| ProjectCurrent.. | Owner..
Type of path Absolute Relative
can be used torefer must be used to refer

RUMTME VS2LE nodes outside the Ul * nodes inside the Ul *

*This is due to the Ul Sessions, dynamically created at Runtime
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Runtime NetLogic: read/write variables value

~ O3 Panel1 {type)
&4 Button1
1k SpinBox
T Labell
" SpinBoxZ
T Label2
1 SpinBoxd
=¥ Calculate

= | Model
wr Wariablel
v yariablel

var Mariatle3

[ ExportMethod]
public void Sum()

{

var addendil
var addend2

a2 ¥ oa & q &

ot

a

addendl + addend2;
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r.rl Mame Buttond
Type  Bution
= AppEarance
Vizibla
Endabled

DIty

Events
= ¥ MouseClick event
Method
F Mouselown event

¥ Mouseltp event

(Int32)Project.Current.GetVariable("Model/Variablel").Value;
(Int32)Project.Current.GetVariable("Model/Variable2").Value;
Project.Current.GetVariable("Model/Variable3").Value

@ FactoryTalk
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Runtime NetLogic: subscribe to VariableChange event

private IUAVariable addendil;
private IUAVariable addend2;

-

~

J

public override void Start() This example executes the Sum
{
addendl = Project.Current.GetVariable("Model/Variablel"); When an addend Changes’
addend2 = Project.Current.GetVariable("Model/Variable2"); without the need to click
addendl.VariableChange += addendl_VariableChange;
addend2.VariableChange += addend2_VariableChange; the Button
}
private void addendl VariableChange(object sender, VariableChangeEventArgs e)
{
Project.Current.GetVariable("Model/Variable3").Value = (Int32)e.NewValue + (Int32)addend2.Value;
}
private void addend2_VariableChange(object sender, VariableChangeEventArgs e)
{
Project.Current.GetVariable("Model/Variable3").Value = (Int32)addendl.Value + (Int32)e.NewValue;
}
public override void Stop()
{
addendl.VariableChange -= addendl_VariableChange;
addend2.VariableChange -= addend2_VariableChange;
}

T
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Runtime NetLogic: set a variable always in use

private IUAVariable addend1l;

private IUAVariable addend2; / \

private RemoteVariableSynchronizer variableSynchronizer; Starting from the previous examp|el

oublic override void Start() here V.arlable.1 and VarlabIeZ.are

{ associated with Modbus registers,
addendl = Project.Current.GetVariable("Model/Variablel"); but they are notin use (because not

addend2 = Project.Current.GetVariable("Model/Variable2"); linked to anv obiect on pa e)
addendl.VariableChange += addendl_VariableChange; y J pag

addend2.VariableChange += addend2_VariableChange; SO they need to be added to a
QemoteVariabIeSynchronizer /

variableSynchronizer = new RemoteVariableSynchronizer();
variableSynchronizer.Add(addendl);
variableSynchronizer.Add(addend2);

}

private void addendl VariableChange(object sender, VariableChangeEventArgs e)

{ Project.Current.GetVariable("Model/Variable3").Value = (Intl6)e.NewValue + (Intl6)addend2.Value;
}

private void addend2_VariableChange(object sender, VariableChangeEventArgs e)

{ Project.Current.GetVariable("Model/Variable3").Value = (Intl6)addendl.Value + (Intl6)e.NewValue;
}

T ke
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Runtime NetLogic: execute code in asynchronous mode *

public override void Start()

{ * The asynchronous classes available are:
variablel = Project.Current.GetVariable("Model/Variablel");
myPeriodicTask = new PeriodicTask(IncrementVariable, 250, LogicObject);

. PeriodicTask to create a task that executes
myPeriodicTask.Start();

SCELTER = B code at reqular time intervals.
}
DelayedTask to create a task that executes
private void IncrementVariable(PeriodicTask task) code after a time delay.
{
dCounter = dCounter + 0.05; .
variablel.Value = 50 + Math.Sin(dCounter) * 50; Loanun_nln_gTaSK t.O create tasks that
} require significant time and/or CPU
resources.

public override void Stop()
{

myPeriodicTask.Dispose();
}

The default “async” methods in C# cannot
FRrVEEs PRIl CURe AN gii be used to access project nodes(to avoid
private IUAVariable variablel; .
TRRET ) Gl R concurrency issues), use the FactoryTalk
Optix classes from above instead
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Runtime NetLogic: execute DB query

private Store myStore;
private Table myTable; n Ar

private object[,] resultSet; EIPRETHER : "
private string[] header; g Name EmbeddedDatabase]
N

public override void Start() ype Embedded database

{ — Configuration
myStore = Project.Current.Get<Store>("DataStores/EmbeddedDatabasel™); A
myTable = myStore.Tables.Get<Table>("Tablel"); :

} In memory False

— Souchure

[ExportMethod]

. . . . . . = & Tables +
public void Insert(string Lot, string Prod, uint Quantity)

{ = Table1 (]
object[,] rawValues = new object [1,3]; // insert 1 row with 3 columns s g 0
rawValues[0,0] = Lot;
rawValues[0,1] = Prod; ~ & Columns 4
rawValues[9,2] = Quantity; Lt Sl
string[] columns = new string[3] {"Lot","Product","Quantity"}; Product G
myTable.Insert(columns,rawValues); Quantity 32 0

Cantr
PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 433 @ Fcﬂi_ﬁ[L}r\fTalk

by ROCKWELL AUTOMATION



Runtime NetLogic: execute DB query

[ExportMethod]
public void Delete(string Lot)
{
myStore.Query($"DELETE FROM Tablel WHERE Lot='{Lot}'", out header, out resultSet);
}
[ExportMethod]
public void Update(string Lot, uint Quantity)
{
myStore.Query($"UPDATE Tablel SET Quantity='{Quantity}' WHERE Lot='{Lot}'", out header, out resultSet);
}
[ExportMethod]
public void Select(string Lot)
{
myStore.Query($"SELECT Product, QUantity FROM Tablel WHERE Lot='{Lot}'", out header, out resultSet);
for (int i = 9; i < resultSet.GetLength(©); i++)
{
Log.Info(LogicObject.BrowseName, $"Product = '{resultSet[i,0]}"' - Quantity = '{resultSet[i,1]}'");
}
}

T
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NetLogic: look at some library scripts

4 A
Most Design-time scripts from
o MOTT push—agent (Runtime) TemplatelLibrary can pe modified to be used at
Runtime too!
g J

* FTP Client/Server (Runtime)
* ClockLogic (Runtime)
* Import/Export Alarm (Design-time)

* Import/Export Translations(Design-time)
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Hands-on session

* Write one or more Runtime script

» See what happens when adding an element to a page using Project.Current() vs.
Owner.Get()
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Debug with Visual Studio Cod

o &

« Setabreakpoint by clicking to the left of the
row number(ared dot will appear)

e Select
« Attach to FTOptixStudio for Design time NetlLogic
e Attach to FTOptixRuntime for Runtime NetlLogic

e Click"Run and Debug" on the left toolbar or hit
F5 on the keyboard

 Execute the script from FactoryTalk Optix
ey Studio or FactoryTalk Optix Runtime

FOEBAY WO oarmivic Pl (edooses)  F s e Mhaii Gl bk Bodai-Cos Do Dl Foed ety sl Ol Wicins Baks & fad

* Execute step-by-step
« Step Over(F10)

« StepInto(F11)
(Due to a bug of the C# Extension of VSCode,\ g
versions of the plugin between 2.4.4 and 2.34.10

may not work when debugging Designtime
\NetLogiC, please upgrade or downgrade as needed.)

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 438 @ FaC[Or}fTalk
by ROCKWELL AUTOMATION



Debug with Visual Studio Code
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(Due to a bug of the C# Extension of VSCode,\

versions of the plugin between 2.4.4 and 2.34.10
may not work when debugging Designtime
kNetLogiC, please upgrade or downgrade as needed.J

« Setabreakpoint by clicking to the left of the
row number(ared dot will appear)
* Select
« Attach to FTOptixStudio for Design time NetlLogic
« Attach to FTOptixRuntime for Runtime NetlLogic

e Click"Run and Debug" on the left toolbar or hit
F5 on the keyboard

 Execute the script from FactoryTalk Optix
Studio or FactoryTalk Optix Runtime
* Execute step-by-step
« Step Over(F10)
« Step Into(F11)
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Debug with Visual Studio Cod

a1l PN

« Setabreakpoint by clicking to the left of the
row number(ared dot will appear)

'h‘.;'.:.--:.l---'.n-n ) &

e Select
« Attach to FTOptixStudio for Design time NetlLogic
« Attach to FTOptixRuntime for Runtime NetlLogic

e Click"Run and Debug" on the left toolbar or hit
F5 on the keyboard

 Execute the script from FactoryTalk Optix
Studio or FactoryTalk Optix Runtime

* Execute step-by-step
« Step Over(F10)

« StepInto(F11)
(Due to a bug of the C# Extension of VSCode,\ g
versions of the plugin between 2.4.4 and 2.34.10

may not work when debugging Designtime
kNetLogiC, please upgrade or downgrade as needed.J
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Debug with Visual Studio Code

« Setabreakpoint by clicking to the left of the
row number(ared dot will appear)

e Select
« Attach to FTOptixStudio for Design time NetlLogic
e Attach to FTOptixRuntime for Runtime NetlLogic

e Click"Run and Debug" on the left toolbar or hit
F5 on the keyboard

 Execute the script from FactoryTalk Optix
Studio or FactoryTalk Optix Runtime

* Execute step-by-step
« Step Over(F10)

« StepInto(F11)
(Due to a bug of the C# Extension of VSCode,\ g
versions of the plugin between 2.4.4 and 2.34.10

may not work when debugging Designtime
\NetLogiC, please upgrade or downgrade as needed.)
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Debug with Visual Studio 2022

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 442

Open the .NET Solution with VS
Select the . cs file to debug

Set a breakpoint by clicking on the left
column of the code editor
DesignTime NetLogic:
From the Debug menu, select «Attach to process»
Select FTOptixStudio from the menu
Click «Attach»

Execute the DesignTime method

RunTime NetLogic
From the Debug menu select «Attach to process»
Select FactoryTalkOptixRuntime from the menu
Click «Attach»

Execute the RunTime method

@ FactoryTalk
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Debug with Visual Studio 2022
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Open the .NET Solution with VS
Select the . cs file to debug

Set a breakpoint by clicking on the left
column of the code editor
DesignTime NetLogic:
From the Debug menu, select «Attach to process»
Select FTOptixStudio from the menu
Click «Attach»

Execute the DesignTime method

RunTime NetLogic
From the Debug menu select «Attach to process»
Select FactoryTalkOptixRuntime from the menu
Click «Attach»

Execute the RunTime method

@ FactoryTalk

by ROCKWELL AUTOMATION



Debug with Visual Studio 2022

[BS S
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Open the .NET Solution with VS
Select the . cs file to debug

Set a breakpoint by clicking on the left
column of the code editor
DesignTime NetLogic:
From the Debug menu, select «Attach to process»
Select FTOptixStudio from the menu
Click «Attach»

Execute the DesignTime method

RunTime NetLogic
From the Debug menu select «Attach to process»
Select FactoryTalkOptixRuntime from the menu
Click «Attach»

Execute the RunTime method

@ FactoryTalk



Debug by logging to output

* Log.Info(LogicObject.BrowseName, "Information message");

* Log.Warning(LogicObject.BrowseName, "Warning message");

* Log.Error(LogicObject.BrowseName, "Error message");

Code Timestamp
o 2022-04-27 19.45:45,538
& 2022-04-27 19:45:45,538
L 2022-04-27 19:45:45,539

REEEEEE

M

Category Nl
DesignTimeNetLogicl
DesignTimeNetLogic]

DesignTimeNetLogic
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Message
Information MRS e
Warning message

Error message
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Why to debug?

* Debuggeris a powerful tool to understand what's happening to the project

« Helps to understand why some «weird» errors appear, like «Object not set to an instance of an object» (when trying to
access a variable that does not exist) or «<Unhandled exception»

 When debugging some logic in the Start method of a RunTime NetLogic multiple options are
available
 Add the «<ExportMethod» modifier to the Start method and use a button to call it

 Use aNavigationPanel or PanellLoader to first connect to the debugger and then load the page containing the script
* |fyou get «The break point will not currently be hit» please check for:

 Make sure you attached to the right process

 Make sure the .NET solution compiles

 Make sure you saved the project both on VS/VSCode and FactoryTalk Optix

« Make sure the code in the FactoryTalk Optix Runtime is the latest (restart the runtime if needed)
« Remote debuggingis also available via SSH on iPC

« Cannot be used on closed systems (like OptixPanel) where SSH is not available
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Retentivity usage

* Provide storage of changes made at Runtime

* Retentivity applies to:

» B Security

e Variables,
» I» Translations

B Retentivi New } = Retentivity storage

Copy
Paste

=# Runtime NetlLogic
* Dictionary of Translations,

 or every node of the project

* Every Retentivity storage object is related to an embedded database

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 448 @ FactoryTaIk
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Retentivity properties and location

* Properties

* Nodes: Folder/node of the project to be retained.
It's possible to define several nodes on the same
Retentivity Storage, or create separated storage

» Write delay: define how often to save into the database
/Zero means values are saved
as soon as a change is detected

* Delta observer enabled: allow to enable/disable
the Retentivity

e _ocation:

Froperties

Mame HRetentivityStorage
Type ReEnliviy storage
= & Nodes
» Nodel
» Node2 Jodeld 5e
b Mode3
Write delay Qoo

Delta ob=erver enabled  Froe

» Database file can be found in the ApplicationFiles folder of FTOptixApplication

 Example: %localappdata%\Rockwell Automation\FactoryTalk Optix\

Emulator\Projects\<ProjectName>\ApplicationFiles
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Hands-on session

» Add retentivity storage to the project
» Add a project's node to the retentivity (like the Model folder)

* Verify that changes made on Model's variable are reteined
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by ROCKWELL AUTOMATION



@ FactonyTalk

by ROCKWELL AUTOMATION

s %00
«» " T 000

. * 'ﬂdl..

by ROCKWELL AUTOMATION

@ FactoryTalk

- *

L)

451

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.



Basic configuration

« MOTT Broker: The central server
that routes messages between
clientsin the publish/subscribe
model.

 MOTT Client: Interacts with the
broker to send or receive
messages.
e Publisher: A client that sends

messages to a specific topic on the
broker.

» Subscriber: A client that listens to
topics and receives messages from the
broker.
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MOTT broker

General Configuration : Properties EH+ + @
Listener port: The port on which the MQTT broker listens for incoming client ™ Name MQTTBroker
connections(default: 8883 for secure communication using SSL/TLS). MO Type MQTT Broker
Max connections: The maximum number of simultaneous client connections — General configuration
that the broker can handle(e.qg., 25). Listener port 8883
Max 00S: The highest Quality of Service level supported by the broker: Max connections 25
0: At most once (fire-and-forget). Max QoS 2-Exactly once
. Max in-flight messages 20
1: At least once (acknowledged delivery).
Max queued messages 1000
2: Exactly once(guaranteed delivery). Message size fimit o
Max in-flight messages: The maximum number of unacknowledged Retain available Trie
messages per client that the broker allows to remain "in flight." — Security
Max queued messages: The maximum number of messages that can be Require client certificate False
queued for offline clients. CA certificate file ER—
Message size limit: The maximum size (in bytes) of a single MOTT message. A Broker certificate file Browse
value of O indicates no limit. Broker private key file R

Retain available: Indicates whether the broker supports retained messages.
Retained messages store the last published message for a topic and send it
to new subscribers.
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MOTT broker

Security

Require client certificate: Determines whether clients must provide a
certificate for mutual TLS authentication(True or False).

CA certificate file: The path to the Certificate Authority (CA) certificate
file, used to verify the authenticity of client certificates.

Broker certificate file: The path to the broker's SSL/TLS certificate file,
used to encrypt communication.

Broker private key file: The path to the private key file corresponding to
the broker's SSL/TLS certificate, used for secure communication.

This setup is typical for a secure and configurable MOTT broker
deployment, ensuring flexibility and security.

PUBLIC » Copyright ©2024 Rockwell Automation, Inc. 454

: Properties

[Ho

— General configuration

Mame MQTTBroker
Type MQTT Broker

Listener port
Max connections
Max Qos
Max in-flight messages
Max queued messages
Message size limit
Retain available

— Security
Require client certificate
CA certificate file
Broker certificate file

Broker private key file

@ FactoryTalk
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2 - Exactly once
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MOTT Client

Client

Broker address: The address of the broker to connect to.
Port: Communication port number.

ClientID: The Client identifier that is unique on the server.
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: Properties
Name MQTTClientl

"o Type MQTT Client

— Client
Broker address
Port
Client Id
— Security
SSL/TLS enabled
Validate broker certificate
CA certificate file
Client certificate file
Client private key file
— User identity

User identity type

@ FactoryTalk
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MOTT Client

Security

SSL/TLS Enabled: Enabling secure connection between FT Optix MOTT Client
and MOTT Broker. Once activated 'mqqts' protocolis being used.

Validate broker certificate: Activates/deactivates validation process of MOTT
broker certificate. During the SSL certificate verification process, the FT Optix
MOTT client checks the digital signature of the broker certificate to ensure that
it has beenissued by a trusted certificate authority (CA). The client also verifies
that the certificate has not expired.

CA certificate file: A Certificate Authority certificate that has signed the server
certificate onthe MQTT Broker. It is required once SSL/TLS is activated to
establish secure connection with the broker. It must be found in \FactoryTalk
Optix\Projects\ProjectName\ProjectFiles\PKI\Own\Certs folder.

Client certificate file: FT Optix MOQTT Client certificate. A client certificate
identifies the client just like the server certificate identifies the server. If this
property stays empty only broker certificate is user for authentication. It must
be found in \FactoryTalk
Optix\Projects\ProjectName\ProjectFiles\PKI\Own\Certs folder.

Client private key file: FT Optix MQTT Client private key. It must be foundin
\FactoryTalk Optix\Projects\ProjectName\ProjectFiles\PKI\Own\Certs folder.
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: Properties
Name MQTTClientl

Type MQTT Client
— Client

MO

Broker address
Port
Client Id
— Security
SSL/TLS enabled
Validate broker certificate
CA certificate file
Client certificate file
Client private key file
— User identity

User identity type

@ FactoryTalk
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MOTT Client

User identity : Properties
User Identity type: Specify user when accessing the MQTT Broker: S MQTTClient
MO ;
« Anonymous(default)- No loginis performed, access the server as Ll ST
Anonymous user — Client
* Username/Password - Specify a username and password combination for Broker address
logon. Port
Client Id
— Security
SSL/TLS enabled

Validate broker certificate
CA certificate file
Client certificate file
Client private key file
— User identity

User identity type
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MOTT Client/Publisher

Sampling mode:

* None. Automatic recordingis disabled, canrecord by invoking the Sample
method;

» Periodic. At regularintervals records the values of all the selected variables;

» Changeinvalue. At reqgular intervals records only the values of the selected
variables that have changed with respect to the previous sampling.

Sampling period: Interval in hours, with millisecond precision, between one
sampling and the next, in the Periodic mode.

Pooling time: Interval in hours, with millisecond precision, between one sampling
and the next, in the Value change mode.

Folder: This folder contains variables whose values will be sent to the broker. The
Folder node must be a global object and cannot be a session-based object.

Topic: Defines MOTT topic on which we are sending/publishing data.(Topicis
required. Once topic is empty Publisher will generate warrning message during
first publish. RT will not stop and other mqtt functions will keep working, only this
specific Publisher will be stopped.)
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: Properties
&

Sampling mode

Mame MQTTPublisherl
Type MQTT Publisher

Sampling period
Folder

Topic

Qos

Retain

@ FactoryTalk
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MOTT Client/Publisher

00S: MOTT Quality of Service (Q0S), defines the guarantee of delivery for a specific  : Properties

message (0, 1, 2).

0 - At most once (May lose messages).

2

1- At least once (Guarantees the message delivery but potentially duplicate Sampling mode
messages). sampling period
2 - Exactly once (Ensures messages are delivered exactly once without Folder
duplication). Topic

Retain: Retain message on the topic even after read QoS
True - Enables Retain functionality BRI

False - Disables Retain functionality
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Type MQTT Publisher
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MOTT Client/Subscriber

Folder: This folder node contains variables on which the Subscriber will copy the : Properties

values read from the broker.

Topic: A single topic on a Broker to subscribe. Topicis required. %1
00S: MOTT Quality of Service (Q0S), defines the guarantee of delivery for a specific

message (0, 1, 2).
0 - At most once (May lose messages).

1- At least once(Guarantees the message delivery but potentially duplicate

messages).

Name MQTTPublisher1
Type MQTT Publisher

Sampling mode

Sampling period

Folder

Topic

Qos

2 - Exactly once (Ensures messages are delivered exactly once without

duplication).

Retain
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Current Limitations

Supported Data Types:

» The publish/subscribe mechanism currently supports only scalar variables.
 Structures(UDTs), folders, or other complex data types are not supported.
Custom Payloads:

* |tis not possible to configure a custom payload for MOTT messages currently.
* Workaround: use the Publish method and provide a valid payload

Sparkplug B:

* Not supported yet.
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MOTT Token usage

Basic Concept of the License
1. MQTT Clients without a Broker (pointing to localhost):
« Eachclient that connectsto its local broker (localhost) consumes 1token each.
* Ifyouhaven clients, the total cost will be n tokens.
2. MQOTT Clients with a Central Broker:
* Ifyouconfigure a central broker and all clients connect to it:
« Theclients do not consume tokens.
*  Onlythe broker consumes 1token, regardless of the number of connected clients.
3. MOTT Clients with Different Brokers:
« If the clients connect to different brokers(e.qg., Broker A, Broker B, etc.):
 Eachbrokerconsumes1token.
» |fthere are n different brokers, the total cost will be n tokens, regardless of the number of clients connected to each broker.
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MOTT Utilities

MOTT Official website: MOTT - The Standard for loT Messaging
MOTT 5 Standard: MOTT Version 5.0

This tool helps us to connect to a broker and to subscribe to a specific topic, checking all the packets sent. It also allows us to publish to a topic.

MOTTX: Your All-in-one MOTT Client Toolbox
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https://mqttx.app/

Hands-on session

Define an MQTT Broker: Set up the MQTT broker to act as the central hub for communication.
« Key configurations to cover:

* Listener port(e.qg., 1883 for standard or 8883 for SSL/TLS).

 Retained messages (optional, if applicable to your example).

» Max connections(adjust as needed based on class size).

Define an MQTT Client: introduce the concept of an MQTT client, explaining its dual roles as a Publisher
and Subscriber.

» Publisher: configure the client to publish updates to a specific topic(e.g., sensor/temperature).
» Create avariable that triggers a message when its value changes.

« Subscriber: Configure the client to subscribe to the same topic (sensor/temperature)and react to
updates published by the Publisher.

Key learning points: Ensure the topic names match exactly (case-sensitive).

Create Variables that Synchronize via MQTT: Demonstrate how to bind variables to MQTT topicsin the
software or platform being used.

Example: create a "source"variable(e.q., temperature)that updates periodically or based on variable
change. Create a "target"variable(e.qg., displayTemperature)that listens for updates via MQTT and
synchronizes automatically. Ensure the variable changes are observable in real-time.

Test the configuration: Publish a value change(e.g., simulate a sensor reading update). Verify that the
subscriber's variable updates automatically when the publisher sends data.
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REST APIs - Intro to REST

« REST: Representational State Transfer
ahoo!

finance

 Most commonly used protocol for interacting
with Web Services

* Protocol uses HTTP / HTTPS methods as the
delivery mechanism

« Example Web Services:

» Google Search(Search the web)

Google Maps (Get directions)

National Weather Service (Get weather conditions)
Twilio (Send Email / Text)

Yahoo Finance (Get stock information)

SAP (Get business data)
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REST APls - HTTP Methods / Response
« CRUD: CREATE, READ, UPDATE, DELETE

« HTTP CRUD Methods
- CREATE: POST
* READ: GET
» UPDATE: PUT
» DELETE: DELETE

« HTTP Response:

« Status Code Integer
» 200: OK
* 404: Not Found

* Response Body
* Typically JSON format

GET https://api.restful-api.dev/objects/7

REST Server
Illlllllllll“'

=1
=1

REST Client

Response Code: 200
Response Body:

i
L
E e
“nare”; “Apple MscBock Pro 167,
Tdatar
et IB1G,

“prloa”: 184993,
"L model™: "Intel Core 197,
“Hard dizk aize”; "I T8

I
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REST APIs - Implementing in Optix

» Prebuilt NetLogic script in Optix Scripts Library
* 'REST API Client’ Script supported HTTP methods: —

Libraries e IS
° G ET . Drag an object anto your canvas of into a brary,
0, rest api e +

- POST -Ba
- PUT B srp

Components I | |_n

eH
REST AP
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REST APIs - Import / Configure RESTApiClient
* Add RESTApiClient to Project

» Configure:
= W, NetLogic
« Timeout: Defaults to 10s El RESTApiClient B
» UserAgent: User defined string for client identification. Most i Properties B+« +6 &
REST web services consider this optional. Default: “F TOptix” Name RESTAmiClient
E\ Type MetlLogic L_Iﬂ
Timeout Duratio 0000:00:10.000
UserAgent =lring FTOptix
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REST APIs - RESTApiClient NetLogic Exploration

« Three Methods available: Get, Post, | e e e e e
» Get contains 3 input parameters:
« apiURL
e queryString

e bearerToken e
« Post and Put contain 4 input

parameters:

* apiURL

* requestBody

* bearerToken

e contentType

/

 Each Method contains out’
parameters with the Response Code
(code)and Response Body(response)

T
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REST APIs - GET Example (Get a list of all objects)

» Get contains 3 input parameters:
* apiURL: “https://api.restful-api.dev/objects”
» queryString: NULL (No Parameters)
* bearerToken: NULL (No Security)

GET LIST OF ALL OBJECTE
GET LEST QF OBJECTS BY ID5
GET SINGLE OBJECT
POST ADD OBJECT
PUT UPDATE CBIECT
PATCH BARTIALLY UIPDATE ORIECT
DELETE DELETE DBJECT

PUBLIC « Copyright ©2024 Rockwell Automation, Inc.

Request Response

1Ty TAT,
“name”: “Google Pixel Pra®,
"data™: {
"color" Loudy W
pacl "138 48
g
name": “Bople 1Pho i
"t null
i
{
“id" 3
" R | me 12
"dat
® Y White
E 51i

*https://restful-api.dev
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REST APIs - GET Example (Get a list of all objects)

» Get contains 3 input parameters:

 apiURL: “https://api.restful-api.dev/objects” | GET
 queryString: NULL (No Parameters) £

* bearerToken: NULL (No Security) \

Events
- “ MouseClick event

= Method REST/NetLogic/RESTApIClent/Get

. Call the  RESTApiClient/Get
method with ‘apiURL’ set. e — 5.1

querySiring
bearerToken

2‘ Use VariablecommandS/Set to = Method {Root/Objects/Commands/VariableCommands/Set
gather the  RESApiClient/Get - inputarguments
Output Parameters JerepieTeledy

Value Int32 MethodContaines1 /OulputArguments/code
Array|ndex
= Method [Root/Objects/Commands/VariableCommands/Set
= Input arguments
VariableToModify
Value lring & MethadCont
Arrayindex g
¥ MouseDown event

¥ MouseUp event
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REST APIs - GET Example (Get a list of specific objects)

» Get contains 3 input parameters:

* apiURL: “https://api.restful-api.dev/objects”

 queryString: “id=3&id=5&id=10" (everything after “?" in request URL)

* bearerToken: NULL (No Security)

GET
GET
GET
POsT
PLIT
PATCH

DELETE

LIST OF DBIECTS BY 105

SINGLE OBFECT

ADD OBIECT

LIPDATE QBJECT

PARTIALLY UPDATE DRIECT

DELETE OBFECT

PUBLIC » Copyright ®2024 Rockwell Automation, Inc. 475
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Response
g
ramna ma 1 e
“data™! {
“rol v Whi
o] 51
1
it 1 el
"I : "Samiung G
“data®:
ice™: G89.
lar": "Bre
|
g
* Pad |
“dat
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REST APIs - GET Example (Get a list of specific objects)

» Get contains 3 input parameters:

* apiURL: “https://api.restful-api.dev/objects” GET
» queryString: “id=3&id=5&id=10" (everything ‘
after “?”in request URL) \
* bearerToken: NULL (No Security) Events |
) " h:::::mmk - REST/NetLogle/RESTApICHent/ Get

= |nput arguments

1. Call the RESTApiClient/Get \’ apir @ uGerlistOiObjectatyiD

method  with  ‘apiURL" and quenysiring

bearerTaken

Iq U e rySt ri n g, S et . = Method /Root/Objects/Commands/VanableCommands/Set

= |nput arguments

2. Use VariableCommands/Set to VariableToModify

Value

gather the  RESApiClient/Get Arayivde
O u t p ut Pa ram et ers = Method {Root/Objects/Commands/VarableCommands/Set

= |nput arguments
VariableToModify
Value
Arrayindex
¥ MouseDown event

§ Mouselp event
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REST APIs - POST Example (Add new object)

* POST contains 4 input parameters:
* apiURL: “https://api.restful-api.dev/objects”
* requestBody: “{"name": "Apple MacBook Pro 16", "data": { "year": 2019, "price": 1849.99, "CPU model": "Intel Core i9", "Hard disk size": "1 TB"} }'
* bearerToken: NULL (No Security)

» contentType: “application/json” (See Media type - Wikipedia for other content-type examples)

Reguest Response
GET LIST OF ALL OBIECTS
GE LT L L it I aplrestiul-api dey .
GET LST OF OBIECTS BY 1DS
“name": “dpple Machcok Pro 167, b |-t e Jap
“data™1 | “nams”: “Apple FacBook Pro- 187,
“waar”: WIS, “data™: {
GET SINGLE C8IECT "price™: 1840.09, ‘yearT 9,
CPU model”: "Inte] Core 497, pries™: 184990,
“Mard dizk size”; "1 TB" “CFU wodel™: “Inzel Core 157,
“Hard disk size”: =1 T8°
ls
POST ADD QRJECT "ereatedie™: TJOZI-11-ZIT20:06:13, 90T
pLT LPDATE OEIECT
PATCH PARTIALLY LIPDATE OEIECT
DELETE DELETE Q&AELCT

*https://restful-api.dev
PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 477 e FactoryTaIk

by ROCKWELL AUTOMATION


https://en.wikipedia.org/wiki/Media_type
https://en.wikipedia.org/wiki/Media_type
https://en.wikipedia.org/wiki/Media_type
https://en.wikipedia.org/wiki/Media_type

REST APIs - POST Example (Add new object)

* POST contains 4 input parameters:
* apiURL: “https://api.restful-api.dev/objects”
* requestBody: “{ "name": "Apple MacBook Pro 16", "data": { "year": 2019,

"price": 1849.99, "CPU model": "Intel Core i9", "Hard disk size": "1 TB" } }' ; POST
* bearerToken: NULL (No Security) : "
» contentType: “application/json” (See Media type - Wikipedia for ‘
other content-type examples) P

* Input argurmenls

1. Call the RESTApiClient/Post method with ‘apiURL, =——y. =

requestBody
‘requestBody’, and contentType set. o R
= Mathod {Roat/ Dbjecta/CommandsVariablaCommands/ Sat

2. Use VariableCommands/Set to gather the ik

. . VarableToModdy
RESApiClient/Post Output Parameters
Amayindex
= Method /Aool/ Cbjects CommandsVarableCammands/ Set
= Input arguments
VanableTaModily
Ve
furayindes
§ mauselown event
¥ Mausellp svent
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REST APIs - PUT Example (Update object)

« PUT contains 4 input parameters:

e apiURL: “https://api.restful-api.dev/objects/7"

* requestBody: “{"name": "Apple MacBook Pro 16", "data": { "year": 2019, "price": 2049.99, "CPU model": "Intel Core i9", "Hard disk size": "1 TB", "color": "silver"}}’

* bearerToken: NULL (No Security)

» contentType: “application/json” (See Media type - Wikipedia for other content-type examples)

GET

GET

GET

pOST

PATCH

TELETE

LISTOF ALl OBIECTS

SIMGLE ORIE

ADD DRIEC

LIPDATE DHEIE

PARTIALLY LIFDATE DBIEL

DELETE DEIEC

PUBLIC « Copyright ®2024 Rockwell Automation, Inc.

T

Request
“nare": “&pple MacBook Pro 167,
“data”z |
“year®: 118,

"prlce”: R4S 99

"CPY model™: “Intel Cors 157,
"Hard disk slza®™; "1 TBE",
Yeolor: “silvar”

we @) FactoryTalk

by ROCKWELL AUTOMATION

Response

“mame”: "Apple MacBook Fro 157,
“data:
"yRar”: 139,
"price”: L9093,
"CPU madel”; "Intel Core 597,
“Hard dick size™: "L TE™,
"ealar™i “sllvar”

':pd«ra-.ﬂ.'.r'- "2 -13-35T -G8 -4 . DEET"
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REST APIs - PUT Example (Update object)

« PUT contains 4 input parameters:
e apiURL: “https://api.restful-api.dev/objects/7"

* requestBody: {"name": "Apple MacBook Pro 16", "data": { "year": 2019, "price": 2049.99, (
"CPU model": "Intel Core i9", "Hard disk size": "1 TB", "color": "silver"}}" PUT

* bearerToken: NULL (No Security)
» contentType: “application/json” (See Media type - Wikipedia for ‘

other content-type examples)

e
= ¥ MouseClick event
= KMethod REST/MetLogic/RESTApIClizEntPut
= Input argainments

1. Call the RESTApiClient/Put method with ‘apiURL, —

requestBody

‘requestBody’, and contentType set. e

conlEmTyps applicationjson

2. Use VariableCommands/Set to gather the S e A Come o G

* Imput arpurments
. .
RESApiClient/Put Output Parameters i
Value
Arroyindex
= Method /Root/ Chjects/ Commands/VarableCommands/Set
> Input argumenis
WariahleTokodely
Value
Arrayindex
¥ nouseDown avent
¥ Mousellp avent
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Hands-on session

* Open DO1_01 REST_Start
* Add RESTAPIClient NetLogic from Library

* Create method calls on premade GET, POST, and PUT push buttons to complete
their associated tasks against the RESTAPIClient NetLogic

APy UR 1y { resthd-apidewy obecty

GET Lt ol All Cofecin GEF| AP UBL: | hites: /apLieseiul spd darvobiect Oy | e Qi Sl | GET Ui of All Ojeicts

. | POST
GET Liat ol Dbt iy i PORT

S ; Ststul Code- 200 0K L 7

GET Snghe Chjsct GET Singhe Otiject

AOST Sk Oithect rEfiisig vk | POST pdd Objoct

[1%d™ "3, nawne " " Apgie Phone 12 Pro Mas®“data® | "coler " Cloudy 'Wiile ", capaciy GB™:512 |
AT Lipdabe Cljert ™55 “rname” *Semaung Galeoy T ToldF “iats rice S35 e " Browen” || PUT Update Object
o™ 8, e " Apple Pad Mink Sh Gen” “data” TCapacty™ "6l GE”_"Screen skee™ T 9
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Appendix - APl Key vs Bearer Token

* Many Public REST APIs require an APl Key and or Bearer Token for access
* AP| Keys are used for Application Authorization
* Bearer Tokens are used for User Authorization

* More Detail here: Why and when to use API keys | Cloud Endpoints with OpenAPI | Google Cloud
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Appendix - Optix as REST Web Service

» FactoryTalk-Optix/REST_WEB_WS_Server: Sample of hostinga REST, WEB and Web Socket Server
in Optix

Features

* All-in-one object to host WEB Server, REST Server, and Web Sockets in FTOptix

e Currently, no TLS is supported, but maybe in the future

* Provided as sample code

* When you use a REST Server, you will need to adjust the C# code to deal with all the
different resources(Endpoints) of the server.

* [f used as a Web Socket, there is a variable “Message” which is updated
automatically.
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Optix Runtime on Docker containers

e Optix supports running on x86_64 Ubuntu 22.04 devices

e Creating a container with Ubuntu 22.04 LTS allows the
Update Server to be installed in the container

« Two ways to create containers:

» Container with FactoryTalk Optix Update Server: the Runtime can be
downloaded from the IDE to the container

* Container with the FactoryTalk Optix Runtime: the exported Linux
binaries are packed to a Docker container

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 485

@ FactoryTalk

factorytalk




Optix Runtime on Docker containers

* Procedure overview:

—
.

@ o s NN

Create base container with Ubuntu 22.04

Install required libraries and dependencies

Copy the FactoryTalk Optix Application Update Service installer
Install the Update Service process

Set the Update Service as entrypoint for the container

Deploy the container

PUBLIC « Copyright ©®2024 Rockwell Automation, Inc. 486

Full procedure with links
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Optix Runtime on Docker containers

* Limitations:

e Cannot use Native Presentation Engine

« Containers can be licensed only if permanently connected to the internet

*  No offline licensing mechanism (as per V1.6)
* Licenseisverified to the Rockwell infrastructure every 30 mins

 Entitlement numberis passed as Environment variable to the container
* No support for arm64 devices (Raspberry Pi, etc)

 Update Server cannot be upgraded from the IDE

. A new container must be rebuilt
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OPC-UA NodeSet

. . . . . L _ _
A NodeSet isan XML file which describes a set < —
Of OPC_UA e|ement8 var Variablel MNew b

var Variable2 Copy
e Can be usedto: Var Varisble3 B C\E/O
9 o q !T_ﬁ Converters
* Replicate a portion of the project tree = Deless
% ) Rename
» Import a set of tags from an OPC-UA server (offline Ef::::; S— Configure communication
import) .:.‘_. DataStores Search from here deiees
« Perform bulk changes on project elements G} Reports Gl st e
= opc-ua
Show References
% Mot Madel analysi b
= CommDrivers oee aneyEE 49
I Netlogic ModeSet b Import from MNodeSet
» l"‘. Security Export to Nodebet
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OPC-UA NodeSet

A NodeSet isan XML file which describes a set
of OPC-UA elements

 Can be usedto:

» Replicate a portion of the project tree

» Import a set of tags from an OPC-UA server (offline
import)

« Perform bulk changes on project elements
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OPC-UA NodeSet

* NodeSet can be created with a variety of tools
like UaModeler from the OPC Foundation

* Most third-parties software can generate

OPC Foundation
(NameSpace 0]

0 e [ERl|HighPerf SDK
N Odeset fl |eS Companion Mode! ml AnsiC SDK

de 3 /
- P T
ito I c++ SDK
add/ .
| 2 id e —ﬂm NET SDK |

Code Generator ¥ L Im__!ﬂi'ghf’erf Sl)!sl
(OPC UA SDK)
|@I AnsiC SDK ]
- [EE sk ]
.NET SDK
UaSDK Package

F

UaModeler Source Files
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OPC-UA Custom Behavior

« When creating custom OPC-UA Object " @ o - CEPO -
Types in FactoryTalk Optix, some | - |
My Motar Type Behaviones = X = M Pojed " Sl

methods can be exposed via OPC-UA to [E o AP - G —
be called from a client

ulp
ooy B O
-}

= Doy Ao AEM

v B [adumen i5

B Dats Accems e

Beddiess Soace - ]
0 | i pRghig T
= Al

e Custom behaviors can only be added to
IUAODbject types

 Instances will inherit all the exposed
methods

= 1 MewHMFPmect]

% AlomCenhigureticn
1 Abxims

" T Ty D ey

= Commidimens
| Commrbers
1 DaLasinieg

v Localastion

 Methods must return void, output shall
be passed via the out modifier of
method’'s arguments

* Properties of the IUAObject can be
accessed using the «node» syntax

2 Lopges
w— L ]
w o Mhdcteringanesl
= Aunining
& ?.-:ﬂfd::-ln:--
=] 'fh:v;?.-!rll:-l
wllg Mhivicionindances
& MPiciodnEances
B ok e

5  Pubivease
w {Illu.. I-g

 He=tlage
o AT
o PamwonPolicy

Log
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Creating an IlUAObject with a custom behavior

* Create new IUAQODbject
» Add properties to the object
» Convert object to object type

* Right click the object type to add the custom
behavior

* Double click the object type to open the code
editor and configure the methods
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Creating an IlUAObject with a custom behavior

* Create new IUAQODject
» Add properties to the object
» Convert object to object type

* Right click the object type to add the custom

behavior

* Double click the object type to open the code

editor and configure the methods
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ol = syt

B GReliggeie
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Creating an IlUAObject with a custom behavior

* Create new IUAQODbject
» Add properties to the object

» Convert object to object type

+ Right click the object type to add the custom vwa
behavior - s

W el o Tpes (gt
" 8 Fslonres

* Double click the object type to open the code Wi
editor and configure the methods T - .

IF Consariine

B sl
= Recipes
I Lomges
¥ Caiaarms
I Reparia
= ¥ cec-ua
Tyjus wam

ZFRINRL HAF. | oy Ti Moessrsinn compolacshied for i pimgec
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Creating an IlUAObject with a custom behavior

* Create new IUAQODject
» Add properties to the object
» Convert object to object type

* Right click the object type to add the custom
behavior

* Double click the object type to open the code
editor and configure the methods
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Creating an IlUAObject with a custom behavior

* Create new IUAQODject
» Add properties to the object
» Convert object to object type

* Right click the object type to add the custom
behavior

* Double click the object type to open the code
editor and configure the methods

T e
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Usage of a custom behavior

» Custom behaviors can be used to call methods via OPC-UA
« Custom behaviors can be used to call methods from FactoryTalk Optix Ul Controls or events
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Usage of a custom behavior

e Custom behaviors can be used to call methods via OPC-UA

« Custom behaviors can be used to call methods from FactoryTalk Optix Ul Controls or events
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Custom keyboards

 Allows overriding the default Qt keyboard

 Allows creating custom logics before datais
passed to the field

 Works both on Native Ul and Web Ul
« Can be fully customized

e Custom layouts
« Custom keys for characters

« Custom keys for actions or symbols
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Custom keyboards

 Allows overriding the default Qt keyboard

 Allows creating custom logics before datais
passed to the field

 Works both on Native Ul and Web Ul
« Can be fully customized

e Custom layouts
« Custom keys for characters

« Custom keys for actions or symbols
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Custom keyboards

 Allows overriding the default Qt keyboard

 Allows creating custom logics before datais

passed to the field

* Works both on Native Ul and Web Ul

« Can be fully customized
e Custom layouts
« Custom keys for characters

« Custom keys for actions or symbols
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Custom keyboards

 Allows overriding the default Qt keyboard

 Allows creating custom logics before datais - messe
passed to the field e R T
+ Works both on Native Ul and Web Ul s
« Can be fully customized Eﬂ
 Custom layouts . f’““’
« Custom keys for characters -E‘j:'h:z“
« Custom keys for actions or symbols : c :*:-m

T ara iNm
Tidr] Doy

Tixi pasdas

dead eam
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Custom keyboards

» A control(TextBox)can be
added as preedit interface

e Useful to double check the value
before sending it to the field

» Useful to create custom logic to the
value (length check, RegEX, etc)

Boo - »
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Custom keyboards

« Keyboard selection is done at the Presentation
Engine level

 Built-in: default Ot keyabord

e Custom: the custom keyboard for that control type

¢ Mame MativePresentationEngine

Type Mative presentation engine

Dynamic vaniables polling time 0000-00-00, 100
Text render type Auto
LoginWindow
Virtual keyboard Mone
Start window (o)
Starting user =
Built-in

Style sheet (o)

. Custorm
Session
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Custom keyboards

 Different Ul controls can trigger different
keyboards

¢ Progerties E g + B e
* Need to add the attached property “Keyboard” to the qp [ome opone Displey name "
control - EF_“EZF‘ ki Deseripticn
. ey . I et anakle
« Configure the specific keyboard to be invoked ‘:i':mmm . e —
 |f no custom attached property is added, the default Maximum valug Nt set var hode painter
custom keyboard for that kind of control (numeric or ickpmes) ! E
a|phanumel’lC) |S trlggered anmfnn-n;t '2r' ) Number animation
e il Sequential animation
Show battons True
e Parallel animation
Vemibhe True Grid Layout Properhes
Enaklod True Keyboard
Cipacity Tl
Rotetion
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Custom keyboards

 Different Ul controls can trigger different
keyboards

+ Need to add the attached property "Keyboard"” to the e RHe+s e

control oy Name Senbaxi
. — . Type Spn boe
« Configure the specific keyboard to be invoked —
o = Keyboord
* |f no custom attached property is added, the default Hh b e
custom keyboard for that kind of control (numeric or — Spire

alphanumeric)is triggered
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Asymmetric cryptography

* isa cryptographic system that uses pairs of keys

Large
Random
Number

 each pair consists of a public key and a private key

Key
* the generation of such key pairs Generation

Program

depends on cryptographic algorithms

(v

Private key
Public key
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How does encryption work ?

1. Alice asks and receives Bob’s padlock (Public Key exchange)
2. Alice uses the padlock to close the letter
3. Alice sends the locked letter to Bob

4. When Bob receives the letter, he can open it with his key (Private Key)
of which he is the only owner.

o:
Ra

-0
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How does encryption apply to OPC-UA?
 When the OPC-UA Client connects to the OPC-UA Server:

1. X.509 Certificates are exchanged so a Secure Channel is established

Certificates used here are called

" o o 5 /oC "
Application Instance Certificates OFC UA Client OPC UA Server
Application Layer Application Layer
o User Authorization Session e User Authorization
These are the Certificates o User Authentication *+--=-- » e User Authentication

exchanged when establishing
a secure communication

Communication Layer < » Communication Layer
between OPC-UA Client and « Confidentiality Fcure Chargiel « Confidentiality

o Integrity o Integrity
Server e App Authentication e App Authentication

Transport Layer
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How does encryption apply to OPC UA?

2.

Over the Secure Channel, a "Session" at "Application Layer"is defined.

Here is where the OPC-UA Client application and OPC-UA Server application
transmit information, settings, and commands.

at Application Layer
there is the User Authentication
and User Authorization

- anonymous,
- username/password

- X.509 Certificate
(User Instance Certificate)

OPC UA Client

Application Layer
e User Authorization

e User Authentication

Session

OPC UA Server

Application Layer
« User Authorization
« User Authentication

Communication Layer
« Confidentiality

o |ntegrity

o App Authentication

Secure Channel

» Communication Layer
+ Confidentiality
o Integrity
o App Authentication

Transport Layer
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Secure channel security

« Secure Channel security = Security Profile + Security Policy

Security Descriotion Security Policies
Profiles P (length of the key and the algo)

None No security None
The sender uses his private key to Basic256Sha?256
digitally sign the data.
Sign The receiver verifies whether the data Aes128-Shazb6-Rsalaep

comes from the expected sender using Aes?256-Sha?256-RsaPss
the sender’s public key

In addition to Sign, the sender encrypt

SIGMPERNERDE | o using receiver’s public key
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PKI and X.509 Certificates
* Public Key Infrastructure (PKiI)

* isasystem for the creation, storage, and distribution of digital certificates

 X.509

e is a standard defining the format of public key certificates

* In OPC-UA:

« ".der"is the certificate file containing public key,

« ".pem"is the private key file

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 516 @ FactoryTaIk
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OPC-UA certificate exchange

OPC-UA Client OPC-UA Server

PKI "Usually" it's automatic
Trusted — .der file

Folder

"Usually” it's not automatic PKI PKI
.der file — RejeCted Trusted
. Folder Folder
the certificate has to be moved
from rejected to trusted in order
for the client to access data
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Generating OPC-UA certificates

 Certificates are generated by authorities

» Authorities are special entities, trusted by a number of users/clients that can validate a certificate and inform all
users/clients that a certificate is valid and can be trusted

 Authorities(CA)can be public or local

» Public authorities are well-known and trusteed organizations that can sign and validate certificates (almost) worldwide.
Example include DigiCert, Let’s Encrypt, Comodo and many more.

 Private authorities are trusted services that can sign and validate certificates in alocal (confined) environment. An example
of a private authority can be the IT department of a company

* All certificates must be signed by an authority
» After a certificate is generated, an authority must sign it
* The certificate authority provides to all users/clients a notice with the list of valid and signed certificates

« After a certificate is signed by an authority, all users/clients performing the handshake with the public key and the
thumbprint of a signed certificate can be sure that nothing was tampered, and the connection can be established.

« |f the certificate is signed by an untrusted CA, it is rejected by default and the user is warned about potential risks.
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Creating a self-signed certificate from FactoryTalk Optix Studio

* From the dropdown of the Settings menu, select Create certificate
 Fill-in all the details in the certificate creation form
» Select the certificate name

» Select the output folder - 9- . _ & %
« Click Create to generate the certificates e W—
* Certificates created with FactoryTalk Optix Studio are self- B

signed and must be trusted manually by the clients
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Creating a self-signed certificate from FactoryTalk Optix Studio

* From the dropdown of the Settings menu, select Create certificate

* Fill-in all the details in the certificate creation form

e Select the certificate name
» Select the output folder

* Click Create to generate the certificates
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Creating a self-signed certificate from FactoryTalk Optix Studio

* From the dropdown of the Settings menu, select Create certificate
 Fill-in all the details in the certificate creation form
» Select the certificate name

» Select the output folder

* Click Create to generate the certificates
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How to fill the self-signed certificate generation fields

Create certificae

Sairjeri

C omaman rames" '-\E:

0P LA b e tian

Eppkcmoan URIT ':T"i

FiliptnAapheaton 47
Orgardion” L0
RAzikwsll Bumarmaiian

Orqancabion und m

A5EM 5, L RAD nesm
Licakin ()

B nggr

T3 :Factzrg Tl ploHtdt F T S pediesbiza n

i e
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Common name: name of the OPC-UA
application. By default, in FactoryTalk
Optix, this is always “FTOptixApplication”
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How to fill the self-signed certificate generation fields

Create certificae -

Sairjeri 0P LA b e tian

A= bk T — Organization: registration name of the
Filptmbapheaton e Fucta il e Py 2 L
- company responsible for the certificate.

Crgeistion” {2} Comun nerm {50 + 0
n:.l..u:...ncn-];::{—— Hepsmrartingioeal ) .

T— i Do not use abbreviations or non-
o - :

T R alphanumerical characters.

Locnkity L&}

Aringre 1P adcrmsais (1} +
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How to fill the self-signed certificate generation fields

Create certificae -

Sairjeri 0P LA b e tian

C omaman rames" '-\E: Sppkcmion YR .\E

Organization unit: local unit, office or group
b responsible for the certificate inside the
iAo Organization

LLLLLL

FilpioAgpheaton T3 :Factzrg Tl ploHtdt F T m S pediesbia n

i i
(igrgm e

ot
T -]
AFEM o, L BB ey
L ki i}
Arugrs P adcmsaas (1) -
Stabe ([}
[5- 1, ]
L ourtry l:
i
Lactrticale writisgn
Bibgeatrenggh (0 gnatecdgarihm PR sprsimndeie
Rt i H 2y OHEE I
Farren
plinhmii_ost
L igleki
Lo L * Chrealiresse - Ao kel Buricmadizn, incs THe=oemant [
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How to fill the self-signed certificate generation fields

Create certificae -

Sairjeri 0P LA b e tian

L oinimian rgme" Il Appkcmon LRI .\E

FilpioAgpheaton T3 :Factzrg Tl ploHtdt F T S pediesbiza n
Ovgamission £

H:..I.n-ilhncni-l;::
Crgancation unit {1
ESEM 5, L R8I nesm
Licakin ()

B nggr

Stabe ([}

Sagnature ggariben (o) Isprstigridaic Lo

HE bin - HA-312 " DS/ E OOHEL D]

Lo L *Cireelirese - Aos kel Surizmslicn, incillicoemaents [
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Locality: hometown of the Organization(or

the Organization unit).

Must be the proper town name as specified
in the postal address. Do not use
abbreviations.
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How to fill the self-signed certificate generation fields

Craabe certlficate =
i P State: geographical area where the

Organization(or Organization unit)is
located.

Orgardion” L0
RAzikwsll Bumarmaiian

Orqancabion und m

Athves it This can be an US state or a province.

Locnkity L&}

Aringre 1P adcrmsais (1} +
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How to fill the self-signed certificate generation fields

Craate certifcale =

i S Country: Two-letters ISO-3166 country code
s e —_ where the Organization (or Organization
S i unit)is located.

mﬂtmmg EI [STER

ESEM 4.0, RADIDawT

Licakin ()

g P addmaas (1} T

Stabe ([}

.:\.I.I.I1|I'|l l:

Costifivate urttisg

Fdieoabrength G20 Gmnassedgarthm (3] Lspratigrideie

L:::: |||||||||| o= vl Burtermadizn, e D=nzmart [
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How to fill the self-signed certificate generation fields

Create certificale -
i PR Application URI: the unique identifier for the
e e e ., Pprojectonaspecific machine.

Orqancabion und m

= In FactoryTalk Optix, this must be the same
| as the Product URI in the server
e " + - \gconfiguration

E5EM L AT DA

She (L)
- i Properties £ + 8 B8
[5- 1, ] B
o E hame OPCLAServer
Country (3] Trpe QPG UA sever
m e
. Erclpaint URL o ekt
= Nodeste pubish +
Lertsfinnin writingn Maxirnism number of conrections
P by girengthy () Sagnature ggariben (o) Isprstigridaic Lo Madmurn numi ber of subscriptions e
i - Lioe: ncedia paathy i Rlada ok
Rt rin * HA-512 w D5, A0S HEE DT
Sampling itena
way legth 0 SE5E
— Sscu
Farren
kinimum m ERLLFiTy mods Zigrature and cryptography
apthdvni_ost Minimum s=cu ity P EisieRiethais
Sarvar oermificate file SEPACUECTOR 3, PRI Oven® et phochma_cest diar Browse
I'"_q"l Server privete key file SOROIECTOEY PENCwn Catel optis hive corlparr Brossie
Lo L *Cireelirese - Aos kel Surizmslicn, incillicoemaents ™ == |iformeiation
Product URI UGy Ta (F G S H IMEFTDR¢ i snilcanon
Product name Fcsory Tl i H-FTCk i i o
L = | Manufacturer nams Rkl Ao, i
Events +
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How to fill the self-signed certificate generation fields

Craate certifcate
Sasjert

C omaman rames" '-\E:
FilpioAgpheaton
Drpestion” o)
RAzikwsll Bumarmaiian
Orqancabion und m
AFEM £, L RS nEsT
Licakin ()

Bdxgrm

Stabe ([}

P by girengthy () fagrtrs pgariten

HE bin - HA-312

Lo L *Cireelirese - Aos kel Surizmslicn, incillicoemaents
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=

0P LA b e tian

Appkcmon LRI @

T3 :Factzrg Tl ploHtdt F T S pediesbiza n

fimrmain e (50 4+ A
| HepEmrandnglocal

i et

o
pratmndele La

" DS/ E OOHEL D]
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Domain names: a list of domain names that
can be used to access the machine.

This field contains a list of URLs (like
myapplication.example.com)or Active
Directory name for the host machine.

This field should contain all the available
domains used to access the host machine
either locally or remotely.
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How to fill the self-signed certificate generation fields

Create certificae

Sairjeri

Comeman rarme® (i)
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SSER 57 L RS nesm
Licakin ()

B nggr

P by girengthy () Sagnature ggariben (o)

HE bin - HA-312

£ Larn *Oreali reven - Al kvl Muric malizn, incDlcosmanty

=
0P LA b e tian
Appkcmon LRI .\E
T3 :Factzrg Tl ploHtdt F T S pediesbiza n
fimrmain e (50 <+ B
Heptmrarking Iexal

i et

o
pratmndele La

" DS/ E OOHEL D]

PUBLIC « Copyright ®2024 Rockwell Automation, Inc. 531

IP address: alist of IP addresses that can
be used to access the machine.

This field is optional and should not be used
in normal condition as the certificate would
be invalidated if the IP address changes.
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How to fill the self-signed certificate generation fields

Create certificae

Sairjeri
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RSA key strength: [ength in bits of the RSA
key.
Longer keys are more secure, but need

more computing resources to be
processed.

It is preferrable to choose the highest value
that does not impact on the host hardware.
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How to fill the self-signed certificate generation fields

Sairjeri 0P LA b e tian

sl orhaton Signature algorithm: algorithm used by the
R tchepbcain ...r: - .F-u:.l:r.hm:lnhrdtp-cgls.:-mmr_l : deViceS to Sign the data USing these
Rackmsl Sgormatcs | [H=pen ‘ I""""'“" Ce rtificateS-

rrrrrrr
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How to fill the self-signed certificate generation fields

Craate certlfcate =

i kD Expiration date: how long the certificate
b T e — / willbe valid before a new certificate should
S [kt be requested/generated.

v | Longer times means less maintenance but

e " ¥ o are more prone to tampering, hijacking or

e identity thefts(as the certificate remains

camn | the same for longer time, increasing attack
| surface).

P by girengthy () Sagnature ggariben (o) Isprstigridaic Lo

HE bin - HA-312 " DS/ E OOHEL D]

Lo L *Cireelirese - Aos kel Surizmslicn, incillicoemaents [
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How to fill the self-signed certificate generation fields

Create certificae -

Sairjeri 0P LA b e tian

i i ek .0 Name: name of the output certificate.

FilpioAgpheaton T3 :Factzrg Tl ploHtdt F T S pediesbiza n

R iz 8 | 4 Can be any valid file name.

RAzikwsll Bumarmaiian
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How to fill the self-signed certificate generation fields

C Ifscaie 4
oAl PR Location: where to store the generated
S S . certificate.

Pz lorsll Susa maiin

Can be any valid path.

rrrrrrr
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Creating a self-signed certificate with OpenSSL

* Generate a Private Key
* Create a Certificate Signing Request (CSR)

 Fillin all the details in the command line (refer to the procedure using Factory Optix to fill the fields)
* Generate the self-signed certificate
» Convert private key to a “pem”file
e Extract the public key and convert it to a “der” file

# Generate the private key

openssl genrsa -out private.key 2048

# Create the certificate sign request

openssl req -new -key private.key -out request.csr

# Generate the self-signed certificate

openssl x509 -req -days 365 -in request.csr -signkey private.key -out certificate.crt
# Convert the private key to a .pem file

openssl rsa -in private.key -out private.pem

# Extract the public key from the generated key

openssl rsa -in private.key -pubout -out public.pem

# Convert the public key to a .der file

openssl rsa -pubin -in public.pem -outform der -out public.der
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Creating a CA-trusted certificate with OpenSSL

* Choose a Certificate Authority

* Many online providers are available, some for free, some other require a fee
* Generate a Private Key
» Create a Certificate Signing Request (CSR)

 Fillin all the details in the command line(refer to the procedure using Factory Optix to fill the fields)

» Send the CSR file to the Certificate Authority

* Depending on the Certificate Authority, additional validations or checks might be needed

* Depending on the Certificate Authority, the returned file might need to be converted to the “pem” and “der” files

# Generate the private key

openssl genrsa -out private.key 2048

# Create the certificate sign request

openssl req -new -key private.key -out request.csr

# Now send the generated certificate signing request file to the CA
# to proceed with the signing process.
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Things to know about OPC-UA certificates

* A FactoryTalk Optix OPC-UA server always uses certificates to perform some actions, this depends
on the server configuration on the “Minimum message security mode”:

* None - Certificates are only used by the client to login to the server
» Signature only = Certificates are used to sign messages, but content of messages is not encrypted
» Signature and cryptography - Certificates are used to sign messages and to encrypt the content of the message

* Evenif the "Minimum message security mode” is set to “None”, certificates are still required to
complete the login process

 In addition to the security mode, the server can also allow only specific encryption algorithms to be
used by the connected clients

» FactoryTalk Optix automatically creates a self-signed certificate for testing purposes, the
automatically created self-signed certificate should never be used in a production environment

» Certificates should be issued by a trusted authority

» FactoryTalk Optix Studio includes a dedicated tool to generate custom self-signed certificates if needed
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Using a custom certificate in the OPC-UA server

S Rgeis He +8 @
* To apply custom certificates to an OPC-UA server, B
simply import them in the project and set the relevant =
propertiesin the server configuration: s T o

Mazimum numbe of conmections

« Server certificate file: public key of the certificate (“der” format)

hasrnum numiber of subsrpdions pe.. 7

« Server private key file: private key of the certificate (“pem” format) o
fampling mtendat CP R Al WY
- Additional settings can be used to enforce a minimum- e
security policy for connected clients UL AR i
Minimum wscunty policy Exic 235N 35
 This allows forcing stronger encryption and signing algorithm for st et SLUGEE LRSI R AR ik coxkCer
Server privete key file e RCUBCTDHR W0 PRI Cen Carish ppiis hires cavi

all connected clients

= |fificErneton

Product LIR] i ey T DR Gp S dH e FTD e s nii conaan
Product nanme Foctory o bDo hic HMY FRCeliedn piirofion
Manufacturer nama ookl 4
Etvrits +
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Connecting to an OPC-UA server using custom certificates

r
]

* If the serveris forcing clients to use certificates, L vopn ¢«
when browsing the available servers, no S

i
unsecure connections are now listed

'3 FipielopdedemE i die
w B Do wiz
B Cwea Srcwm Ve

 Select the required sign and encryption protocol sme=
to be used

* If a self-signed certificate was used, the client
will prompt the user to accept or reject the
server certificate

 After trusting the certificate, the client can now
attempt a connection

« FactoryTalk Optix will reject the client certificate
by default, which needs to be trusted manually
by moving it to the Trusted folder

vg
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Connecting to an OPC-UA server using custom certificates

=
* If the serveris forcing clients to use certificates, IPBPE $-0 xGi wRD
when browsing the available servers, no o
unsecure connections are now listed T O rctinen
« Select the required sign and encryption protocol —_— | )
to be used e
- If a self-signed certificate was used, the client e p—
will prompt the user to accept or reject the TR
server certificate TR —
- After trusting the certificate, the client can now R —
attempt a connection S —
« FactoryTalk Optix will reject the client certificate = | SR ™™ “é
o &5 T B i
by default, which needs to be trusted manually ey e e e e ety B e

by moving it to the Trusted folder
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Connecting to an OPC-UA server using custom certificates

« If the serveris forcing clients to use certificates,
when browsing the available servers, no
unsecure connections are now listed

» Select the required sign and encryption protocol

to be used T-lleym-p SIS - Messages
, o , T e ww;.,,s i A s
* If a self-signed certificate was used, the client f:__.g,;:%;;x S Sl Py ‘TS.“L.:.:‘“':.:,“G:;‘L’L"’“.*,.umww,, e g
A 5 FRADECNIDS 11508 50 ilr\-llrlwl FEiphedp Ecateniin: "urre FacioryTa ke ' EF TP
will prompt the user to accept or reject the DAVID ONAR)  SeviNode  FOphirt. ssiUedienbpedeowves
h -al:I.:-l. 3:~I ":'3 -er_-::‘ilws r'l'":ﬂ:---i;:-;.;-::.ll l:n:r n-bcl:-::-'\-::uln.:wl-:-en:lF'.l"p-I:-. ﬁ:F(:I-CII:i«}.k:'IZ-:\I:HI. -:.rw\-wn:- Eril:w:-'\"‘-t-'l‘lbd

server certificate

 After trusting the certificate, the client can now
attempt a connection

» FactoryTalk Optix will reject the client certificate
by default, which needs to be trusted manually
by moving it to the Trusted folder
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Connecting to an OPC-UA server using custom certificates

* [f the serverisforcing clients to use certificates,
when browsing the available servers, no
unsecure connections are now listed

» Select the required sign and encryption protocol
to be used

* [f a self-signed certificate was used, the client
will prompt the user to accept or reject the
server certificate

 After trusting the certificate, the client can now
attempt a connection

» FactoryTalk Optix will reject the client certificate
by default, which needs to be trusted manually
by moving it to the Trusted folder

T ke
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Connecting to an OPC-UA server using custom certificates

* |f the serverisforcing clients to use certificates, @ ' o e e
when browsing the available servers, no dias s
unsecure connections are now listed

» Select the required sign and encryption protocol
to be used

* [f a self-signed certificate was used, the client
will prompt the user to accept or reject the
server certificate

 After trusting the certificate, the client can now
attempt a connection

» FactoryTalk Optix will reject the client certificate
by default, which needs to be trusted manually
by moving it to the Trusted folder

T e
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Connecting to an OPC-UA server using custom certificates

* If the serveris forcing clients to use certificates, 2 e 1mew Tmwmem | e
when browsing the available servers, no "8 em

unsecure connections are now listed [l =

 Select the required sign and encryption protocol ) i
to be used S

« If a self-signed certificate was used, the client S
will prompt the user to accept or reject the e L
server certificate gt

 After trusting the certificate, the client can now G
attempt a connection =

« FactoryTalk Optix will reject the client certificate soenis s *frwa
by default, which needs to be trusted manually ey - p
by moving it to the Trusted folder
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Return parameters from NetLogic methods

« Allmethodsto be usedin FactoryTalk Optix must be void (returning nothing)

« Parameters can be returned by using the «out» modifier in the arguments list

// This one will not work, returned value is discarded
[ ExportMethod]
public int Methodl(int a, int b) {

return a + b;

}

// This one will work, returned value can be used
[ ExportMethod]
public void Method2(int a, int b, out int c) {

cC =a + b;

}

Cantr
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Return parameters from NetLogic methods

 Onany method that can trigger an event,

call the method exposed by the NetLogic ~ Ha: oo B& s 4- fmer- b

o e Do B
2 2 . = BE Mowt BRIt Boo ¥ L Type Butioa &
« Configure the input parameters (if any) 25 et
B s it s it L b
B holsePosseiioion®Engne ™= 0@ 8 @ 8 rrabled
« Addasecond methodinvocation il s tr -
st o JRES sisoer
. e e
 Use aSetVariableValue to get the output F
value from the MethodContainerland set Moy i
it to a different variable (or property) e e
K. ¥ W W
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Return parameters from NetLogic methods

 Onany method that can trigger an event,

call the method exposed by the NetLogic
« Configure the input parameters(if any)
 Addasecond methodinvocation

 Use aSetVariableValue to get the output
value from the MethodContainerland set

it to a different variable (or property)
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B E A~ EBusde o

1 Properies

[ EropT e o= o @B OE
O Saam W T Heyme Auisand
oo/ Cy '
= B8 Mewki W] n & ¥ Typa Aptian r'.-‘
=E0 - A[EE AR .
B, Dol by eshest Vi b
i raiveFrecEmstonEngire £ bl
= I WV redes (st Y Eveemia +
ok SoinBael s £ = B poissTict pem +
b Sprllan? i+ Wi, = i | Pe gt A M Logo R brebaes, o | Wethod2
| Qe & - irgut argieenns
™ Sovades n
B A h
2 Conweiters ¥ B o Fwemi +
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i meripas
I Loaggere
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Return parameters from NetLogic methods

 Onany method that can trigger an event,

call the method exposed by the NetLogic

« Configure the input parameters(if any)

e Addasecond methodinvocation

 Use aSetVariableValue to get the output

value from the MethodContainerland set

it to a different variable (or property)

aE ¥ ¥ W
L L]
P F N
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Return parameters from NetLogic methods

 Onany method that can trigger an event,

call the method exposed by the NetLogic
« Configure the input parameters (if any)
 Addasecond methodinvocation

 Use aSetVariableValue to get the output
value from the MethodContainerland set

it to a different variable (or property)
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Return parameters from NetLogic methods

 Onany method that can trigger an event,

m Ast AOEIDED il & Lipdicdow ¢ EuHon & kiouselinkEveridander] » WeihpdsTolall « Wethoomisine: « inpobiigumenic & Waloe

call the method exposed by the NetLogic 0o p

¢ FrEEc] vien
aq v brmege vt fiiribaie (5

e trvemge heigh =
= BE rrwtal

« Configure the input parameters(if any) e " W e o

w B MethadeTolsl
B ety = Wi WrihoSContiainer

-

B i b iy
= W Oulpaldurgumenia

* Addasecond method invocation e —
» Use a SetVariableValue to get the output "

B wr LIRLES Edan | | Pl
L R i Llgien Oliject SPonien)

value from the MethodContainerland set L T

it to a different variable (or property) " pwr S
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ODBC Database

* [t's used to query/populate arelational database external to the FTOptixApplication

* Supported DBMS:
e SQL Server or SQL Server Express 2012 (or higher)
 MySQL Server

* Objects that can exchange data

- 1t MyProject with an ODBC database:
P I UI
o o *Data grid, List box, Combo boxand Trend
= Converters ObjeCtS
e query a table to display data at runtime
B Recipes
™ Loggers *Data loggerand Event logger objects
New ) £ Embedded database store datain a table
Ia Reports Copy S ODBC database . .
- oA paste — *Recipe object

Delete % DisiGHtimE NetLod] stores datain a table and execute a query to display data at runtime
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ODBC Database
« DBMS type: SOL Express or MySQL Fropertes He +

Mame ODBECDatabasel
Type ODBC database

* DSN (optional): only in case ODBC is used

— Configuration
DBMS type SOL Server
e Server: can be IP Address, Hosthame or DSN
"Hostname\lnstance Name"” i;m
« TCP Port (optional): to be used if the port is different :Hbm
from the default passwond

- LIrUCTUrE

= Tables +

* Database: Name of the database
NOTE: database must be created manually

e Username/Password: credential of the user, used to read/write into database tables
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ODBC Database
« DBMS type: SOL Express or MySQL Fropertes He +

Mame ODBECDatabasel
Type ODBC database

* DSN (optional): only in case ODBC is used

— Configuration
DBMS type SOL Server
e Server:can be |IP Address, Hostname or DS
"Hostname\lnstance Name" Senree OacASOLEARHIRS
TCF Far
. . p . Database MyProject
« TCP Port (optional): to be used if the port is different eorname  luca
frOm the defaL”t Passwiord e
- SOruciure

= Tables +

* Database: Name of the database
NOTE: database must be created manually

e Username/Password: credential of the user, used to read/write into database tables
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SQL Server: create database via SQL Server Management Studio

5 8 (local\SQLEXPRESS (SOL Server 1502000 - ASEMA ucheg)
S
Security
Server Objy AN
i Replication Recstore Databass.
=t Restore Files and Féegrowps..,

New Database..

br

PolyBase
Managemg

Deploy Data-tier Application...
i B ¥pvent Pro|

import Data-ter Applcation..
Start PowerShell

Reports »

Refresh

* |s suggested to create the database
before the creation of the user

e To create a database
Databases > New Database...
and is enough to provide the name
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SQL Server: create user via SQL Server Management Studio

1. Security > Logins> New Login...

% :m:;ﬂ:_iﬂLE XPRESS (S0L Server 1502000 - ASEMA wuchegh
2. Once created a User, it's necessary - < NewLogin-
to assignarole for the needed database | . ;& o
Serverd  Reports L&
3. User Mapping > Database > db_ownwer | - Rm“:'t“ Rersh |
{8 A o
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SQL Server: create user via SQL Server Management Studio
1.

2.

Security > Logins > New Login...

Once created a User, it's necessary
to assign arole for the needed database

User Mapping > Database > db_ownwer

| W Losgerr - Posus

Sarver
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SQL Server: create user via SQL Server Management Studio

1. Security > Logins> New Login...

.i' Lisgen - M - 0 ks
— T =@

2. Once created a User, it's necessary 2 TS

to assign arole for the needed database |~ o
iEi T T

3. User Mapping > Database > db_ownwer R
¥ scomcronims | {2
Progicss ..-;I:;nif:l_

o Cmncul
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Usage of ODBC Data Source (optional)

* To configure a DSN

use "ODBC Data Sources (64-bit)"

* ODBC Driver supported:

e SOL Server
« MySQL ANSI
* MySOL Unicode

* Key settings:

 DSN Name: defined into ODBC DSN,
must be the same in FactoryTalk Optix Studio

» Default Database: is the Database created

for the FTOptixApplication

ol L

Hlams=

Llser %

System D5N  Fle DSN  Oevers Tracing Cennaction Posing  Abaus
System Dt Sounces
Platfomm  Dirbver

- @

fn DDBEC Systerm dafa soume momes nfomation about how to connect iothe mdicated data proveder

& System data sounce i3 wishie 1o of vsess of this computer, nchuding NT services

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN

use "ODBC Data Sources (64-bit)"

3- SO UG o€ o2 A0m
. U’GDSNV Create New Data Source
* ODBC Driver supported: Syten ]
Nm‘ Selact & driver for which you want 10 s&t Up & d& 8 source,
e SOL Server 7 e
» MySOL ANS| -+ ssarysesa st Soe)
+ MySOL Unicode ot B ey
SQL Server Native Clert 110
o SQL Server Native Ciert ROA 10
* Key settings: ‘ ,
* DSN Name: defined into ODBC DSN, =
must be the same in FactoryTalk Optix Studio =
» Default Database: is the Database created | [ v ] [ G
for the FTOptixApplication OK Cancel brt

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN

use "ODBC Data Sources (64-bit)"

* ODBC Driver supported:
* SQL Server
« MySOL ANSI
* MySOL Unicode

* Key settings:

 DSN Name: defined into ODBC DSN,
must be the same in FactoryTalk Optix Studio

» Default Database: is the Database created

for the FTOptixApplication

Ll

User D)

Systed
Nan|

This wizard will help you create an CDBC data source that you canuseto |

Create a New Data Source 10 SQL Server

cornect to SOL Server
1 What name do you wart o use to refer to the data source?

LB
o—-/ju—-o

How do you want to descrbe the data source?

Name: LocalSOLServer

Descrption

Which SOL Server do you wart 1o comnect 107

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN
use "ODBC Data Sources (64-bit)"

@ CDEC Diata Souros Admenistrats
o e 0} Create & Mew Data Source to SOL Server
 ODBC Driver supported: Sy
Mo Hurwy snculld 501 Sarver wenly the authenticity of the kagin D7
* SQL Server - ’
18 With Windows NT suthenticaion using the network login (D
° MySOL ANSI ﬂ-’fi .;“,m:jﬁ:wu;lmmumabmlﬂﬂmmd
° MySOL UniCOde Lﬁﬁ?eﬂhuﬂ;}ﬂ:mmﬂfnmmﬂﬂLh&
Chierd Corfigurabon .
* Key settings: IS e st
« DSN Name: defined into ODBC DSN, r
must be the same in FactoryTalk Optix Studio
 Default Database: is the Database created  Baes Cance et
for the FTOptixApplication R

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)
* To configure a DSN

use "ODBC Data Sources (64-bit)"

& C
o Liser X Create a Mew Data Souroce to S0L Sersar
 ODBC Driver supported: S
”:] =] Change the defaud database to
« SOL Server B MyProtect
« MySQL ANSI f?l [] ttach datahass flaname.
* MySOL Unicode ] Uise ANSI quated idertfier.
(] Lise ANSI mulls, paddings and wamings
* Key settings: e
 DSN Name: defined into ODBC DSN, r
must be the same in FactoryTalk Optix Studio
» Default Database: is the Database created < Back
for the FTOptixApplication un e

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN

use "ODBC Data Sources (64-bit)"

* ODBC Driver supported:

e SOL Server
« MySQL ANSI
* MySOL Unicode

* Key settings:

 DSN Name: defined into ODBC DSN,
must be the same in FactoryTalk Optix Studio

» Default Database: is the Database created

for the FTOptixApplication

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN
use "ODBC Data Sources (64-bit)"

S ODBC Data Source Administrator (54-bit]
. ser D5l System DSN  Fle DSM Orvers  Traong  Connechon Pocing  Aboun
 ODBC Driver supported: St e
+ SOL Server EEEEE o o seve =
- MySOL ANSI e
Coanfi
 MySQL Unicode -
» Key settings: I .
¢ DSN Name: deﬁned into ODBC DSN, e, Jf'nI:I3EE Sﬁtmm‘.ameE:mrrh:umamnablﬂmutﬁmaln1mmumwaw-'dﬂ
must be the same in FactoryTalk Optix Studio T T L B
e Default Database: is the Database created
for the FTOptixApplication Cancel oo Helo

 Username/Password: valid credential to access the Database
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Usage of ODBC Data Source (optional)

* To configure a DSN
use "ODBC Data Sources (64-bit)"

* ODBC Driver supported:
* SQL Server
« MySOL ANSI
* MySOL Unicode

* Key settings:

 DSN Name: defined into ODBC DSN,
must be the same in FactoryTalk Optix Studio

e Default Database: is the Database created
for the FTOptixApplication

 Username/Password: valid credential to access the Database
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Sample InfluxDB server using Docker

services:
influxdb:
image: influxdb:latest
container_name: influxdb
ports:
- '8086:8086° # Port to set in the Optix project
volumes:
- influxdb-storage:/var/lib/influxdb2
restart: unless-stopped
environment:
- DOCKER_INFLUXDB_INIT MODE=setup
- DOCKER_INFLUXDB_INIT_USERNAME=admin
- DOCKER_INFLUXDB_INIT PASSWORD=admin_pass
- DOCKER_INFLUXDB_INIT_ORG=organization # Name of the organization to set in the Optix project
- DOCKER_INFLUXDB_INIT BUCKET=bucket # Name of the bucket to set in the Optix project
- DOCKER_INFLUXDB_ INIT RETENTION=4w # How long to retain data
- DOCKER_INFLUXDB_INIT_ADMIN_TOKEN=MyVeryLongAndS3cr3tTok3nToWriteD4t4 # Access token to set in the Optix project
volumes:

influxdb-storage:
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Remote InfluxDB configuration

i Properties

« Configure the connection parametersto @ e encaDssotse

Fype  Romole InfueDE databace
reach the InfluxDB instance s
TCP Port
» Usage of SSL isrecommended it
Certificate can be exported from the InfluxDB ITJT:M
server and loaded in the Optix application Serves Crlificate

= 5o and Fansand
* Tablesand columnsare only required if B
. . = Giructise
inserting new data(same as ODBC) - & e
= [azaloggerd
Record Emit
= Tags
- E'| Columre
Temestamp
LocalTimesdtamp
Sne
Coars

Ramip
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Configuration example

services: 1 Properdies
. . Plamse  FenmeinlkeDE0axabase]
influxdb: 5 fype  Fomole InflueDE databace
image: influxdb:latest — Configuration
0 - Capue
container_name: influxdb e
ports: v ganization
- '8086:8086° = E s
Token
volumes: Use 5L
- influxdb-storage:/var/lib/influxdb2 FEiREE M e

restart: unless-stopped

= Store andl Fansand
5F Enablad

environment: §F Butfir mia cira

volumes:

— Gt

DOCKER_INFLUXDB_INIT_MODE=setup

w B i
DOCKER_INFLUXDB_INIT USERNAME=admin = Daaloggerl
. Record bmit

DOCKER_INFLUXDB_INIT PASSWORD=admin_pass =
DOCKER_INFLUXDB_INIT ORG=organization - B ot
DOCKER_INFLUXDB_INIT BUCKET=bucket Pk

LocalTimestamp
DOCKER_INFLUXDB_INIT RETENTION=4w Sne
DOCKER_INFLUXDB_INIT ADMIN TOKEN=MyVerylLongAndS3cr3tTok3nToWriteD4t4 Ecine

Ramnp

influxdb-storage:

PUBLIC - Copyright ®2024 Rockwell Automation, Inc. 574 @ FactoryTaIk

by ROCKWELL AUTOMATION

1211772
B85
argeniretion
ket
-

Fala

Pk et
Bk st

H+ +8 =

o <

o o b e o - -



onfiguration example
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InfluxDB limitations

 Nosupport for Flux query language

* Limited set of queries(see InfluxDB documentation in Optix help)

 Recipescannot be used with an InfluxDB store
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Creating a new token

» Accesstokensare created from the InfluxDB web interface

Load Data

“RAPERS APl TOKENS

+ GEMERATE &Pl TOKEM =

Cm g (Tl
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Creating or configuring a bucket

 Buckets, retention and user access are configured using the InfluxDB web interface

®  Load Data

BUCKETS
* CREATE BUCKET

What = o Buekat?

Al a labed SETTINGS

_mionitering
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FactoryTalk Optix GitHub organization

 Contains a big list of projects with alot of features that can be studied and reused in custom

projects
 Containsalot of sample projects

 ContainsaNetLogic CheatSheet with a lot of useful snippets

FactoryTalk-Optix
sapandmg hueran poss bty bmd
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Welcome to FactoryTalk® Optix™ organization! FactoryTalk-Optix(github.com)
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https://github.com/FactoryTalk-Optix/
https://github.com/FactoryTalk-Optix/
https://github.com/FactoryTalk-Optix/

FactoryTalk Optix landing page

« Containsall the FactoryTalk Optix related resources(help, install guide, release notes, etc)

« Constantly updated

P Hockwebl
Autcmalion Fid

FactoryTalk Optix Portfolio Technical Documentation

F

Famory Bl oo Meridnle

Waw fo FcTary Tal Doti?

FactoryTalk Optix Portfolio Technical
Documentation| Rockwell Automation

T
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https://www.rockwellautomation.com/en-us/support/documentation/technical/capabilities/optix-portfolio.html
https://www.rockwellautomation.com/en-us/support/documentation/technical/capabilities/optix-portfolio.html

FactoryTalk Optix YouTube channel
« Containsvideos on how to build your first project (check the playlists tab)

FactoryTalk® Oplix™ Getting Started - Studio User Intesface
’ FactoryTalk® Optix™ Getting Started - Communication Selup

FactoryTalk® Oplix™ Getting Started - My First Screen

FactoryTalk® Optix™ Getting Started - The Containers Concept

p Playall >0 shalfle

Rockwell Automation-YouTube

Weicome to FactoryTolk® Cplix™, o new 3
wisuntzation platform that accelerntes valus FactoryTalk® Optix™ Getting Started - Responsive Design
delvery with moden technologies, innovative ;
designs and scolable deployment optians. Leam
mare: hitpa:/Awww.rockwallsutomation com/en-
us/products/software/factorytalk/optte hitmil
FactoryTalk® Oplix™ Getting Started - Object-Oriemted HMI Design
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https://www.youtube.com/@RockwellautomationInc
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FactoryTalk Optix forum

 Used by customers and colleagues to exchange informations

. ::‘age Ham Camiunities = [Hactary  Eyvails Browan Farticipiat
Search
won 1 = i !
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: Search - Engage, A Rockwell
Automation Community
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FactoryTalk Hub

Contains all the releases of FactoryTalk Optix

Contains additional resources like RuntimeTools
Used to access the WebIDE

Contains some interactive demos

FactoryTalk Hub

G ANE AR
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https://optix.cloud.rockwellautomation.com/

FactoryTalk Hub

 Usedtoview, manage and activate FactoryTalk Optix licenses

e (Contains some useful tools

Runtime License size calculator (which license is needed to run the project)

Device sizing calculator (which device is recommended to run the project)

iy
Caloutate runtime size v Calculste your device size

e T 8N e e e . b B SO IS S Y — —

PO W T LA AL N TR iy T T Wy e ) b

FactoryTalk Hub
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https://optix.cloud.rockwellautomation.com/
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